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Hello World
Hi ;]

,New Year — New Me” —isn’t it? ;) So below let’s jump directly to 2021 with the quick summary of
the ‘noted-articles’ | prepared for you (and for a , future me” of course ;))

Are you ready...?

L\ N

First part is related to my adventures related to routers, loT and other ,,network appliances” we can
find online during our pentest activities. Few similar you can find already published on the blog.

Second part is related to the introduction | made for my self when | was learning Rust for a very first
time.

Third part is dedicated to the Rosie. We'll try to talk in the same language.

| hope you’ll find it useful. ;)

Here we go...



Contents

HEIO WOKIA ...ttt et e s e s bt e e s bt e s bt e e bee e sabeeesabeesabeesneeesabeeeans 1
Automated ROULE(F) LEAINING ...........oooiiiiiiee e ccee ettt e e tee e ste e et eette e s tee e sseesnteeenreeennaeennees 3
L) 4 TP PP P PO PPOTPPPRTRE 4
Recreating the Lab for MIKroTik.............c.oooiiiiii it 4
Y1111 T oY PSPPSR 8
(€011 T3 s LoV I PRSP 10
(I Y AV Y LoT 1 o] o 4 V-S5O SUPR 13
REFEIEINCES...... .ottt st ettt e bt e s bt e sat e st e e bt e b e e beenbeesmeesnneennean 18
RUST TN PIECES ...t s s e sb e e s ma e e smr e e sneeesanee s 19
L 1 o PSPPSR PPPPP 20
ENVIFONMENT ...ttt e e sttt e e st e e s s bt e e e s nbe e e e sannaeeesanseeeesansreeesannreeenan 20
REAd the IMIANUAL........c..ooiuiiiiii ettt e b e st st b b e bt e sbeesaeeenteeneean 21
e T2 4T o ] L= 0 O 21
EXQMIPIE 02.......oooiiiiiee ettt e et e e ettt e e st et e e et e e e e et b e e e e ettt e e eabaeeeeataaeeearaeeeennrraeeann 22
REFEIEINCES........ ettt ettt e st e s bt e s bte e s bt e s bt e e s abeesabeeesabeesabeesbbeesbeeanes 23
ROSIE DA SEONEM........ooiiiiiiiiiiee ettt et sttt e s it e e s b et e sab e e sabeesabbeesabeeesabeesabeesaneeesareess 24
L) 4 J PO O PP OTPPOPPPN 25
Watching the Tower of Babel................oooiiiii e e et 26
REFEIENCES...... ..ottt sttt et e b e st e st e st s bt bt e bt e b e e sneesaneenrees 30



Automated Route(r) Learning




Intro

Some time ago | started learning about the routers[1, 2] and other network appliances|3, 4].
Last week | found a very interesting article[5] about ,,routers security” so | decided to check it. Below
we’ll try to recreate the ,,lab” described in the article. It should help us to start doing our own
research ,related to the routers”. Let’s go...

Recreating the Lab for MikroTik
According to the article[5] — we should start here[6]:

Q https://download.mikrotik.com/routeros/6.40.5/chr-6.40.5.vmdk

Otwieranie chr-6.40.5vmdk X

Rozpoczeto pobieranie pliku:
chr-6.40.5.vmdk

Typ pliku: plik VMDK (45,5 MB)
Adres: https://download.mikrotik.com

Po ukonczeniu pobierania:

(O Otworz za pomoca | Applications\vmplayer.exe (domysiny) v|

@) Zapisz plik

| ok H Anuluj ‘

Next ,few minutes” | spent on preparing my Ubuntu 18 VM as well as the Kali VM (I used 2019
version). When all is ready we can continue here[7] (or here[8]):

(O https://github.com/0ki/mikrotik-tools/

mikrotik-tools

Tools for Mikrotik devices
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https://code610.blogspot.com/2017/04/learning-routers.html
https://code610.blogspot.com/2018/11/learning-routers-part-2.html
https://code610.blogspot.com/2018/12/reading-firmware-fortigate-vm.html
https://code610.blogspot.com/2018/12/reading-firmware-foscam.html
https://medium.com/@maxi./finding-and-exploiting-cve-2018-7445-f3103f163cc1
https://medium.com/@maxi./finding-and-exploiting-cve-2018-7445-f3103f163cc1
https://download.mikrotik.com/routeros/6.40.5/chr-6.40.5.vmdk
https://github.com/0ki/mikrotik-tools/
https://github.com/tenable/routeros/tree/master/poc/bytheway

(I used the first tool mentioned above.) Your results should be pretty similar to the one presented
below — achieving root shell on our MikroTik VM:

‘@ c@kali: ~/tools/mikrotik-tools/exploit-backup — Od 7

A FeW
'MOMENTS LATER




f c@kali: ~ -

So far, so good. Next step according to the article [5] should be uploading ,,our tools” to the target
host. Following the article — as | did — we can use FTP to do that. Let’s continue below then:

As you can see | copied www binary as well. | was wondering what I'll be able to get when I'll put that
binary in Ida ;)

[7] Functions windovs O & x| [ DA View-A 8B © Hex View-1 & Structures

Function name 2] . text 08052183 ; SUBROUTINE
.text:08852189

[ _init proc .
g .text:08052189 ; Attributes: bp-based frame
%f:::“:;f““h .text 08052189
EH;U _pxmn&hmcunnﬂ .text:08052189 ; int __cdecl main(int argc, const char =xargu, const char =xenup)
[£] nv:polici allowed (nv:message const&:) -text: 08052189 . public main
71 exit .text:08052189 main proc near

.text:08052189
.text:08052189 var_5EC
.text:08052189 stacksize
.text:080852189 var_5DC
.text:08052189 var_s4
.text:08052189 argc
.text:08052189 argu
.text:08052189 enup
.text:08052189

[F] nv:Looper:~Looper()

[7] nv:Handler:loadPermData(nv:message const&)
[7] ios:setf(uintint)

A _SSL_get_error

[7] vector_base:reserve_raw(uintuint)

[7] nv:Looper:filterMessage(nv:message const&)
[£] ostringstream:~ostringstream ()

[£] _dlopen

[F] nv=ThinRunner:changeSocket(intuint)

dword ptr -SECh
dword ptr -SEGh
dword ptr -SDCh
duord ptr 4

duord ptr  OCh
dword ptr 10h
dword ptr 14h

[7] _pthread_mutex lock -text 08652189 lea ecx, [espti]

[7] nvimessage:get<nviu32_array_id>(nv:u32_array.i -text:0805218D and esp, QFFFFFFFGF_‘
[7] nv:message:has <nv:be32_id>(nvibe32_id) - text. 08052190 push duword ptr [ecx-4]
[7] nv:Looper:canLeave(void) -text.08652193 push ebp

[7] nv:getAllDirs(string const&) -text 08052194 mnoy ebp, esp

[ ios:~ios) .text:08052196 push ed§

i 1o sy ey o

It doesn’t look like an obfuscated code... We'll get back to that later... ;)


https://medium.com/@maxi./finding-and-exploiting-cve-2018-7445-f3103f163cc1

JEFURY: (7522F6Z dB GLOR ;
IEMORY: 77522F63 db 86h ;
IEMORY : TTS22FBY ; === = === === mmm s s s somssssomsssessssssee e
IEMORY : T TS22F 64

IEMORY : T TS22F65

IEMORY : TTS22F67 OFFFFFeeeh

IEMORY : 77522 -

IEMORY : 77522

IEMORY :
IEMORY :
IEMORY :
IEMORY :
IEMORY :
IEMORY :
IEMORY :

INENCWN 7752
View-1
51A E8 41 H
520 55 89 EES
530 38 00

sun  [IIET I
550 8D 75 0f
}4n 0805494A:

ut window

D4: using g
F2: using guessed type int

__fastcall sub_80533F2(_DUORD, _DWORD);

My next step was to upload the tools (lik gdb, etc) to the target VM. To do that | used ftp just like
before. At this stage when all is prepared properly — let’s take a snapshot (just to save some time in
the future ;)). Now we can continue...



Similarity
For now we should be here:

MMM 111 KKK KKK RRRRRR 000000
MMM 111 KKKKK RRR RRR 000 000
MMM 111 KKK KKK RRRRRR 000 000
MMM 111 KKK KKK RRR RRRE 000000

Router0S 6.40.5 (c) 1999-2017 hitp

nt to see the software license? [Y¥/ml: n
Gives the list of available command.
71 Gives help on the command and list

Conpletes the connandsuord. If the
a second [Tabl gives possible optio

Move up to base level
Move up one level
Use command at the base level

Cool. As you can see we have a multiple ‘targets’ ready to ,fuzz(me if you can” scenario described in
Notes Magazine 03, page 79[9]). We can continue below, checking all the binary we’d like to in Ida:

T LT \USers\ClUoOWNI0a0sS \WWW . 81T ATERX -
: ELF for Intel 388 (Executable)

. 8048000 (7 vezslize
*/lib/1d-uClibc.s0.0" Path

ary ‘libumsg.so’
ary ‘libuxml++.so’
ary 'libdl.so.0’ IKS

ary 'libpthread.so.8’
ary ‘libssl.so.1.8.0°
ary ‘libcrypto.so.1.0.8°
ary ‘libuct++.so’

ary ‘libgee_s.so.1’

ary ‘libc.so.0’

@ c@kali: ~/tools/mikrowww

‘0 Successfully attached to the process.

bnchronized with EIP) Now you can browse the process memory and set breakpoints.

FF FF 00 OF 85 34 F5 FF 6
A 00 FF BS BO EF FF FF

Next | was recreating the steps from the article[5]:

Applications ¥ Places ~ i wireshark ~ Tuel2:16®
any

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® + BBE@ a « >0 <« > o= o [H
-Ismb

No. Source Destination Protocol Length Info
54 21.231062550 192.168.1.170© 192.168.1.10 272 Negotiate Protocol Request

@ c@kali: ~/tools/mikrowww

Next (according to the fuzzing notes mentioned above[9]) we can continue with Mutiny fuzzer[10] —
so we should be somewhere here:


https://code610.blogspot.com/p/notes-magazine.html
https://medium.com/@maxi./finding-and-exploiting-cve-2018-7445-f3103f163cc1
https://code610.blogspot.com/p/notes-magazine.html
https://github.com/Cisco-Talos/mutiny-fuzzer

© & https;//github.com/Cisco-Talos/mutiny-fuzzer

Written by James Spadaro (jaspadar@cisco.com) and Lilith Wyatt (liwyatt@cisco.com)

root@kali: /home/c/tools/mutiny-fuzzer

E';'J c@kali: ~/tools/mikrowww

tat -antp
0

e T e e o I e e B B ]

So far so good. Now | believe the time is our ‘enemy’ so feel free to run the fuzzing process on your
own lab to get some crashes and have fun. ;)



Going down?




After a while the idea evolved to something similar | described for Wordpress plugins[9]. When our
‘lab’ is prepared, everything works fine — what else should we do now to ,try to find more bugs”?
Well — my first guess was to create some kind of an automated environment now. We’ll use the same
base we did before — so you can easily stay with your Ubuntu 18 VM. Let’s start here:

inksys/
MikroTik/
Netgear/
Netis/
Planet/

Rotek/

Tenda/
TotoLink/
Tp-Link/
Trendnet/
biguiti RirRouter/

Finding an ‘example firmware of the router’ should be the easy part here ;) let’s move forward then.
As we can see — for this router firmware we can get an IP (it will be the most often error message
you'’ll see during the research: somehow ‘firmadyne’-related scripts can not obtain an IP sometime
for some appliances — well, ,nobody’s perfect”. ;)) Let’s jump here:

© & nhttps github.com/firmadyne/firmadyne#usage b fT

§ root@ubuntu18: /firmadyne/firmadyne

As you can see script collection[11] is prepared mostly for the same scenario that we’re using during
our adventures[13]. In the content of the directory we can find some ‘example steps’ (coded in small
scripts) that we'll also try to take when we’ll find an applicane ,like the one presented on the screen”
(ex. during our pentest or CTF), so: nmap, nikto, gobuster/dirb and so on should be your friend at this
stage. We can also use ss/scan or Metasploit Framework but it depends on you what you’ll now like
to add to ‘your’ (or simply: modified) scripts from the firmadyne catalog[11]. In my case we are here:


https://code610.blogspot.com/p/notes-magazine.html
https://github.com/firmadyne/firmadyne
https://code610.blogspot.com/p/mini-arts.html
https://github.com/firmadyne/firmadyne

A © & nhttps//github.com/firmadyne/firmadyne#usage see 1l

As you can see | tried to understand the script by reading it ;] So let’s continue below:

root@ul8:~/tools#

rootgul cd . /firmadyne; ./download.sh

Downloading binaries...

Downloading kernel 2.6 (MIPS)...

--2021-01-20 17:26:47-- https://fgithub.com/firmadyne/kernel-v2.6/releases/download/vl.
esolving github.com (github.com)... a

Connecting to github.com (github.com)|148. 121.3|:443... connected.

TTP reguest sent, awaiting response... 302 Found

ocation: https://github-production-release-asset-2e65be.s3.amazonaws.com/51779291/baT
TAIWNIYAXACSVEHS3AK2F2021012 ‘Fs3%2Fawsd_requestiX-Amz-Date=202
22d67157ee3candc2 X -Amz - SignedHeaders=host&actor_id=0&key_id=0&repo_id=51779291&respon

| restarted the installation process multiple times (after restoring the snapshot — also multiple times
;)). | was wondering what | do not understand (read as: why this-or-that firmware is not getting an
IP). So | landed here:

Loading Ethernet module. [GENMAC]

BusyBox v1.11.0 (2011-06-23 15:54:48 IST) multi-call binary
Usage: ifconfig [-a] interface [address]
Configure a network interface

Options:
[[-]broadcast [ADDRESS]] [[-]pointopoint [ADDRESS]]
[netmask ADDRESS] [dstaddr ADDRESS
[outfill NN] [keepalive NN]
[hw ether |infiniband ADDRESS] [metric NN] [mtu NN]
[[-1trailers] [[-]arp] [[-J]allmulti]
[multicast] [[-]promisc] [txqueuelen NM] [[-]dynamic]
[mem_start NN] [io_addr NN] [irg NN]
[up|down] ...

[DONE]

Checking database. [DONE]

We'll not fix it here —for more hints what’s going on — try this page[14]. For now we'll jump to the
next section. Here we go...


https://github.com/firmadyne/firmadyne/issues

Lazy Monitoring
My initial goal was to create a new additional script to:

- loop to check if gemu (so ‘our target firmware’) is started
- check if firmware started in gemu has a valid IP address (ping it or something like that ;))

- run ‘our scan scenarios’ (so mentioned nmap, dirbuster(s) and so on... to grab some details about
the target host).

In other window we should run a ‘loop’ to:
- download ‘example firmwares’ we’re looking for to check/scan/test
- try to automatically run it. ;]

So far we should be somewhere here:

Index of /pub/firmware/ NEEEEIEEE TS pon 21153

‘ rook@u18: ~/tools/firmware-analysis-toolkit

File Edit
-/
wnrel2v2-v1.0.0.4_1.0.3RU.img

iotexploitation

File Edit ch Terminal Help File Search Terminal Help
valid_Lft forever preferred_lft forever roo 3 f# pi 3.1
mtu 1580 gqdisc noop master br@ state DOWN glen 1000 PING N @. 5 .1) ytes of data.
cl brd ff ffff:ff T
qd noop state DOWN L
).0.8 packet loss, t
c noop state DOWN
.0 & i . .1 -c1 ; nmap -S
52 gdisc noop state DOWN 5 )

[ mtu 1580 gqdisc nogueue state UP
link/ether @ Ff:ffff:ff
inet 192.168. .255 e global br@
34 scope link
1ft forever
y scope link Starting Nmap 7
d_Lft forever preferred_lft forever Loaded scripts for sc
544000] brB: no IPv6 routers present i 3
| 57.0566808] b no IPv6 routers present
ip a | grep rei (1)"iptables: No ch a tch by that name 1
-1 FORWARD_HEAD -p tep --tcp-flags 5T -] T --clamp-mss-to-pmtu
192

168.0.1/24 brd 192.168.0.255 scope global br@

: poll handler of "net’ work overtime: 625
poll: loop overtime: 1788 > 1000

Next — sure thing, portscan (nmap —sV —F —n host —oN logfile):



(of 2) scan.

0]
Completed NSE at )9, 0.00s elapsed
Nmap scan report for 192.168.08.1
Host is up, receilved arp-response (0.0858s latency).
Scanned at : B1-25 : 152 CET for 48s
rootfs_offset=0x2600008, back_linux_offset=0x840000, Not shown: 999 closed ports
Reason: 9 resets
pEEE! [FIFFffff 'eeee'] PORT  STATE SERVICE REASON VERSION
F cp open yn-ack ttl 64 LANDesk remote management
to backup 1in ootfs : BO:EB: :96:C1 (Realtek Semiconductor)
backup
/.. [share/nmap
Please report any incorrect results at
port 80
rt_ipv4_wan WAN1 start

Reason: 9 resets
PORT STATE SERVICE SON /ERS
) ck ttl 64 LANDesk remote mj
1 (Realtek Semiconductor)

Read data files from: fusr/bin/../share/nmap
Service detection performed. Please report any incorrec
address (1 host up) scanned in 45.18 se{
KB) | Revd: 11

/bin
syslogd -L -5 3 2
udhcpd Jlan/fudhcpd. conf Escape character is '~
telnetd
1ld2d bro Username : root
fiwd Password
reload -k fwlsch.conf cli[25 Invalid username or password. Loggin failed.
nd wlani Username : admin
1768 /bi gl Password :
1784 < cli[2554 Invalid username or password. Loggin failed.
5 Username : admin
Password
cli[2554]: admin; TELMET; LAN; Login

wps_checker
-d id: not found

/bin/login uname -a

dnsmasq -C /var/lan/dnsmasq.col -clear-on-reload -x bin/sh: uname: not found

udhepec -i ethl -W 1 -p /var/w frun/con-app.pid -a

i i firmadyne jffs2 mnt

home lib proc
init lost+found root

(At this stage you can try to create some quick script to bruteforce telnet service or simply check few
‘default passwords’ like root, admin, and so on... Next:

pon 23:21

root@u18: ~ftools/FaTTY

h Terminal Help File Edit Vview Search Terminal Help
[mtdblocks]
[mtdblock1@] [+] scanner module - started

tcp open telnet syn-ack ttl 64
tcp open domain syn-ack ttl 64 dnsmasq 2.76-14-g466d8f]
tcp open http syn-ack ttl 64 Boa httpd

DIRB
By The

OUTPUT_FILE: dirb.tmp

' START_TIME: Mon n 25 23:21:60 262
5 g -b 2 URL_BASE: http
udhcpd E dhcpd.conf WORDLIST_FILES /sh: dirb/wordlists/common. txt
telnetd
1ld2d bro
fwd
reload -k fvar/wlsch.conf *%* Generating Wordlist...
iwcontrol wlan@ wlanl
/bin/login

time ycheck

Feel free to use any other tool to enumerate WWW. | used dirb. Next:



! CMeHa napona X

- c © & 192.168.0.1

-Q rOTEK

BeefjuTe HOBELIA Napons

MomanyiicTa

So far, so good. As you can see below | downloaded ,,few more” ;] firmwares. Next stage was to run
fat.py script in a loop (remember to add ./reset.py to the chain):

DIRB8AA1_FW1A8WWbA3.bin
DIRB2GLA1_FW118bA7.bin

fat.config

fat.py

firmadyne
FW_WDRT-731U_V2.0.1.5_EN_PLA®1.bin
"FW-WNRT617v2_v3.16.5(130508)
"Keenetic-Ultra-v2.es6({AAG].1)C2.b1n"
L NSE

MN300-1.1.0.32_101.1img

"netis(MW5 EU)-V2.: £50.bin'
"netis(WF2 }-Vi.¢ 280.trx'
"netis(WF2489E_RU)-V2.6.48535.bin'
"'netis(WF2419E)-v2.2.36411.bin’
OLDFW

gemu-builds

README .md

reset.py
ROTEK-RX22101-V1.23.87.4-UFN.bin
setup.sh

TEW651BRVZ_FW2B84B681.b1in
US_FH456V2.0BR_V11.13.01.20 _multi_TDEGYH®1.bin
US_N301V1.6V1.8BR_V5.087.64.4 ru_RU81.bin
V5.07.46_en.bin

wnr2206-180-v1.0.2.24.1img
wnrelzv2-vi.6.0.4 1.8.3RU.img
root@ui8:~/tools/firmware-analysis-toolkit# for i in "1s *.bin’ ; do ./fat.py $i ; donef

After a while:



=] Terminal ~ pon 23:45

h Termi
il [1 |:|0I't]

C mpleted ARP Ping S C
Imtutmq Parallel DNS resolution o .
mpleted 1lel DNS resolution of 1 hc t

resolution of 1 IPs took @

rook@u18: ~/tools/firmware-analysis-toolkit

Service scan
ript scanning 192.16
ting runleve'L 1 (of ‘l scan.
4

Search Terminal Help

: netstat: not found a
. . mpleted NSE at 44, 0.80s elapsed
delgroup charp umount pingé wlanconfig NSE: Starting runleve'L 2 (of 2) scan.
nice mount grep echo urlfilterd 4 .
date ping . f;leep p mpletedl E at 44, 0.80s elapsed
cat addgroup gzip X true Nmap scan report for 192.16 1
deluser touch resident <l false received arp-response ( )5 latency).
dd .adquser cp gunzip 5 rmed ports on 192.168.0.1 are filtered because of 1000 n
In zcat ps sh C Address 100:12: (QEMU virtual NIC
busybox tar login cli
data files from
E‘}Et‘-”g route... . rvice detection performed. Please report any incorrect results at
ging down TAP device... .
TAP device £aps_0... §Nmap done: 1 IP address (1 host up) in 28.71 seconds
nonpersistent Raw packets sent: 208 .056KB) | Rcvd: 1 (28B)

[+] scanner module - finished.

KILLING IN THE NAME OF
Found gemu pid
Sleeping for 98sec (wait for a proper boot)...

I
} ... tmp killing now (sleep
I

Welcome to the Firmware Analysi
Offensive IoT Exploi i aining http .d veiotexploit .
By Attify ttify.com y Try Again

Firmware: 20158720_

g architecture.
Architecture: mipseb
Building QEMU disk image...
Setting up the network connection, please standby...

arting Nmap 7.60 ( https://nmap.org ) at 2821-01-25
1 ded 42 scripts for s
ing Scan at

51, 0.20s elapsed (1 total hosts)
resolution of 1 host.
resolution of 1 host. at

Scanning 192.168
Discovered open port
Discovered open port 8
D1ccovered open port
send
crease.
Increasing send ay 8.1 from 5 to 10 due to 11 out
last increase.
Increasing send delay fer 192.168.0.1 from 10 to 20 due to 11 out
e last increase.
Warning: 192.168.8.1 giving up on port because retransmission cap
buil . Increasing send delay for 3.1 from 20 to 40 due to 11 out
e last increase.
Increasing send delay for 3.1 from 40 to 80 due to 11 out
hi: no IPv6 routers present e last increase.
not found . asing send delay for .1 from 80 to 160 due to 11 ou
bro: port 1(eth®.2) entering forwarding state st increase.
asing send delay for .1 from 160 to 320 due to 11 ol
ast increase.
tmp etc : webs e \Increasing send delay for .1 from to 648 due to 11 of
sys var sbin opt nce last increase.
bin sr hone VERSION Lost+found Increasing send delay for .1 from 648 to 1000 due to 11

...when sudenly in the consolel | saw:



1

for invalid read access from

Well ;> | believe now you're ready to extend the fat.py script(s) and create your own ‘small fuzzer’ to

find some new bugs in your routers/loT firmwares. All described links and resources you'll find
below.

In case of any questions — you'll know how to find me.

Have fun!;)
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Rust In Pieces




Intro

Thanks to one of the topics mentioned in the video series called ‘Random Topics’[1] once
upon a time | decided to learn about the new language — Rust. Below we’ll try to understand few
basic rules of the language as well as the syntax (but keep in mind that similar to the [2] | will try to
stick strictly with the documentation[3, 4]. As there is no point to rewrite the manual here — feel free
to study it in your free time ;)). For now — we’ll start here...

Environment
According to the docs[3, 4] and few other resources available online | decided to prepare an
environment on Ubuntu 18 VM. Next we’ll need to install few additional packages, see below:

c @ © & nhttps//www.rust-lang.org/tools/install B 9w v In D e

Configuring the PATH environment variable

In the Rust development environment, all tools are installed to the ~/.cargo/bin
directory, and this is where you will find the Rust toolchain, including rustc , cargo ,
and rustup .

Accordingly, it is customary for Rust developers to include this directory in their PATH
environment variable. During installation rustup will attempt to configure the PATH .
Because of differences between platforms, command shells, and bugsin rustup , the
modifications to PATH may not take effect until the console is restarted, or the user is
logged out, or it may not succeed at all.

You know | like to ‘try harder’[5] ;) so | decided to install all of the mentioned apps manually (but feel
free to use the curl command mentioned in the documentation[3]). In my case ‘the basic
environment’ looks like this:

root@ubuntul8:~# uname -a ; lsb_release -a

Linux ubuntul8 5.3.0-28-generic #30~18.04.1-Ubuntu SMP Fri Jan 17 06:14:09 UTC 2020 xB86_64 xB6_64 X86_64 GNU/Linux
No LSB modules are available.

Distributor ID: Ubuntu

Description: Ubuntu 18.64.4 LTS

Release: 18.04

Codename: bionic

root@ubuntul8:~# apt-get install cargo rustc rustup -y
Reading package lists... Done

Building dependency tree

Reading state information... Done

No apt package "rustup", but there is a snap with that name.
Try "snap install rustup”

E: Unable to locate package rustup

root@ubuntul8:~# snap install rustup

snap "rustup” is already installed, see 'snap help refresh’
root@ubuntul8:~#

If everything is ok so far and installation finished successfully we can move forward to the manual
section. Ready...? ;]


https://www.youtube.com/watch?v=WaASAO3_WsY&ab_channel=GynvaelColdwind
https://www.rust-lang.org/learn
https://www.rust-lang.org/tools/install
https://doc.rust-lang.org/rust-by-example/meta/doc.html
https://www.rust-lang.org/tools/install
https://doc.rust-lang.org/rust-by-example/meta/doc.html
https://code610.blogspot.com/2020/02/trying-harder.html
https://www.rust-lang.org/tools/install

Read the Manual
In my case, learning ,new language” is done (ok... some about 50% of it ;)) by finding and/or
understanding the analogy to the other language(s) | ,already know” (or at least understand).

The ,other 50%” is done by reading the documentation(s), resources available online and by
searching (through mentioned above) for some (maybe) ,,similar cases” that | would like to
do/solve/try (using that ‘new language’).

So that’s why most of this section is related to few ,,examples” | found in the docs[3, 4]. Here we go...
Example 01

First of all | decided to create a ‘default ,,simple program” — so, yep, we’ll start from ,, HelloWorld”(.rs
for the Rust’s extension). We are here in the Ubuntu (console):

@ c@ubuntuld: ~/srcfrustinpeaces
fn main{() {
I[ rintln! (

That’s it! Save your file in the favourite editor and go back to the console. According to the docs[6]
now we need to compile our source code using (man for) rustc compiler:

NAME
rustc - The Rust compiler

SYNOPSIS
rustc [OPTIONS] INPUT

DESCRIPTION
This program is a compiler for the Rust language, available at https://www.rust-lang.org.

OPTIONS
-h, --help
Display the help message.

So far, we should be here:

.@ c@ubuntu18: ~/src/rustinpeaces — [} e

Great! Let’s move forward.


https://www.rust-lang.org/tools/install
https://doc.rust-lang.org/rust-by-example/meta/doc.html
https://doc.rust-lang.org/book/ch01-02-hello-world.html

Example 02

| lik to read the documentation prepared , by the vendor”. Reason(s?): beside learning ,how things
works” we can (also) try to read between the lines and (for example) find some bugs in the protocol
design... but to not to go so far to (the past with DNS ,, by design bugs”;)) future — let’s continue with
our ,simple example 02”. Here we go...

This time my goal was read the documentation to understand how can | create a simple app that will:
- say hello

- get user’s name

- say hello <to-the-user’s-name>.

Simple, isn’t it? ;] Yes it is. It's even pretty similar to the ‘scenarios’ for multiple crackmes available
here[7]. (Un)fortunately | wasn’t able to find any example ‘crackme’[7] prepared for the (or,, created
in the”) Rust language — so | decided to create a simple one for you. Quick results - below. ;)

(Full ,source” of the challenge presented below you’ll find on my github, somewhere between the
other ‘notes’ files[8];)). Let’s say we should be here:

File Edit View Search Terminal Help

root@ubuntul8: fhome/c/src/rustinpeaces fex@3# vim ex04.rs
root@ubuntul8: fhomefc/srcfrustinpeaces/ex03# head -n 4 ex04.rs
use std::i

fn main() {

let mut input = String::new();
root@ubuntul8: fhomefc/src/rustinpeaces/ex@3# ./ex04
What is the title?
asdfgh
I'm not so sure ;Z
root@ubuntul8: fhomefc/src/rustinpeaces fex03#

More details[9]:

root@ubuntu18: /home/c/src/rustinpeaces/ex03# base64 exf4 > crackme.ex84.txt
root@ubuntui8: /home/c/src/rustinpeaces/ex03# du -h crackme.ex04.txt
9,4M crackme.ex®4.txt

root@ubuntuils: /home/c/src/rustinpeaces/ex03# md5sum crackme.ex@4.txt
36d658d40b6c7d76Ta56912d88354208 crackme.exf4.txt
root@ubuntul8: fhome/c/src/rustinpeaces/ex03# I

Good luck! ;)


crackmes.one
crackmes.one
https://github.com/c610/free
https://github.com/c610/free/blob/master/crackme.ex04.txt
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Rosie Da Stoned




Intro

Maybe you know, maybe you don’t — from time to time | like to take a break from the
computer and (for example) read a book about some mithology, archeology or something else like
the wor(l)ds created by Stephen King[1] or Neil Gaiman[2]. During one of those breaks (ok, to be
honest: it was ,many years ago” and | didn’t even have a computer yet ;)) | found some story in one
book in my house about so called Rosetta Stone[3].

After few years (during one of my ‘breaks’ ;)) | was wondering ,maybe it’ll be a good idea to
create some software to automatically read languageA and translate it to languageB”... In the
meantime - days goes by, I'm doing another pentest project for another company when suddenly |
found an article[4, 5] that ,,someone already did it”[6]. ;>

| decided that there is no time for the break and that’s how | started preparing ,,my own
small Rosetta Stone”. ;]

Here we go...
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Watching the Tower of Babel

To continue with this translator idea we’ll prepare a small environment. All examples
presented in this text were prepared on Ubuntu 18 and Python language. If there are any other
libs/resources needed to proceed — I'll mention it in the text below.

Let’s start from the stage where we already have a picture of ,,some word” we’d like to
translate. To proceed | found an example picture with the word. Then | asked my self: where should |
start? What's next?

# apt install libopencv-dev python3-opencv tesseract-ocr -y; pip3 install
Image pytesseract

In my case there was a 500MB update — so after a while we should be somewhere here:

With this very basic example we should be able to read a ‘sample image’ (we grabbed from
Wikipedia). Let’s try:

© & nhttps//upload.wikimedia.org/wikipedia/commons/thumby/c/c6/Wikiped 0 g/1200px-Wikipedia-word.svg.pn voe 1 P

ﬁ? root@ubuntu18: /home/c/src/rosie

WIKIPEDIA

So far — looks good ;) Let’s continue then.



For now our new goal looks like this:

- open and read image

- save output to txt file

- connect to translator to check found word saved in txt file
- save translated word in new txt output file.

Let’s try here:

© & nhttps;//pypi.org/project/googletrans/

googletrans 3.0.0

;pip install googletrans [B

root@ubuntul18: fhome/c/src/rosie
Free Google Tr.

When all is ready we can check initial example — but after we’ll fix that nasty error from the console:

W & https://stackoverflow.com/questions/52455774/googletrans-stopped-working-with-error-nonetype-object-has-n{

overflow About Products For Teams

Fp1lp 1NsTall google Trans_new

from google_trans_new import google_translator

translator = google translator()

translate text = translator.translate('@i@@fidu’,lang tgt="en")
print(translate_text)

verflow #output: Hello china

edited Dec 8 '20 at 18:25 answered Dec 2 '20 at 13:46
Share Improve this answer Follow wn Moritz
B8
- [}

@ root@ubuntu18: /home/c/src/rosie/py-googletrans/py-googletrans

And in case you’'re wondering why it’s not working with python3... ;)



les

data = self._translate(text, dest, src
File "/Library/Frameworks/Python.framework/Versions/3.6/1ib/python3.6/site-packages/googl
token = self.token_acquirer.do(text)
File "/Library/Frameworks/Python.framework/Versions/3.6/1ib/python3.6/site-packages/goog]

Yep ;D So one more time:

That’s great!

It looks that now we are:
- able to read text from the image
- translate it to some other language (in our case let’s stay with english).

So far, so good — continuing then. Now it’s time to fuze both small scripts: reader and translator. We
should be somewhere here:
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Cool! What’s next? | don’t know... maybe it’s time to buy a nice hat and join the "Raiders of The Lost
Ark"...? but maybe you’d like to check the ,,Voynic Manuscript” first...? ;)

»Have fun & Good luck!” ;]

Cheers
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Outro

Comments/questions — you’ll know how to find me.

Thank you. | appreciate it.

Cheers
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