Security Solutions & Training

Binary Analysis:
Finding Secrets in Code

ot ..
. ¥/ [ | \\N
Nish Bhalla
Founder, Security Compass (====}
Wy

‘“"’

|
WWW.Securitycompass.com © Security Compass, 2006



Product Review Methodology

Basics

Debugging Steps

Ollydbg

Process Isolation

isDebuggerPresent

ISAPI Analysis

-
WWW.Ssecuritycompass.com 2



Typical Product Review Methodology

What it is: Product reviews examine vendor applications
using a black-box approach to find security e
vulnerabilities L=‘="

Product Review

Why: Product reviews discover vulnerabilities before the product is
shipped, thereby decreasing potential security updates, enhancing your
organization's reputation amongst customers and creating a competitive
advantage

How: Product reviews examine applications to determine security
vulnerabilities by performing the following steps:

1. Threat Analysis- Incorporate the full threat analysis methodology

2. Design Analysis- Map out the application use and functionality requirements

3. Architecture Review- Examine the dataflow model and the controls “by design” on
each communication point to secure data

4. Application Penetration Testing- Perform black and grey-box testing on the
product on a variety of potential end-user environments
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Threat Analysis

e What is Threat Analysis?

e Threat Analysis or threat modeling is the process of systematically
deriving the key threats relevant to an application in order to
efficiently identify and mitigate potential security weaknesses
before deployment

e It is a method to determine the unique threats that an application
might face; it is a systematic method of finding security issues in
an application by forcing developers to think like an attacker

e Security staff can focus their resources on the most important
issues an application faces after performing this activity
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Design And Architecture Review

e Design Review: Understand what the thought process was when
the application was originally designed

e More often than not the design and the end product are two
completely different applications

e Architecture Review: Evaluate the deployed application’s
architecture and implementation in a real world scenario

??? SECURE BY DEFAULT ?7??
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Application Penetration Testing

e Our Sample Application is an ISAPI. It requires a pass phrase
to browse into the website

e Why did I choose an ISAPI and not a stand alone application?

— Developers often store credentials of back end databases in ISAPIs
— ISAPIs are commonly where algorithms are stored

— ISAPIs are typically not expected to land in the hands of a hacker
— ISAPIs are typically reviewed for lost code and lost developers

— ISAPIs can help you crash systems that are otherwise secure

— I recently reviewed a few ISAPIs and I am partially basing this
example on observations made in those reviews
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) Discovering Additional Derogatory Metscape References - Mozilla Firefox

ERle Edt [0 Go Bookmaks ook Help

<
E QII ¥ i @ @ ||_j hittp: Ao windowesitpro. comddticles /| ndes. cfm?articlel D =R6558DisplayT ab=Article

2 ﬁ Disabler |+ Cookies 55 C55= ) Fomsr # Imagese () Informatione Miscellaneouss iﬂ Dutline= Resizer '@ Tools= LT'_", Yiew Sourcer 1 ¢

i F'rox_l,l:l Maone "I ¥ Apply o Edit L) Remave | ] Add % Optionse

Metzcape engineers are weenies 2005 - Go... | |_| Rage on Omnipotent » Blog Archive » s of . | | Dizcovering Additional Derogatory _. |

Optior

SUBSCRIBE

1 s )
m . F.ewword Search @ InztantDoc D

Connocing o 7 ommuniy  Home | Forum [ Rosourcos |Events | Topies | Publcations

H SE Discovering Additional Derogatory Netscape
References = Emaithis Article
e A Web Exclusive from Windows IT Pro S| Prirter Friendly
Editors B  Reader Comments

InstantDoc #5655
Windows IT Pro

Subscribe to Windows IT Pro | See More Security Articles Here | Reprints

The "Metscape engineers are weenies" reference in Microsoft Visual InterDew 1.0 earlier this month might not be
just anisolated incident. In Micro=oft Security Bulletin MS00-025, Microsoft mentions only Visual InterDey 1.0 and

According to the Microsoft Developer Metwork (MSDM) DLL Help database, mdiZiv.dll is also part of Visual

InterDey's Link Wiew function--the same function to which the previously reported dvwsse dil contributed.
tdturet.dll is also a part of the much older Visual Studio 97, Microgoft is aware ofthis new discovery and is
currently investigating it.

e

[EJ Subscribe to Feed sj
Sun.

Initially, the ¥Wall Street Journal reported that the phrase opened I ER T
oy L P : : " | UCENTER Power Tools * =
=] Find: IepacsteN () Find Mext @ Find Frevious || Highlight all [~ Match case
| Dare ,_ @ A

WWW.Ssecuritycompass.com 8



ISAPI - Web Interface

<} Secret - Microsoft Internet Explorer

File Edit ‘“iew Favortes Toolz Help

=10 x|

1,
l;,

.\‘_‘;} Back = -\:) * \ﬂ \ELI _:\J j'- ! Search ‘i'i?:’ Favorites {‘?-| - ? K- o ﬁ ‘Ei
.&gdress@ http: Aoz alhost? j Go | Links > '@ T
=
This is an eval for streat fnction Lets attempt HackInTheBox as
Please enter the secret to pass the gate the key
|
Application Background: An ISAPI that expects a valid string
to allow you to pass the “Gate” to get to the application. a8
|@ Done I_ I_ I_ I_ I_ |‘-J Local intranet g
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ISAPI - Web Interface

3 Failed Secret Handzhake - Microsoft Internet Eﬂplﬁ{f,r_ :

J File Edt “iew Favontez Toolz  Help

J Address @ http: /flocalhost!_wti_scrpt/secret. dil M fcl SAPICommand=5 ecretProcisecret=H ackinthebo

QYou don't have a valid key , The key vou attempied was Hackintheboz

Maybe it is hard coded.

HackInTheBox didn’t work, but we
got a string back “You don’t have a

valid key ...”
=
@ Diane | | | | | |'I-‘_._I Local intranet A
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ISAPI - Debugging Steps

Attach/Load ISAPI in debugger
— Decide which debugger.

Bypass any anti-debugging steps

Step through binary

Set breakpoints at best locations possible
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ISAPI - Debugger, Ollydbg

X OllyDbg

Lets attach a debugger to the DLL to see what is going on.
- Ollydbg
- GDB / DDD [GUID GDB]
- Windbg

e Ollydbg is one of the best User Mode debuggers available and it is free

e To learn more about ollydbg, download and read the help files. Additional
links will be provided at the end of the presentation.

e Ollydbg can be downloaded from http://www.ollydbg.de/

e Ollydbg has a community forum which has moved to this
http://www.asmcommunity.net/board/. The older messages will be available
sometime in the near future

e
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ISAPI - OllyDBG

e Attach inetinfo.exe process. [Demo]

e The default in OllyDbg breaks at WinMain. We shall wait for it to
pause at that location.

OllyDbyg - inetinfo_exe - [CPL - main thread, mod: =10] %]
@ File “iew Debug F'Iuglns I:Iptu:uns Wlndu:uw Help _||5||_|
‘Bledx] »|u] i+ 344 o] ] uE|mT|w/m|c|/]x|B|R].]s] EE|?]
IMT'M—'—
B [
gigggggé i EEFF Commands I Dizazm I CFU I Hegistersl Stack I Analysiz 1 I .-i'-.nal_l,lsiSEI Analyziz 3
Sigggggg : 553313313335 Security I Debug  Ewvents I Exceptions I Trace I SF I Shings I Addresses

B18833FF| .~v¥5 1IF
BiEEz4a1| . SB48 3C

BlEEZ44| . B3CE : -
BlaEadne| | £159 Co4cmEE Make first pause at
B1BAZ4E0 £ iz

7 :
B1AE34EE| . BFEF41l 19 ™ System breakpaint

Sigggﬂg :vgg ?Eamaaa " Enby point of main moduls
ElaEz419) . 30 BEBZEEEE . . ..
B1EE241E| .~7d4 BE = Winkdain [if location is known]
Balaaz4z2a| > 8970 E4

fitosizc| 3 ESES sempent ™ Ereak dule [DLL
e e i i
Si%g%ﬁg : EEBSEFEBBBBE [ Break on madule [DLL] unloading
BLED343E : 5373 74 OE [ Break on new thread

[ Break on thread end

[ Break on debug string
maﬂl FC21e04F | RETL

M 9E8sFFCS| YC21EFIS ntdl j
AEBEFFCC| FFFFFFFF
BEBEFFOE| FFFO2EEE
BEEEFFD4| 2R54R922
BEEEFFOZ| BEACFEC2
BEGEFFOC| SSAYCOAS
BEBSFFES| FFFFFFFF(End
BEBEFFE4| FCS3929F2(SE h
BEBEFFES| TCE16053 | kern
BEBEFFEC| BEREEEEE
BEBEFFFE| BEAEEEEE
AEEEFFF4 | BRAEEEEE

Cancel |

Analysing inetinfo: 18 heunstical procedures, 124 callz to known, 10 calls to guesszed lunchions | | Fauzed
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ISAPI - Ollydbg

e View Executable Modules. 1ol x]

_Base ze _ |Entry Hame File wversion Fath |
SH fI=] SHSEE4FL | wamreg S.l.2608, 2158 (f Co~WINDOWS-systen32™ inetsrvwanreg.dl L
SH 151 SASS20SA| war S.1.26688.2138 (§ C;~WINDOWS~swstem32~ inetsrvwan.dl L
ERAZE! F SARSDERE| wisuc E.1.2608, 2180 (4 C: \NINDDNS\systQNSE\lnetsru\uSsuc dil
r EEaeo BEBEOSFE NETHF132 E: |- B60b. 2186 (] Ci WINDOUS SpsvamaeETART3.d 1
B e s temIE
[ I he ISAPI Ca n t be fo u n d @ gBCeongE | BEORFOnD| SECoEREE| suest |5 1.2600. 2150 [ L WINOUS sustenaan inetersucent 1L
SECDBEEER| ABaBsEaE | SEO01149| STHAMEN | 6. 0. 26868, 2156 C:WINDOWS~sustem32 STRAMEM. d1 |
CEEFBEG0 | AREEFEAR EBEF 2620 sleFllt E.1.2608.2180 [ CrnWIMDOWS~susten32n inetsrunsspifile.dlL
EDG20E6E8| ARE37E8E | SDE9320A| comot .82 (#psp_spZ_j C:~WINDOWS sustem3Z~comct |32, 11
S0SE0E08 | A0aEEDaD HFC?lENU T.18.3877.8 Gz ~WINDOWS sy s tem32HFCT1ENU, OLL
SO998ER0 | ARBRSHAR SO9E 16875 rporef G.0.2608, 2188 (f C:~WINDOWS susten32~ inetsrusrporef.dl L
CERSHERED | ARBACHAR SEGE IBSE| pwsdata |6.8.2600. 2180 (4 CiWINDOWS sustem32  inetsrupwsdata.dl L
EFZFBEEE| ABEE0EEE | EFEZFSTCE| neepm 5.8.2600. 2128 (i C:WINDOWS systen32 inetsrvnsepr. dll
b s e REN e N
mdSfilt .1, . K SEUStEmM3Zs inetsrymdsf L.
1) EZEAEAED | ARBATEHAR EZSEZYEA| lonsint | 6.8, 2680, 2180 (4 CiWINDOWS ~sustem32  inetsrvlonsint.dl L
e What should be our next step ? | @x e e tocly Soiim douhgasaam i nsll,
&EF10@68| a0a14686 | SSF102F4| ISAT 6.8.2688. 2188 (f C:~WINDOWS~sustem32~ inetsru~ISATA. atl
GEZBRERER| ABASEEAE | S52EVASL | hnetofa | 5.1.26868,2188 (§ C:~WINDOWS~swstem32~hnetcfa.dll
GESFBEEE| ABE 13668 | G59FISC IISHRP 6.0, 266882188 (f C:WINDOWS sustem32~TISMAP. L1
GEALBERE| ABE17EAG | S5H1BIAF E.1.26688.2128 (f CrWINDOWS sustem32~inetsru~iislog.dl
SEASREEE| AEAESEA0 | S6AS1TEA IISFECNU 6.8.2688.2158 (f C:~WINDOWS~swstem32~ inetsrw~TISFECHU, dll
SE0B0EE0 | AEEER0aE SE08479E| i isadmin| &8, 2680, 2158 (f Ci~WINDMWS spstem32~ inetsrv-lisadmin.d
EQEESSSS SSSSESSS gggé%ggg fpexedll g 3'563522133 q E \E€ﬁggﬁg FLles\ggmmon Flles\Hng??th Shared\web Server Ext
H g9z ip o o N “EUStem3Zs inetsrunaz ip.
:) SEAZBEEE| AEEZ2EAE | S2AZIEAC| I isRTL G.68. 266882188 (f C:~WINDOWS sustenm32~TisRTL.OLL
. Id ea S / S u g g e Stl O n S - E04ERRE0 | A0RACEAR | £94B13ES| enstrace| 5. 6. 2680, 2126 (4 C:~WIMDOWS sustem32enstrace. dl L
SEGCHEER| ABAESEAE | SECC4339| compfilt| 5. 1.26868, 2188 (§ C:~WINDOWS~swstem32~ inetsrvconpfilt.dlL
EETEHEEE AEAREGAE | SEFE2A3E| COADMIN | &.0.26088. 2126 (3 C:~WINDOWS~sustem32™ inetsru~COADMIN. A1 |
EFEEREEE | ARA4FEAE | GFEE9262| httpent | 6.0.2688.2128 (3 C:~WINDOWS~sustem32  inetsrv-httpert.dll
714406006 AOSAECA0| F144EE14| ADMWPROR| &8, 2660, 2126 (f C: ~WINDOWS-su=tem32~ADMWPROX. A1 L
7147EE00| ARBAEDAR| T14767E3| admers 5. 0. 2608, 2188 (§ C:~WINDOWS susten32~ inetsrvhadness.dl L
T1ASEERE ARE3FEAA| F1AS14C0| mewsock | S.1.2680,2188 (f C:~WINDOWS sustem32 mnswsock . dll
Cifan s it G £ Rei (C e DR B )
- . . | SEMsten "
71AEQE0E BEal7EaE| F1AEL1273| WS2_32 S.1.2608.2128 (§ C;~WINDOWS-swstem32-WS2_32. aLl
® S ea rC h G O Og Ie / M I C ro SOft W h a t 71ADBEEE | AREASEAR | F1A01833| WSOCKS2 |S.1.26080,218a (f C:~WINDOWS sustem32~WSOCK 3211
71EFB@EEE| BEE1S66E | F1EF1120| SAMLIE E.1.266@.2128 (f C:WINDOWS sustem32~SAMLIE.LL
- = = 71F2REEE ABEE4EEE | P1IF21657| Security|5.1.2666,21808 (f C:~WINDOWS ~sustem32 Securitu.dl L
IS h a e n I n b e h I n d th e Sce n es ? 7200BEEE | BBEFEDGE | 72O073CE| MFC4Z &.B82.4121.8 C:~WIMDOWS swstem32~MFC42. OLL
= | 743200680 AEAS0EEE| F432FG5F| ODBC3Z 3.525.1117.8 [H Ci W INDOWS sy stem32~00BCS2. OLL

T4S20A0E AEAEFEAE | 7432A09C| wdigest | 5. 1.2606.2126 () \NINDDNS\syStQNSE\udlgest dll

74EEBEEE| AB2CEEAD | F4EEIBEE| me i 2.1.4868. 2435 CraWIMDOWS~susten3d2umsi. d

TECEDEEE| 0612686 | YSEE12A4| RESUTILS| 5. 1.2668.2186 (4§ C: \NINDDNS\systeMSE\RESUTILS oLL

TEOFRE0E| 80613680 | FSEF 12AS| MTACLY 2@El. 12, 4414 36 Gz ~WINDOWS sy s tem32~MTHCLU. OLL

751308688 BEE 14688 | FS1S14A6| colbact 2881 - 4 6 C:WINDOWS~sustem32 colbact . OLL

FESERGEE| ABAc0EAE | FE4E9342| USSAPT E. 2188 04 Cr~WINDOWS~susten32~USSAPT.OLL

TESEDE0E| 0a49680 | TESE1ABS| comdla3Z| 6. BB 2368, 2180 | C: ~WINDOWS susten3Z comdla32. d1 |

TEEIRE0E| 80130080 | FES248ED| comsyves | 2801, 120 4414, 363 Co ~WINDOWS~swstem32 comsvos.dl L

TEFRBEEE | ARE 13680 FETA1258| MTDSAFT | S.1.260808,218a (f C:~WINDOWS sustem32~NTOSAPI. L1

TETFBEEE ABEZFEAE | FEFF1460| schannel| 5. 1. 2668, 2188 (f C:~WINDOWS sustem32 ~cchannel.dl L

TEOCHEEE| AREE2EAE | 7SIC1504| USEREHL | 5. 1 2688 2188 (4 Cr~WINDOWS susten32~USERENU. A1 |

TEEZBREE| B00 116068 FEEZABED ATL 3. C:~WIMDOWS swstem32~ATL. DLL

TECIAEEE| ABEZEGRE | FESC31529| wintrust| 5. 131 2688 2188| C: ~WINDOWS~swstem32 wintrust.dl |

TECIBEEE ABAZ2EAE | FECY1260| IMAGEHLF| 5. 1. 2668, 2186 (§ C:~WINDOWS sustem32~ IMAGEHLF. dl L

FED1BEA0) ARE116660| FE011109| CLUSAPT | E.1.2660,2128 (4 CrWIMDOWSsustem32~CLUSAPT.OLL

Te0E0EEE8| A6a19686 | FE0EE3FT thlDaDl E.1.2688.218@ (f C:~WINDOWS~sustem32~iphlpapi.dll

TEFZRE08| AEEZ7Ea0 | FEF28368| DMNSAPT S.1.2608.2120 ( Ci ~WINDOWS sy s tenI2~ONSAPT. L1

TEFEEEEE| ABEZCEAE | FEFE11368| WLDAPSZ | 5. 1.2686. 2156 C:nWINMDOWS~sustem32~WLOAPIZ. 1 L

TEFOBEEE| ABETFEAE | FEF02115| CLECATE | 2 Bl 12,4414, 38 Cr=WIMDOWS ~sustem32~CLECATE. OLL

FPHEREEE| ABECEEAE | 7FES1E5E| COMRes 2@8 <4414, 258 Cz~WINDOWS~sustem32COMRes. dL L

TriZeEee apastoan| FP121558| OLERUTSZ 5.1.2666.2188 Ci~WINMDOWS~swsten32~0LEAUTSZ. d1 |

Tr30BER0| A8 1RZ080 | TPS04263| comct 32| 6.8 (hpsp_spa_r| Ci SWINDOWS-W inSySws 86| chrosoft Windows. Common-Controls_ 65950

TTAEBEEE| @61 3066E | FF4FDEAL | 0le32 E.1.2660@. 2726 (f CrWINDOWS ~sustem32w0le32.dl

TPASBEAE AREI46E0| FPAS1642| CRYPTIZ |C.121. 2660, 2128| C: ~WIMDOWSsu=tem32~CRYPTIZ, dll

TTEZBREE| B00 12668 FFE22293| MSASHL E.1.26808.2128 (f C:~WINDOWS~swstenm32~MSASHL.LL

TTCABEEER| ABEBSEAE | FFCAL135| VERSION |5 Ci~WINMDOWS~swstem32~VERSION. AL L

TTC1BEEE8| ABESSEAE | FFCIF2AL | mevcrt T

77048608 ABEEEAE | FFD4FS38| USER3Z E

TrO0BEE8| aeasE6aE | YFO07E04| ADUARISEZ| 5
1
5
&
E
1
T
T
E
E.
&

CaWINDOWS sustemSZnsvort.dl 1
CraWIMDOWS~sustem32~USER32.dL 1
Cr~WIMDOWS~susten32~AOUAFISZ. A1 |

il
@
=
Fa
W s i i
R0
-~

TTEFRE0E 806916080 | FFEFS2S4| RPCRT4 SEE, 2156 Ci ~WINDOWS sy s tenI2~RPCRT4.dL 1

TTE1BE88| ABa47EaE | FFF165EA| G012 .1.26868,2315 C:nWINDONSsusten32~G0I32. d1L

FTFEREEE| BRETEEAE | FFFES1FE| SHLWAR I . B8, 2980, 2861 | C:~WINDOWS~sustenm32~SHLWAPI. 411

FPFEBEEE| ABE1166E | YFFE2121| Secur32 -1.266868.2188 ({ C:~WINDOWS~sustenm32 . Secur32. dl |

T9ED FPESIBCC| aspnet_f| 1. 1.4522,573 Ci~WINDOWS-Microsof t.NET Framework~vl, 1. 4322~aspnet_f i lter.dl
7C14 a3 vC14F41R| MFCFL < 18.36877.8 Ci:~WINMDOWS sy sten32~MFCT1. OLL

7L YC24229F | MSUCRT1 B.2652.4 CraWIMDOWS-Microsof £ . NET Franework w1, 1. 4322~MSUCRFL. L1

7L F4 FCERE436 | kerne 132 2680.2128 (4§ C:~WIMDOWS~sustem32-kerne |32, d1 1

FCO121EE nedLL

7C Jul=] L2608, 2126 (f Ca~WINDOWS sustenm32~ntdll.dlL
TCICEER0| ARS 15680 | FCIETS26| SHELLSZ

. B, 2968, 2563 Cs W INDOWS sy stem32~5HELL32. d1 L T

e
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IIS Process Isolation - Microsoft

Application Protection or Isolating Applications refers to the
process in which applications (ISAPIs) are run. It means
configuring them to run in a process (memory space) that is
separate from the Web server and other applications. You can
configure applications to have one of three levels of application
protection:

— Low (in-process) application protection.
— Medium (pooled) application protection.
— High (isolated) application protection.

IIS 5.0 & 6.0 offers three levels of application protection.
— Low - ISAPI is inside inetinfo.exe process space
— Medium - ISAPI is in dllhost.exe process space
— High - ISAPI is in dllhost.exe process space.

In case you encounter a In IIS 4.0 based application, the ISAPI
ran in either (Inetinfo.exe) or in a process separate from Web
services (DLLHost.exe), Low & High only.

e
WWW.securitycompass.com 18



IIS Process Isolation - Microsoft

Default 2] x|

Directory Securiy I HTTF Headerz | Custam Errors | Server Extensions I
wieh Site I I5&F Filters Horne Directary | Dacuments
YWhen connecting ko this rezource, the content showuld come from:
& 4 directory located on this computer
i A zhare located on another computer
A& redirection to a URL

Local Path: chinetpubhssaroot Browse...
[T Script source access v Log wisits

v Read W |ndex thiz resource

[ wiite

[T Directory browsing

Application Settings

Application name: Default &pplication Remaowve

Starting point; <Default Web Site:
Configuration. .

Execute Permizsions: Scripts anly -

Application Protection: ¢ Low (15 Pr@ j Hhlead

ak. | Cancel | ) [0 | Help

WWW.securitycompass.com 19



ISAPI - Ollydbg

Easiest for debugging is make it low; in-process application
protection. We might have other applications running in
DLLhost.exe process space and we don’t want to kill our other
apps.

Restart IIS

Attach Inetinfo.exe and let the application loop through while you
input data into the HTML form

Should be able to find Secret.dll in loaded executables (View /
Executable Modules) in inetinfo.exe

Application is Terminated

IDEAS / Suggestions ?

WWW.securitycompass.com 20
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ISAPI - isDebuggerPresent()

BEREFE1C| FFFFFFFF

OllyDbg - Secret.dll - [CPU - main thread, moc AAREFSSR| BEESFZ94 == x|
@ Eile Mew Debug Pluging Options  Windaw | REcFS24d ;Egg%ggg HE¥EEEI __E,Hcgl:l,tl_géggéggg == x|
x| »[1 HEEH T to ntdll.
=‘J‘J;J_‘J‘J ‘J’ngiég ELES] [] FCEE1E36| RETURH to kernel32.FCERIEZE from ntdll.EwTerminateProcess =
; g PHgn EB%RD PTR_S5: [ BBBGFSBB FFFFFFFF
TE| EE Eefieeer |bane cemie:TERTUH BEGEFSS4| DRGREEEG
23 LA A e e 10| DEBEFSSE| M OBBEFSAC ) _ _
2| = e ﬂggg&?Smrﬁ o] BEEEFESC) ) 18881664 | RETURM to Secret.CSecretErtension: :CSecretExtension+34 from kernel32.TerminateProcess
24 VES HEHEFS4E || FFFFFFFF
e FUSH Bitro FTR gs:l BEEEFS44 | | BEEEERaEE )
T2 - EBLEFEFFRRRALL Seprer. CRTTN BEGEFE4E) | 18EB5245| OFFSET Secret.theEutension
T2 L3R ] 3?3‘“?& tE SSSEFE;E "?SSSEEES RETURM t drmn '
78| > 3970 E4 CHP_DWORD PTR S%: CE o Secret.SEF+O0 from Secret.CSecretEdtension: :CSecretExtension
S| pdta g [, ssererloo) BEGEF B4 £ APOEFSA4
te I - 5?5%&531 . 1ol BEEEFEES|] PLE41C06| RETURN to MSUCRY1.FCI341C06
7és| e Flsd BB HERSFEEC| | BEEAREE L
i e e e S AT AT fron St insvenn
A s R E e |BRobianetr sttt momeFzes|| 1PEESE2E| OFFSET Secret.
%E ngziz xﬁiﬁgﬁg%rgzé SSSEFE%E %SSS%E%E EETUR? Egagggggt 18881?1? from Secret. CRT_IMIT
TE| - ecret .
oo o g o) 2000 18 B Gemercrs| | popoeem1
Tea| el PUSH Eo GEEEFS7E|| BEEeaEEE
; g ES TEAZARAR gglﬁLEgicret._CDDX BBBGFS?C aaaaaaal
TEE .59 FOF ECH HEHSFSEE | | DOHEFEES
el ot ese, ouoen e of BEEEFEE24|| 188B1EEA| Secret . <Modu leEntryPoint >
= > gggg FErr O DRSRD IR SSERl MRBEFEEE | | aE0EaE 1
e B3 ES Boogeoos | CALL ggéret-fsErLe HEESFSEC| | BEBEFSTC
?5E| i-FFzS mmatamtaldHF Ouoro PTR 0S:r<f HEAGFE9E| ] BEBGF3EC
[hd) emEfEs Ehammaiol ik DUORD FTR DS: 0 @REcFS94 | | BBBEF9BC| Painter to next SEH record
S |l
ecret .
crtdll.c: 262, HERSFSHE | | BREAREAR
Address [Hen durmp ASCII HERSFSH4 | s BREEFSCE -]

BEEsFEAS (| FC2E11AY| RETURH to ntdll.7C9E11A7
BEEEFEAC|| 108E8E0E| Secret . 1 BBEDEEE

HEEGFSER | | BOEEEEE 1
HEEGFEES | | BOEDEEEEE
BEEsFEES || 10EE16EA| Secret . Modu leEntryPoint >
HEESFSEC| | BOEEEEE 1
HEESFICE || BE192268
BEEEFSCY | S BRREFICT
BEEsFECceE || FC21CBAE| RETURH to ntdll.PCRICEBRAE from ntdll.7CoE1193
HERSFECC| | 1BBA1EEA| Secret . <Modu lLeEntryPoint

BEEEFE0E || 108888060 Secret . 1BBEDEEE

BEESFE04 | | BoEEEaEE 1
HEEEFE0S| | BEEEEEE6E
BEESFE0C| | BEEBEFF&C
HEEEFSES | | BEBEFF4C
HEEEFEES | | BOEEEEEE
HEEEFEES | | BoEEEEEE =
BEEsFSEC || 1oaa48680) <LKERHELZZ. GueryPerformanceCounter

BEEEFEFE || COREEaEa3d4
BEEEFEF4 (| FC21C240| RETURH to ntdll.7PC91C0940 from ntdll. 7CR127E8
HEESFEFS| | FFFOFB@9
BEEEFEFC| | BE192268
BEEsF9EE | FCR10608| ntdl L. FCR10DE02
HEEsF9E4 || FFFFFFFF
BEEsF9Es || FC210602| RETURH to ntdll.FC910602 from ntdll. FCOEEEBZ =i
BEEsFIEc| | FC2109CE| RETURH to ntdll.PCR109CE from ntdll. YCR105EY

HEESFS1E || BEl92800
HEESFS14 || BE192268
HEEsFI18 || 10aa43F4| ASCIT "PJ™
oo |
HEELFS24 | | BE192268

Analysing Secret: 73 heurigtical procedures, 104 callsto kKl =5 - = TLE 25 4 Jes = §

e
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ISAPI - isDebuggerPresent()

e ntdll.ZwTerminateProcess

e Viewing names in Secret.dll we find that there is a call to function
isDebuggerPresent.

e The IsDebuggerPresent function terminates execution of the
process. This is a common technique used to discourage
debugging of applications.
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Manually - Bypassing iSDebuggerPresent

Method 1

e Set a breakpoint on the IsDebuggerPresent function.
- we’ll load the command-line plug-in (Alt+F1)
— bp IsDebuggerPresent

e Once the break point is reached, executes “Step Into” twice
(Shift+F7 * 2) and stop

e By right clicking in the Disassembler pane and selecting Follow in
Dump | Memory Address, the location and value of the
IsDebuggerPresent function is displayed in the Dump pane. The
location is 7FFDA0Q2

e 0100 FF FF FF FF 00 00 40 00 AO 1E 19 00

e Right-clicking the first value in this string (01) and selecting
“Binary\Fill with 00’s”

e
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Manually - Bypassing iSDebuggerPresent ‘@

Method 2

e A simpler way to do this is to load Ollydbg’s command-line plug-in
(Alt-F1).

e Insert the following command
set byte ptr ds:[fs:[30]+2]] =0

e The command changes the return value of the API
(isDebuggerPresent) to always be 0.
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Plugins - Bypassing isDebuggerPresent

e Hide Debugger
— Hides debugger from the Kernel32.isDebuggerPresent function

e isDebuggerPresent Plugin
— Hide mode, hides debugger from the Kernel32.isDebuggerPresent
function

— Extra Hide

— Dump process (need to provide from where to where).

e
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Plugins - Bypassing isDebuggerPresent

e Olly Invisible

System Wide Hooking - This method Ollydbg will be hidden to the
whole system.

User Wide Hooking - This method Ollydbg will be hidden to the current
user session only.

Only Target Process — This method hides to targe process only (saves
hooking)

e Functions Olly Invisible hides

IsdebuggerPresent
BeingDebugged
CsrGetProcessld
ZwWQuerySystemInformation
ZwWQueryInformationProcess

e
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Product Testing Methodology
Basics

Debugging Steps

Ollydbg

Process Isolation

isDebuggerPresent

ISAPI Analysis

|
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ISAPI - Analysis

e Enumerate functions, imported and exported by ISAPI
e Enumerate strings inside ISAPI
e Review code of key functions

e Set breakpoint on any or all key aspects

|
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ISAPI - Analysis

Enumerate functions, imported and exported by ISAPI

e The functions can be enumerated using Quick View or Quick View
Plus utility

e Same can be done using dumpbin utility, provided with Visual
Studio

dumpbin /EXPORTS secret.dll

e In Ollydbg, to view the list of functions, select View Executable
Modules, right-clicking on Secret.dll option from the list and
selecting view names displays the functions being imported and
exported
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ISAPI - Analysis

Enumerating strings

o All the strings being used inside secret.dll can be viewed either by
using the “strings” utility available from sysinternals website

e ASCII strings inside secret.dll can be viewed by right-clicking
inside the Disassembler pane where secret.dll is loaded and
selecting Search for | All referenced Text strings

e Set a breakpoint on any interesting strings that are seen.
Example: “You don’t have a valid key, The key you attempted
was”. The error we had seen on attempt to login.
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ISAPI - Analysis

Review code of key functions

e Key Functions such as strcpy and strcat are being used

e To select references on import, right click on the function and
select references on import. A new pane with a list of references
pops up. Set a breakpoint on the references
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ISAPI - Analysis

e Browse to the website and provide a string.

— String providing strategy
e AAAAAAAAAAAAAAAA
e AAAABBBBCCCCDDDD
e 1111222233334444

e The application should stop before the Failed secret error
message.

e Tracing the call in code a few lines above the breakpoint, we note
a comparison is performed between the data input and a string
locally stored in the binary, “"SecurityCompass”.

e GAME OVER !!
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ISAPI - Input Valid String

http://localhost/ and providing the string SecurityCompass.

To obtain the dll either browse to securitycompass.com and obtain
it from the resources section or by browsing to
http://www.webhackingexposed.com/.

Available only after July 01, 2006.

%) Passed Secret Handshake - Mozilla Firefox

wefox =101 |
Eile Edit “iew Go Bookmarks Toaol: Help

QZI - E> - @1 @ @ ||_| http:a’.-’lu:n::alhnsta"_vti_scripta’secret.-:III?Mfn:ISf-‘-.F"IEn:ummanl:kj @ Go I@,;ing expozed webszite

ﬁ Disabler | Cookissw 5.5 CSS+ 3 Fammzr " Imagese () Infarmatior Mizcelansousr y,ﬁ Outlirer Resizer 'E'J Tools~ Lnlf

F"ru:n-:_l,lil Maone "I v Apply o Edit L Remove | ] Add

[Status: Ilzing Nnne] % Optionz=

You may enter any time , The key you attempted was SecunityCompass

| [lone

& 4
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Some Interesting Links

e OllyDebugger Web Site
http://www.ollydbg.de/

e OllyDebugger Forum for Discussion
http://www.asmcommunity.net/board/

e Open Reverse Code Engineering Community Website
http://www.openrce.org/

e Site with a lot of interesting tools
http://www.svsinternals.com/Utilities/Strings.html

e Assembly Tutorials
http://spiff.tripnet.se/~iczelion/tutorials.html

WWW.Ssecuritycompass.com
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Security Compass Profile

Our consultants have serviced large (Fortune 500) and medium
sized companies across most major industries

We have worked for major security players, including Foundstone
and Deloitte
We have co-authored or contributed to several
security books, including:

- Buffer Overflow Attacks: Detect, Exploit & Prevent

- Windows XP Professional Security
- HackNotes: Network Security

- Writing Security Tools and Exploits Dt
- Hacking Exposed: Web Applications, 2nd Edition Attacks  |NOTES
We have presented at and continue to present at | : ’ Bio
security conferences, including: |
- Reverse Engineering Conference 2005 in Montreal, ey > .9
HackInTheBox 2005 in Malaysia; ISC2's Infosec Conferences Son® Tools PAG o

Security

in Las Vegas, NYC, Toronto & DC; CSI NetSec; DallasCon; and Exploits
ToorCon; and Freenix. =

We present and contribute to open source projects:

— Chair at OWASP Toronto, Presented at OWASP Toronto, Contributed to YASSP
Project (Lead by SANS and Xerox), Botan Crypto library, Cutlas P2P network &
VNCCrack

L
=
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-
QUESTIONS ?

e Contact:
Nish Bhalla (Nish@securitycompass.com)
Founder, Security Compass
Toronto, Ontario, CANADA: 647.722.4883
Shrewsbury, New Jersey, USA: 201.390.9198

e
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