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Typical Threat Model

Code Review Threat Model

Initial Threat Model

Threat Model 
Revisited

Attacker/Code Reviewer 
Threat Models
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Threat Model Checklist
�Every Application Should Have A 
Threat Model At Least Once
�Every Threat Must Be Analyzed�A Threat Value Must Be Assigned to Every Threat

�Bugs Must Be Fixed Based On 
The Threat Value
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Hint: If len = 500 Then 
what happens?
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Hint: what is the data type of size 
compare it to malloc_size (u_int)
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Hint: what happens if you provide 
maxint+1
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Hint: what is the sizeof(toData)
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Methodology
�Threat Model�Do a Two Pass Code Review
�Break Code Review Into Major 
Separate Sections (As in TM)
�Create Major Worksheet Which 
Consists Of Global Variables, 
Global Functions and Classes.
�Code Reviewer Should Append 
His Own Comments About The 
Code.
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