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But surely you’re not serious?

...mobile phone viruses are just an urban legend...

...they are not really spreading anywhere...

...you are just hyping them...
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Nope, this is already happening...

• Tens of thousands of infections worldwide

• Reports about Cabir and Commwarrior from over 30 countries

• A company with 8 m mobile subscribers says it has disinfected 13000 phones

• An operator with 9 million customers reports 200 infections a day

• Operator with 2 million customers: 3.5% of MMS traffic infected

• Operators have given money back to customers who had Commwarrior

• An antivirus service was needed during the athletics world championships
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Virus Eras 1986-

Outbreak speedVirus typeYears

One hourNetwork worm2001-

One dayEmail worm1999-

One monthMacro virus1995-1999

One yearBoot virus1986-1995
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We used to be fighting these...

Chen-Ing Hau

Author of 
the CIH virus

Joseph McElroy

Hacked the Fermi lab 
network

Benny

Ex-29A
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Today we are fighting these!

Jeremy Jaynes

Millionaire,
and a spammer

Jay Echouafni

CEO,
and a DDoS attacker

Andrew Schwarmkoff

Member of Russian mob, 
and a phisher
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The Increasing Amount of Mobile Malware

Cabir: first 

of its kind

Cabir: first 

of its kind

Brador & Duts: 

attacking 

PocketPC’s

Brador & Duts: 

attacking 

PocketPC’s

Skulls: kills 

the phone

Skulls: kills 

the phone

Cabir variants: 

continuously 

spreading

Cabir variants: 

continuously 

spreading

CommWarrior: causes 

unwanted billing

CommWarrior: causes 

unwanted billing

Onehop: disables 

critical system 

functions

Onehop: disables 

critical system 

functions
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So, where are they coming from?

Europe 

Brazil

Asia

Malaysian virus writers who have written mobile viruses or 

trojans:

- Calvin
- Yuan
- Tee-222
- Blue
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So, why Symbian?
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"Let's go to work . We are 

starting Cell Phone Virus 

Challenge. Any contribution 

welcomed (the more funny 

solution, the better). Deadline 

has not been set”

- Statement from an underground 
website at virus.cyberspace.sk

Mobile threats:
Virus-writing community is awake
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Case Cabir

First real mobile phone virus

Found in June 2004

Runs on Symbian Series 60

Proof-of-concept 

By 29A

Spreads via Bluetooth

Kinda like the flu

Doesn't break Series 60

security model in any way!
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So, why do people still get infected?

Because of the user interface
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Studying Cabir

Trickier than one might think

Could easily escape by accident

Which would be catastrophic

Needs a safe place for 
testing purposes

Cabir tries to send itself to any
Bluetooth device

On newer and fast Series 60
phones it makes lots of 
connections, fast

But Cabir spreading technique 
is broken
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Cabir is spreading
in the wild                    .

Cabir was found in June 2004

First in-the-wild report from Philippines in August 2004

Singapore
UAE
China
India
Finland
Vietnam
Turkey
Russia
UK
Italy
USA
Japan

Hong Kong
France
South Africa
Australia
The Netherlands
Egypt
Luxembourg
New Zealand
Switzerland
Germany
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Recent Cabir outbreaks

Live 8

10th World Championships in Athletics
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Case Duts

First real PocketPC virus

Found in July 2004

Proof-of-concept

By 29A

Spreads via EXEs



Case Brador

Found last week

PocketPC backdoor

Informs author as soon
as the device goes online

Full, invisible remote access
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Case Skulls

Trojan for Symbian

Kills your apps

Very hard to get rid of
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Skulls.DSkulls.D
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Studying Skulls
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Lasco
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Commwarrior

By "e10d0r"

Symbian Series 60 virus

First virus to spread over 
MMS messages

Could potentially go global 
in just minutes

Also spreads over Bluetooth

Worst we've seen so far

But spreads surprisingly slow!

Could be really expensive

"OTMOP03KAM HET!"
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Confirmed Commwarrior sightings

1. Ireland

2. India

3. Oman

4. Italy

5. Philippines

6. Finland

7. Greece

8. South Africa

9. Malaysia

10.Austria

11.Brunei

12.Germany

13.USA

14.Canada

15.UK

16.Romania

17.Poland

18.Russia
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Commwarrior spreads very fast
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Mabir

Written by "Vallez" of 29A

Spreads through both Bluetooth and MMS

Only sends itself to numbers which have sent MMS messages 
before
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Blankfont

Found in August 2005

Makes all texts on the phone disappear

Tricky to clean
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Doomboot

Claims to create phone ”skins” with
pictures of pretty girls

Actually does what it claims

Also prevents the phone from booting up

Several variants found



54

Cardtrap

Found last week

First mobile phone virus that tries to infect Windows PCs too

Drops two Windows viruses to phone’s memory card
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Autostart.inf

A Korean manufacturer making USB sticks that claim to be a 
CD-ROM drive:
http://www.udrw.com/
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How do they work?
How do you get rid of them?
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Symbian filesystem

Default drives on Symbian phones:

• C: FLASH RAM User data and user installed applications

• D: TEMP RAM Temporary file storage for applications

• E: MMC CARD Removable disk / data & apps

• Z: OS ROM Flash drive / OS files
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Symbian Directory Architecture

All drives except D: have a “SYSTEM” directory

• The directory is created automatically on new media when one is 
inserted

Most important directories

• System\Apps Applications that are visible to user

• System\Recogs Recognizer components

• System\Install Uninstall data

• System\Libs System and third party libraries
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Symbian Executables

Symbian executables use unique identifiers

• Each application has unique 32-bit UID

• Files with same UID are assumed to be copies of same application

Symbian native executables come in three flavors

• Foo.APP GUI applications

• End user applications, accessible from applications menu

• Foo.EXE Command line applications and servers

• Cannot be accessed by user

• Foo.MDL Recognizer components

• Provide file association services 

• Start automatically
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Implementation Of User Services

All phone features are implemented using .APP GUI applications

• Z:\System\Apps\Menu\Menu.app

• Phone main menu and application launching service

• Z:\System\Apps\AppInst\Appinst.app
Z:\System\Apps\AppMngr\AppMngr.app

• Installation and uninstallation services

• Etc
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SIS Files And Installing Symbian 
Applications

SIS files are the only currently known method for normal user to
import executable code to a device

• Any malware that wants to run on the device has to get installed as 
SIS file. Thus all known malware uses SIS files

A SIS file is an archive file with header parameters used by the
system installer

• When user opens a SIS file the installer is automatically started and 
starts installing the file
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SIS contents of Doomboot.F

"About0.txt"-"",FT,TC

"ETel.dll"-"C:\ETel.dll"

"Part 2.sis"-"C:\Part 2.sis"

"Speed Overclock v3.41.sis"-"C:\Speed Overclock v3.41.sis"

"Your Welcome.gif"-"C:\Your Welcome.gif"

"Hat.mbm"-"C:\system\skins\b27724821b7e1846\Hat.mbm"

"Hat.skn"-"C:\system\skins\b27724821b7e1846\Hat.skn"
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Avoiding Uninstallation

Malware can prevent it’s uninstallation by

• Breaking the Application Manager software

• Copying it’s files to another location and using from there

• Crashing the Application Manager by dropping corrupted uninstall
SIS to system\install

• Deleting it’s own uninstall SIS from system\install
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Symbian Application Loading

Symbian uses a weird way of launching applications

• When user launches application Symbian will search what binary to 
execute

• The search is done by enumerating directories in C:,E: and Z: 
looking for first binary with correct UID

• The first match is then executed

• Thus, if there are several binaries with same UID only one will get 
executed

If an application in C: has the same name and 
path as one in Z: it will replace application in ROM

• This feature was intended for patching of binary in 
ROM without needing to re-flash the device

• Obviously this feature is very open for misuse
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How to work with an infected phone?

Built-in process list

• Keep ”Menu” down for a while

• You’ll get a list showing GUI processes. Cabir is visible, Commwarrior isn’t

• Kill processes by pressing ”C”

Process viewer

• Shows all processes http://www.microdene.com/

File Managers

• Fexplorer http://users.skynet.be/domi/

• Simple & fast. 

• EFileManager http://www.psiloc.com/

• Takes a full image of the phone
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Process list
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What to do to an infected phone?

Don’t Panic!

Move away from crowds

Check Symbian process list

Kill unknown processes (free$8, Caribe, Tee222)

Scan the phone with anti-virus tools

Available for free from http://mobile.f-secure.com (or phoneav.com)

F-Secure Mobile Anti-Virus

F-Cabir

F-Commwarrior

F-Skulls

F-Locknut
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F-Secure antivirus system for phones
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Mobile antivirus solutions

Real-time scanning is the only way to 
ensure protection at all times

For mobile devices with a multitude of 
connectivity options, antivirus updates 
need to distributed over-the-air, directly 
to the device

MMS viruses can be scanned by the 
operator – Bluetooth viruses can't

Protection that relies on user interaction 
is never up-to-date

Try: http://mobile.f-secure.com



http://www.f-secure.com/weblog



http://www.f-secure.com/weblog
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United Kingdom

10/04

United States

11/04

Sweden 

11/04

United States

12/04

Finland

04/05

United Kingdom

02/05

Italy

12/04

United Kingdom

03/05

F-Secure Awards

Italy

12/04

Excellent

UK

04/05

Norway

04/05

Serbia

04/05

Spain

04/05

Austria

04/05


