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But surely you’re not serious?

...mobile phone viruses are just an urban legend...
...they are not really spreading anywhere...
...you are just hyping them...
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Nope, this is already happening...

» Tens of thousands of infections worldwide

« Reports about Cabir and Commwarrior from over 30 countries

« A company with 8 m mobile subscribers says it has disinfected 13000 phones
« An operator with 9 million customers reports 200 infections a day

» Operator with 2 million customers: 3.5% of MMS traffic infected

« Operators have given money back to customers who had Commwarrior

« An antivirus service was needed during the athletics world championships
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Vrus Eras 186-

1986-1995 | Boot virus One year

1995-1999 Macro virus One month

1999-

Email worm One day

One hour




We used to be fighting these...

Chen-ing Hau Joseph McElroy Benny
Author of Hacked the Fermi lab Ex-29A
the CIH virus network
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Today we are fighting these!

Jeremy Jaynes Jay Echouafni Andrew Schwarmkoff

Millionaire, CEOQ, Member of Russian mob,
and a spammer and a DDosS attacker  and a phisher
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CommWarrior: causes
unwanted billing

B 5002’86

. 5002°2'92
50022}
5002'9°82
5002°9'Y}
S002°5°LE
S002'S"LL
S002°5°€
S00Z't°6}
S002'%'S
5002°€°22
5002°¢'8
5002222
5002’8
5002°}'5
s00zLLL R
p002'Z1'82
p00Z'ZL'v4
p00Z'41 0
p00Z'41'9}4
p00Z'11'2
p00Z°0164
p00Z'01L'S
p002'6'12
p00Z'6°L
p002'8'2
p002'8°01
p00z'L'L2
p00Z'L'EL
p002'9°62
p00Z'9'SH

continuously
spreading

Cabir variants:

The Increasing Amount of Mobile Malware

Skulls: kills
the phone
Brador & Duts:

attacking
PocketPC’s

Cabir: first
of its kind
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So, where are they coming from?

Europe
Brazil
Asia

Malaysian virus writers who have written mobile viruses or
trojans:

- Calvin
- Yuan
- Tee-222

- Blue

F-SECURE’
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Mobile threats:
Virus-writing community is awake

"Let's go to work . We are
starting Cell Phone Virus
Challenge. Any contribution
welcomed (the more funny
solution, the better). Deadline
has not been set”

- Statement from an underground
website at virus.cyberspace.sk
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Case Cabir

First real mobile phone virus
Found in June 2004

Runs on Symbian Series 60
Proof-of-concept

By 29A

Spreads via Bluetooth
Kinda like the flu

Doesn't break Series 60
security model in any way!

F-SECURE’
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O Bluetooth
CARIBE SIS
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message vio s
Bluetooth from Nokia
36507
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Install
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| {0 Blusicoth

||| Installation
security

warning. Unoble ta
verify supplier.
Continue anuyway?




4 o Blustooth
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So, why do people still get infected?

Because of the user interface
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Studying Cabir

Trickier than one might think
Could easily escape by accident
Which would be catastrophic

Needs a safe place for
testing purposes

Cabir tries to send itself to any
Bluetooth device

On newer and fast Series 60
phones it makes lots of
connections, fast

But Cabir spreading technique
is broken
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Figw-d, | Hex Viewl N Namesl ‘LF_I] Fur‘u:tiu:unsl Stringsl ﬂ Structuresl En Enumsl

|.text 180608088

.text:1440806099 ; +---------—\—""-"-"""""" " " " " " """\ """ "\ """ """ +
.text:100086808 ; | This file is generated by The Interactive Disassembler (IDA) {
-text:-10868868488 ; | Copyright {c) 2883 by DataRescue sa/nv, {idaRdatarescue.com> 1
-text:100808888 ; | Licensed to: F-Secure Corporation - 5 users - 85728082 :
.text:1p9999998998 ; +----------"-----------\\-\ - ... 0o o 0 8-8--o. . . . i i i i i i i —— +
-text:10008088 ;

-text:100868008 ; File Hame : Civwwirusymobilelsymbianicabiryalssystemvappsicaribelcaribe.app
text:108088088 ; Format : EPOC Executable Image

.text:-108080888 ; Uersion : 1.8.175%

.text:10888888 ; Priority : 358 (Foreground}

.text:-10808888 ; EPOC Uersion: 6

-text:10800800

~text:188880888 ; Processor = ARHW

.text:10868080868 ; Target assembler: Generic assembler for ARM

-text:10808808608 ; Byte sex : Little endian

ftext:10000088
fextz1888BAAl [,
text:10000000
-text:100000008

Segment type: Pure code

-text:-108080080 AREA .text, CODE, READWRITE, ALIGH=8
-text:-10080080080 : DRG Bx10808080
-text:-1008080080 CODE32

-text:-10808080
-text:-10808080

ittt SUBRODUTIHNE Syttt

ftext:100000088

text:10000000

-text:100000008 EXPORT start
ftext:10888808 start

ftext:10000000 B loc_1868800804

-text:106006880604

-text:-10808084 loc_10000004

-text:10600808804 Hou RA, #6

-text:18000008 BX LR

.text:-1080088088 ; End of function start

-text:180008608

-text:1@8866686C ; - —-—--"-—""-""-""-""-""""""""""""

-text:1060080606C

-text:10668080606C EXPORT caribe 1
-text:10088086C caribe 1

-text:106080868C STHFD 5P*, {R4,LR}
-text:1060086818 Moy RA, #6=22C
-text:1000808814 BL sub_1888118C
-text:10600618 SUBsS R4, RO, #0

demand ud RARGR AN mrn T rmma S RGRGRYR









Cabiris spreadmg
in the wild EB

Cabir was found in June 2004

First in-the-wild report from Philippines in August 2004

Singapore Hong Kong

UAE France

China South Africa
India Australia

Finland The Netherlands
Vietnam Egypt

Turkey Luxembourg
Russia New Zealand
UK Switzerland

ltaly Germany

USA

Japan
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Cabir is spreading

in the wild ”' ’
Cabir was found in June 2004 lgﬂl”ﬂ”.

First in-the-wild report from Philippines in August 2004

int Skills!

Singapore Hong Kong
UAE France

* Jad Powerpo

India
Finlan
Vietna

Turkey Luxembourg \"
Russia New Zealand s ¥\
UK Switzerland .
Italy Germany

USA

Japan
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Recent Cabir outbreaks

Live 8
10th World Championships in Athletics

F-SECURE’

' 34




v

“SSaging

Inbox

Bluetuoth
CARIBE SIS
Vend




NOKIA

-1 abir

Thank you for downloading the
-Secure disinfection toal This
pplication removes the Cabi
worm from your phone, This s not
an artivicus product

Cahir found. Do
you want to

disinfect phone?




Case Duts

First real PocketPC virus
Found in July 2004
Proof-of-conce
By 29A
Spreads via E.

WinCE4.Dust by Ratter/29A

Dear User, am I allowed to spread?

e ][ v

Y n UXjiou o
ES O'Ch%® aABx
ES5 ¢ «0¥0AaB{(-<0

73 ¥AB(-<«03C¢PThis
6D code arose from
72 the dust of Per

B8 mutation City
? 1A \ *BLIfOG PBP -~
1 ES < o0% é0N\ EB8tf0
F2 (2 PBM >4 FBeeAn
Image Copyright @ F-Secure Camporation F-SECURE -
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Case Brador




RRE oo cexch__[5]

e

Automatic FREE Mok
Ringtones, Logos, Garg
Webimaster earn cash

ACCESsSOMNes

Mokia Flash Reverse Electronic Engineering > Mokia User Name IO M Remember Me?
L Symbian Phones = Mokia Symbian General forum -

| Mosquitos Game Warning Password _

Jain Date: Dec 2003
enlgm4 & Posts: 58 1

Registered User
*k Ak hh

Mosquitos Game Warning

Qkay, | found a nice little game on a wvahoo group somewhera, .,

Played it to death {on silent mode I might add) then when I had got bored of it, | shut it
down only to find that EYERY time you start a new game, it sends a text message from
ywour phone... I dunno what it was requesting or how much it's going to cost me.

Sneaky fuckers!

Enigma
Mokic 600 125 ME




Case Skulls

Trojan for Symbian
Kills your apps
Very hard to get rid of

F-SECURE’
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Studying Skulls
x

zeneral Info

File: I Cwirusimobilel symbiant skollstal Extended Theme. sis

App Mame: I Extended Therme App Yersion: | 1,00 build O

UID & Inskall & Languages I iOffsets & Other I Dependencies I Files  PkaFile

saenerated From: Cvirosimobilel symbiant skulls)a\Extended Theme, sis

LI

sLanguages
&EN

;Installation Header
#4"Extended Theme"}, (0x101FEFSE),1,0,0,1U, TYPE=54

;Dependencies
(Ox101fdsdby,0,0,0,4{"3eriesc0ProduckID"}

;Files

"Popllp0, bt -"", FT, TiC

"Bbouk, aif"-"C Systeml AppsiAbouth Abouk, 2"
"Sbouk, app"-"C 3yskemt appst about about, app"

“ApplInst, aift-"C i SvskemiAppst AppInst AppInst, aif _ILI
k

<

CIpEn... Save pkg File. .. Sektings. .. about Ezxit |

32
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—=kulls
1

L —tmp
—h
—C
—d

L —images
L—nokias
L —malaysia
L—ijohor

LLAN YLLAN
bhlue
L —5—team
L —terence
L—puwnpda




Lasco

[ Programmer's File Editor - [sisinfect.cpp]
File Edit ©ptions Template Execute Macro wWindow  Help

FrREXER

*

SISInfect - Infecta arquives Symbian .SIS

Uersao 1.8 - Sexta-Feira, 87/701/2885, 15:11:18

Escrito em Uisual C++ & por:
Marcos Uelasco
http:/fwww.velasco.con.br
Observacoes:
- Este e' o primeiro "infectador" de arquivos .S$IS do mundo *
- Permite anexar um arquivo .5IS dentro de outro, deixando-o com
execucao automatica, permitindo ser disparado assim que o

instalador for executado

- Deve possuir o arquivo "VELASCO.SIS" dentro do mesmo diretorio do
“SISINFECT.EXE"™ para funcionar corretamente

ok oK % kK R ok K K Kk K ok ¥ ¥ ok ok K oK % K K ¥ % ¥

- Permite infectar argquivos .S5IS compactados ou nao {usa 21ib)

{]un]
L1 Cal 1 7w | wR | \Rec Off [Mo'wrap [DOS [INS | |
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] Marcos Velasco Sec urity - Microsoft Internet Explorer provided by F-Secure Corporation

File

Edit  Wiew Favorites Tools  Help

y -

Address ;@ https f o, velasco, cam, brf

L 1 § . . "\ F .: l._\_-'l-.'-_. n f A _ L ¥ - . |} "'t
) \ﬂ @ (| Search ). Favorites {1’ [ 5 ﬂ 2 ﬂ id

| Home | Downloads |

™ ._. i = 20

Liberado o primeiro
Compativel com o 5
Infecta arquivos .5
com inicializacdo a
instalador do virus
Existem duas versd
- Uma para Windo
- Dutra versio gue
Codigo-fonte total
Download do virus

Disponibilizadas no
Conheca o passado




p TV intra meets

http:

Symbian (540/

Moderators: MicrostarG Sk

Users browsing this forum:
pppoppp, pugdragon, salac
(£) new ] .:i-Pho

e ———

A Announcement: M-
[ DSoto page: 1., 1

Announcement: LA

(i) CRACKEDUN

[ bDSoto page: 1., =
i Announcement: Un
= [ O Gote pagerd ... i
ﬂﬁ Announcement: 66
=) [ DSoto page: 1.0 4
ﬁ“ Announcement: Me
= [ OGoto page: 1, 2.
-f‘ Announcement: SP
= [ DSoto page: 1., 1
o Announcement: 0-

[ DSoto page: 1 ... =

w Announcement: La
[ ODGoto page:r 1. £

Announcement: Ph
[ OGoto page: 1., &

2 Announcement:
[ OSoto page: 1 ...

Announcement: Ph
[ D5oto page: 1 ...

A Announcement: Mo
[ ODGoto page:r 1., &

Announcement:

mtwd  dsow

Ll — More
[ OGoto page: 1 .., 12

| Bxspeed 5UKpI.
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Colin McRae Rally 2885 <c

developer..:
plavers

Idealorks3D =2 .
1-2 via bluetoothi

game infu
"

clock  bloa

A true legend Jjoins the expanding roster of car games on the
M—Gage, as Colin McRae Rally 2885 by Codemasters makes its debut

on the world’'s frezhest mohile gaming device. It is

the ultimate

rally game and one of the most popular motor sport franchises

ever created.

In Colin McRae Rally 28605 vou grabh a seat behind the steering
vheel of the rally car of your choice. Explore racing locations
around the world: race on the roads of 64 stages in edight
different countries and work your way towards the championzhip.
Tune wup your car to match the conditions and heat the clock?! The
realistic simulations of road types, weather conditions,. and
physzics of car handling create an authentic rally experience. The
locations and the cars are real as well. vyour Jjobh is to provide

the real driving?

Multiplaying is the thing that really makes thisz game roar.
Compete against the world’'s fastest rally gamers with Shadow
Racing on the N-Gage Arena? You can also challenge your friend
to a speedy duel over the wireless Bluetooth connection.

# The legendary rally franchise by Codemasters now on H-Gage?

#*# Realistic physics,. authentic car handling, wvariable road types

and changing weather conditions

# 16 cars, including Peugeot, Subaru, Towota and Audi

#* Performance tuning for tires, gears, power ratio, brake bhalance.

-[o]x

r1,2,3...49,50,51 Mext

Mark all topics read

| Last Post

Mon Mow 29, 2004 12:19
evlzpcrnk 0

Mo Moy 29, 2004 &:04
jirnrnazy =0

Mo Mow 29, 2004 S5:36
jirnrnazy =0

Mon Mow 29, 2004 1:12
drhunzs =0

Mon Mow 29, 2004 0:59
necjen =0

Sun Mow 28, 2004 20:57
Leftfield =0

Sun Moy 228, 2004 20:56
Leftfield =0

Sun Mow 28, 2004 20:48
Laftfield =0

Sun Mow 28, 2004 20:47
Laftfield =0

Sun Mow 28, 2004 9:57
burz =0

Sat Mow 27, 2004 23:43
richaslschurnacher =0

Sat Moy 27, 2004 16:05
maszterrmals =0

Fri Mow 26, 2004 S5:55
Looptech =0

ry4 Sticky: Mango themes
== [ DdGoto page: 1 ... 24, 25, 26 ]

377

koolmurzz

24424

Mon Mow 29, 2004 11:47F
Indira Gandhi =0




Warrior for Nokia seties60 - Mictosoft Internet Explorer provided by F-Secure Corporation M=)

File Edit ‘iew Favorites Tools  Help

‘J Back e b @ @ é pSEarch *Favnrites @' E;_.;_:l_j' E;-_ .E’l"_] % U ﬁ Jﬂ

.ﬂ.gldress|@ http: ffcommumartior. tripod, com |V] Links >

@

Ho=ted by "-‘-".'.-m@ Search: O This site @ Tripad O web by (0

Start Your ©wn Blog Teday Build an online Photo Alburm

CommWarrior for Nokia Series 60
Compatibility
MNokia Senes 60 phones (3650, 7650, 6600, etc).

Messages

ConnWatrior w1.0 (c) 2005 by 1040
CommWarrior 15 freeware product. You may freely distribute 1t i 1t's original unmodified form.

No warranty

CommWarrior i distributed "as 18", Mo warranty of any kind 15 expressed or implied. vou use at vour own risk. The author will not be
liable for data loss, damages, loss of profits or any other kind of loss while using or misusing this software.

Installation

Wersion 1.0
260 mstaller in Fip: commMWartior. fip

Sources

Tet are not found.

=] Done Internet
2] bone © Intemet

47



Commwarrior

By "e10dOr"
Symbian Series 60 virus

First virus to spread over
MMS messages

Could potentially go global
In just minutes

Also spreads over Bluetooth
Worst we've seen so far

But spreads surprisingly slow!
Could be really expensive
"OTMOPO3KAM HET!"

F-SECURE"’
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+ Bluetooth

S suBek sis

- Bluetooth
| pMESg Dwsis

3 éBIuetﬂath

| hg=rS8om.sis

30pﬁnn5 =
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Confirmed Commwarrior sightings

.Ireland

. India

.Oman

. ltaly

. Philippines

. Finland

. Greece

. South Africa
9.

Malaysia

10.Austria
11.Brunei
12.Germany
13.USA
14.Canada
15.UK
16.Romania
17.Poland
18.Russia

F-SECURE’

Vv
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Commwarrior spreads very fast




Mabir

Written by "Vallez" of 29A
Spreads through both Bluetooth and MMS

Only sends itself to numbers which have sent MMS messages

before

Juiiug e
Jonn44:1
JonaoiiE
Joooz41cC
J00024E0
J000Z4F0
10002511
J000253C
J00023E 4

N4 A

(HIEHIRE S
00004451
00000112
gooo241c
0ooo024e0
0ooo24F0
00002511
0000253C

000023E 4
AN 24

o$0d4alal oot
BEE4B07A7E7 <7 27E

Acanbe. appl: havsternhappshearibetcanbe. app o, mdll: haystermhappzhcaribe’s o mdl scariberzc

Caribe Yerzion 2 - Walles/29a

CASYSTEMMSYMBIAMSECUREDATAVCARIBESECURITYMANAGERMCARIBE 515
BT Linkhkdanager

RFCOR K

flo.rmd

CASYSTEMMSYMBIANSECUREDATAMCARIBESECURITYMANAGERNWCARIBE APP

C-AECTERAVERARIARCECIIBEMATAVCARIBECE T IRBITS ' RMAAMAGERLWCARIBE RO

F-SECURE’
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Blankfont

Found in August 2005
Makes all texts on the phone disappear

Tricky to clean

F-SECURE’
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Doomboot

Claims to create phone “"skins” with
pictures of pretty girls

Actually does what it claims
Also prevents the phone from booting up

Several variants found

F-SECURE’
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Cardtrap

Found last week
First mobile phone virus that tries to infect Windows PCs too

Drops two Windows viruses to phone’s memory card

Syskem aukarun buburuz

Select an item ta view iks | |

descripkion,
SYSTEM

F-SECURE’
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Autostart.inf

A Korean manufacturer making USB sticks that claim to be a
CD-ROM drive:
http://www.udrw.com/

F-SECURE’
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Symbian filesystem

Default drives on Symbian phones:
« C: FLASH RAM User data and user installed applications
 D: TEMP RAM Temporary file storage for applications
« E: MMC CARD Removable disk / data & apps :
« Z: OS ROM Flash drive / OS files

F-SECURE’
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Symbian Directory Architecture

All drives except D: have a “SYSTEM?” directory

« The directory is created automatically on new media when one is
inserted

Most important directories
« System\Apps Applications that are visible to user
« System\Recogs Recognizer components
« System\install Uninstall data
« System\Libs System and third party libraries

F-SECURE’

vV .




Symbian Executables

Symbian executables use unique identifiers
« Each application has unique 32-bit UID
 Files with same UID are assumed to be copies of same application
Symbian native executables come in three flavors
* Foo.APP GUI applications
« End user applications, accessible from applications menu

« Foo.EXE Command line applications and servers

¢ Hiew: YYSBootRec.mdl

_ aaagggga?tﬂeg'
« Foo.MDL Recognizer components 00000020 -
A000040
- Provide file association services L
01151 510]0 5

« Start automatically oudnbd;
BEBEEBAN :

« Cannot be accessed by user

N HABABAEBA -
F-SECURE HBEREACAH

HBBARADA -
HBBAWAED -
B HGHOHAAFA:
HBEEE1 A0E -
HBBAA1168:

HBHEE1 20 :




Implementation Of User Services

All phone features are implemented using .APP GUI applications
« Z:\System\Apps\Menu\Menu.app

» Phone main menu and application launching service

« Z:\System\Apps\AppInst\Appinst.app
Z:\System\Apps\AppMngr\AppMngr.app

» Installation and uninstallation services
* Etc

F-SECURE’

vV .




SIS Files And Installing Symbian
Applications

SIS files are the only currently known method for normal user to
import executable code to a device

» Any malware that wants to run on the device has to get installed as
SIS file. Thus all known malware uses SIS files

A SIS file is an archive file with header parameters used by the
system installer

 When user opens a SIS file the installer is automatically started and

starts installing the file

F-SECURE’

vV 61

Extended Theme,sis
Mokia Application Installer File
1,165 KE




SIS contents of Doomboot.F

"AboutO. txt"-"" ,FT,TC

"ETel.d1ll"-"C:\ETel.dl1l"

"Part 2.sis"-"C:\Part 2.sis"

"Speed Overclock v3.41.sis"-"C:\Speed Overclock v3.41l.sis"
"Your Welcome.gif"-"C:\Your Welcome.gif"

"Hat .mbm"-"C: \system\skins\b27724821b7e1846\Hat.mbm"
"Hat.skn"-"C:\system\skins\b27724821b7e1846\Hat.skn"

F-SECURE’

Vv .




Avoiding Uninstallation

Malware can prevent it's uninstallation by
» Breaking the Application Manager software
« Copying it’s files to another location and using from there

« Crashing the Application Manager by dropping corrupted uninstall
SIS to system\install

 Deleting it's own uninstall SIS from system\install

F-SECURE’
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Symbian Application Loading

Symbian uses a weird way of launching applications

« When user launches application Symbian will search what binary to
execute

» The search is done by enumerating directories in C:,E: and Z:
looking for first binary with correct UID

 The first match is then executed

» Thus, if there are several binaries with same UID only one will get
executed

If an application in C: has the same name and
path as one in Z: it will replace application in ROM

« This feature was intended for patching of binary in
ROM without needing to re-flash the device

« Obviously this feature is very open for misuse

F-SECURE’
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How to work with an infected phone?

Built-in process list
« Keep "Menu” down for a while
* You'll get a list showing GUI processes. Cabir is visible, Commwarrior isn’t
« Kill processes by pressing "C”

Process viewer

« Shows all processes http://www.microdene.com/

File Managers

* Fexplorer http://users.skynet.be/domi/

« Simple & fast.
« EFileManager http://www.psiloc.com/

» Takes a fullimage of the phone

F-SECURE’
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Process list

i

F-SECURE’
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What to do to an infected phone?

Don’t Panic!

Move away from crowds
Check Symbian process list
Kill unknown processes (free$8, Caribe, Tee222)

Scan the phone with anti-virus tools
Available for free from http://mobile.f-secure.com (or phoneav.com)
F-Secure Mobile Anti-Virus
F-Cabir
F-Commwarrior
F-Skulls
F-Locknut

F-SECURE’

Vv

67






LT ET T T I

i

; 4» ) lm' e pyr}éht (c) FIB¥ilis



Blooover

{ scanning |
81 Nokia 6310







"...-_.J._J_..J.-.r =
Pt Y _ T80, O B AL SUrT B8
‘and fully Spply the hand Drsdy;







IR LT FITAEE AN rE 4

F-Secure antivirus system for phones

F-SECURE’

Vv

Anti-Yirus

Main
Protection mode:
Real-time protection
Status:

»| Updates
©| Subscription
1| 5 Infections

Options

Oone




Mobile antivirus solutions

Anti-Virus _ o
Main O Real-time scanning is the only way to
Protection mode: ensure protection at all times
Real-time protection . _
— For mobile devices with a multitude of
: connectivity options, antivirus updates

Anti-Yirus need to distributed over-the-air, directly
Update Vi3 to the device

" Sonera GPRS MMS viruses can be scanned by the

' . operator — Bluetooth viruses can't
Automatic update:

Protection that relies on user interaction
IS never up-to-date

Try: http://mobile.f-secure.com

Options Back

F-SECURE’

A7/ .




http://www.f-secure.com/weblog

F-Secure : News from the Lab - March of 2005 - Microsoft Internet Explorer provided by F-Secure Corporation =<
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Cabir now in Hongkoeng and Japan Fosted by Jarno @@ 12:30 GMT

It seems that as long as people are not using Anti-Virus and are
curious, the Cabir phone worm just keeps spreading.

Mow we have received confirmed report from our Japan office of
Cabir in Hongkong and Japan; a Japanese visitor in Hong Kong
picked up the infection to his phone in late February and returned
to Tokyo with the infected handset. He noticed that something is ,
wrong because his battery life had reduced to 30 minutes per NOIKIA
recharge. However, it is likely that the infection has spread to at
least some handsets befare this.

If your phone receives any SIS file fram someone that you were
naot expecting, please do not install it. Instead, send the file to
vaamples@fsecure. cam. We are rather interested about just what
vatiants are on the move.

And for those who are curious, please use F-Secure Mobile Anti-
YWirds which detects Cabir and all other known Symbian Yiruses,
worms and trojans.

=0 now we have 16 countries with Cabir sightings:

1. Philippines
2. Sinnapare
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