cmr10.329Professor Spa�ord’s in olv emen with soft are engineering and securit include ositions on the editorial oards of the journals cmsl10.329 Computing Systems cmr10.329and the cmsl10.329 In ternational Journal of Computer and Soft are Engineering cmr10.329He is coauthor of the oks cmsl10.329 Practical Unix Securit cmr10.329published O’Reilly and Asso ciates (1991), and of cmsl10.329 Computer Viruses: Dealing with Electronic andalism and Programmed Threats cmr10.329cmcsc10.329 Ad apso cmr10.329 (1989). He has con tributed hapters to man other oks on computer securit and professional ethics, and has sp ok en in ternationally at conferences, symp osia, and collo quia on these issues. Dr. Spa�ord is mem er of the Asso ciation for Computing Mac hinery (A CM). He is hair of the CM Self-Assessmen Committee, and is mem- er of the CM Education Board. He is also Senior Mem er of the IEEE and Computer So ciet of the IEEE, and mem er of the Usenix Asso ciation. 15 cmr10.329[11] Bill Landreth. cmti10.329 Out of the Inner Cir cle: Hacker’s Guide to Computer Se curity cmr10.329Microsoft Press, New ork, 1984. [12] Adelaide, John erry Barlo w, Rob ert Jacobson Blue�re, Russell Brand, Cli�ord Stoll, Da Hughes, rank Drak e, Eddie Jo Homeb Em- man uel Goldstein, Hank Rob erts, Jim Gasp erini JIMG, Jon Carroll JR C, Lee elsenstein, om Mandel, Rob ert Horvitz RH, Ric hard Stall- man RMS, Glenn enney Acid Phreak, and Phib er Optik. Is computer hac king crime? cmti10.329 Harp er’s Magazine cmr10.329

280(1678):45{57, Marc 1990. [13] Ric hard Stallman. cmti10.329 GNU EMacs Manual cmr10.329 hapter The GNU Manifesto, pages 239{248. ree Soft are oundation, 1986. [14] M. Douglas McIlro Unsafe at an price. cmti10.329 Information chnolo gy Quarterly cmr10.329

IX(2):21{23, 1990. [15] J. Denning, D. E. Comer, D. Gries, M. C. Mulder, A. uc er, A. J. urner, and R. oung. Computing as discipline. cmti10.329 Communic ations of the CM cmr10.329

32(1):9{23, Jan uary 1989. [16] Allen B. uc er, Bruce H. Barnes, Rob ert M. Aik en, Keith Bark er, Kim B. Bruce, J. Thomas Cain, Susan E. Conry Gerald L. Engel, Ric hard G. Epstein, Doris K. Lidtk e, Mic hael C. Mulder, Jean B. Rogers, Eugene H. Spa�ord, and A. Jo urner. Computing curric- ula 1991, 1991. Published the IEEE So ciet Press. cmbx10.432Ab out the Author cmr10.329Gene Spa�ord receiv ed Ph.D. in 1986 from the Sc ho ol of Information and Computer Sciences at Georgia Institute of ec hnology In 1987, Professor Spa�ord joined the facult of the Departmen of Computer Sciences at Pur- due Univ ersit He is an activ researc her with the NSF/Purdue/Univ ersit of Florida Soft are Engineering Researc Cen ter (SER C) there. Besides con tin uing widely-kno wn and resp ected in olv emen in the Usenet and other forms of electronic conferencing, Dr. Spa�ord do es re- searc on issues relating to increasing the reliabilit of computer systems, and the consequences of computer failures. This includes ork with com- puter securit soft are testing and debugging, and issues of liabilit and professional ethics. 14 cmr10.329need to dev elop and act according to some shared ethical alues. The mem- ers of so ciet need to educated so that they understand the imp ortance of resp ecting the priv acy and wnership of data. If lo ks and la ws ere all that ept eople from robbing houses, there ould man more bur- glars than there are no w; the shared mores ab out the sanctit of ersonal prop ert are an imp ortan in uence in the prev en tion of burglary It is our dut as informed professionals to help extend those mores in to the realm of computing. cmbx10.432References cmr10.329[1] Donn Seeley tour of the orm. In cmti10.329 Pr dings of the Winter 1989 Usenix Confer enc cmr10.329

The Usenix Asso ciation, Jan uary 1989. [2] Eugene H. Spa�ord. The in ternet orm: Crisis and aftermath. cmti10.329 Com- munic ations of the CM cmr10.329

32(6):678{698, June 1989. [3] Eugene H. Spa�ord. An analysis of the in ternet orm. In C. Ghezzi and J. A. McDermid, editors, cmti10.329 Pr dings of the 2nd Eur op an Softwar En- gine ering Confer enc cmr10.329 pages 446{468. Springer-V erlag, Septem er 1989. [4] Cli�ord Stoll. cmti10.329 Cucko o’s Egg cmr10.329

Doubleda New ork, NY, 1989. [5] John Sc artz. The hac er dragnet. cmti10.329 Newswe ek cmr10.329

65(18), April 1990. [6] Eugene H. Spa�ord, Kathleen A. Heaph and Da vid J. erbrac he. cmti10.329Computer Viruses: De aling with Ele ctr onic andalism and Pr gr amme Thr ats cmr10.329

AD APSO, Arlington, A, 1989. [7] Lance Ho�man, editor. cmti10.329 gue Pr gr ams: Viruses, Worms, and ojan Horses cmr10.329 an Nostrand Reinhold, 1990. [8] Da vid J. Stang. cmti10.329 Computer Viruses cmr10.329

National Computer Securit Asso- ciation, ashington, DC, 2nd edition edition, Marc 1990. [9] eter J. Denning, editor. cmti10.329 Computers Under ttack: Intruders, Worms, and Viruses cmr10.329

CM Bo oks/Addison-W esley 1991. [10] Bruce J. Baird, Lindsa L. Baird Jr., and Ronald Ranauro. The moral crac er? cmti10.329 Computers and Se curity cmr10.329

6(6):471{478, Decem er 1987. 13 cmr10.329all the e�ects resulting from suc an act. Of course, ha not discussed ev ery ossible reason for break-in. There migh ell an instance where break-in migh necessary to sa life or to preserv national securit In suc cases, to erform one wrong act to prev en greater wrong ma the righ thing to do. It is ey ond the scop or in ten of this pap er to discuss suc cases, esp ecially as no kno wn hac er break-ins ha een motiv ated suc instances. Historically computer professionals as group ha not een erly con- cerned with questions of ethics and propriet as they relate to computers. Individuals and some organizations ha tried to address these issues, but the whole computing comm unit needs to in olv ed to address the prob- lems in an comprehensiv manner. often, view computers simply as mac hines and algorithms, and do not erceiv the serious ethical ques- tions inheren in their use. When consider, ho ev er, that these mac hines in uence the qualit of life of millions of individuals, oth directly and indirectly understand that there are broader issues. Computers are used to design, analyze, sup- ort, and con trol applications that protect and guide the liv es and �nances of eople. Our use (and misuse) of computing systems ma ha e�ects ey ond our wildest imagining. Th us, ust reconsider our attitudes ab out acts demonstrating lac of resp ect for the righ ts and priv acy of other eople’s computers and data. ust also consider what our attitudes will to ards future securit problems. In particular, should consider the e�ect of cmbx10.329 widely cmr10.329 publishing the source co de for orms, viruses, and other threats to securit Although need pro cess for rapidly disseminating corrections and securit informa- tion as they ecome kno wn, should realize that widespread publication of details will imp eril sites where users are un willing or unable to install up dates and �xes. cmr8.300cmr10.329Publication should serv useful purp ose; endangering the securit of other eople’s mac hines or attempting to force them in to making hanges they are unable to mak or a�ord is not ethical. Finally ust decide these issues of ethics as comm unit of pro- fessionals and then presen them to so ciet as whole. No matter what la ws are passed, and no matter ho go securit measures migh ecome, they will not enough for us to ha completely secure systems. also cmr6.300cmr9.300an ticipate the oft-used commen that the \bad guys" already ha suc informa- tion: not ev ery computer burglar kno ws or will kno cmti9.300 every cmr9.300 system eakness unless pro vide them with detailed analyses. cmr10.32912 cmbx12.3003.5 The So cial Protector Argumen cmr10.329One last argumen t, more often heard in Europ than the U.S. is that hac ers break in to systems to atc for instances of data abuse and to help eep \Big Brother" at ba In this sense, the hac ers are protectors rather than criminals. Again, this assumes that the ends justify the means. It also assumes that the hac ers are actually able to ac hiev some go end. Undeniably there is some misuse of ersonal data corp orations and the go ernmen t. The increasing use of computer-based record systems and net orks ma lead to further abuses. Ho ev er, it is not clear that breaking in to these systems will aid in righ ting the wrongs. If an ything, it will cause those agencies to ecome ev en more secretiv and use the break-ins as an excuse for more restricted access. Break-ins and andalism ha not resulted in new op en-records la ws, but they ha resulted in the in tro duction and passage of new criminal statutes. Not only has suc activit failed to deter \Big Brother," but it has also resulted in signi�can segmen ts of the public urging more la ws and more aggressiv la enforcemen the direct opp osite of the supp osed goal. It is also not clear that these are the individuals an \protecting" us. need to ha the designers and users of the systems trained com- puter professionals concerned ab out our righ ts and are of the dangers in olv ed with the inappropriate use of computer monitoring and recordk eep- ing. The threat is relativ ely new one, as computers and net orks ha ecome widely used only in the last few decades. It will tak some time for areness of the dangers to spread throughout the profession. Clandes- tine e�orts to breac the securit of computer systems do nothing to raise the consciousness of the appropriate individuals. orse, they asso ciate that commendable goal (heigh tened concern) with criminal activit (computer break-ins), discouraging proactiv eha vior the individuals in the est ositions to act in our fa or. erhaps it is in this sense that computer break-ins and andalism are most unethical and damaging. cmbx10.432Concluding Remarks cmr10.329ha argued here that computer break-ins, ev en when no ob vious damage results, are unethical. This ust the considered conclusion ev en if the result is an impro emen in securit ecause the activit itself is disruptiv and immoral. The results of the act should considered separately from the act itself, esp ecially when consider ho di�cult it is to understand 11 cmr10.329education in cost-e�ectiv manner. Some authors of computer viruses claim that their creations are in tended to harmless, and that they are simply learning ho to write complex programs. There are man problems with these argumen ts. First, as an educator, claim that writing andalw are or breaking in to computer and lo oking at the �les has almost nothing to do with computer education. Prop er ed- ucation in computer science and engineering in olv es in tensiv exp osure to fundamen tal asp ects of theory abstraction, and design tec hniques. Bro ws- ing through system do es not exp ose someone to the broad scop of theory and practice in computing, nor do es it pro vide the critical feedbac so im- ortan to go education (cf. 15 16 ]). Neither do es writing virus or orm program and releasing it in to an unsup ervised en vironmen pro vide an prop er educational exp erience. By analogy stealing cars and jo yriding do es not pro vide one with an education in mec hanical engineering, nor do es ouring sugar in the gas tank. urthermore, individuals \learning" ab out system cannot kno ho ev erything op erates and what results from their activities. Man systems ha een damaged acciden tally ignoran (or careless) in truders; most of the damage from computer viruses (and the In ternet orm) app ear to caused unexp ected in teractions and program faults. Damage to medical systems, factory con trol, �nancial information, and other computer systems could ha drastic and far-ranging e�ects that ha nothing to do with education, and could certainly not considered harmless. related refutation of the claim has to do with kno wledge of the exten of the in trusion. If am the erson resp onsible for the securit of critical computer system, cannot assume that cmti10.329 any cmr10.329 in trusion is motiv ated solely curiosit and that nothing has een harmed. If kno that the system has een compromised, ust fear the orst and erform complete system hec for damages and hanges. cannot tak the ord of the in truder, for an in truder who actually caused damage ould seek to hide it claiming that he or she as \just lo oking." In order to regain con�dence in the correct eha vior of system, ust exp end considerable energy to examine and erify ev ery asp ect of it. Apply our univ ersal approac to this situation and imagine if this \edu- cational" eha vior as widespread and commonplace. The result ould that ould sp end all our time erifying our systems and nev er able to trust the results fully Clearly this is not go d, and th us ust conclude that these \educational" motiv ations are also unethical. 10 cmr10.329ha prev en ted it from eing applied to true computer viruses, cmr8.300cmr10.329The pas- sage of similar ell-in ten tioned but orly-de�ned legislation could ha ma jor negativ e�ect on the computing profession as whole. cmbx12.3003.3 The Idle System Argumen cmr10.329Another argumen put forth system hac ers is that they are simply mak- ing use of idle mac hines. They argue that ecause some systems are not used at an lev el near their capacit the hac er is someho en titled to use them. This argumen is also a ed. First of all, these systems are usually not in service to pro vide general-purp ose user en vironmen t. Instead, they are in use in commerce, medicine, public safet researc h, and go ernmen functions. Un used capacit is presen for future needs and sudden surges of activit not for the supp ort of outside individuals. Imagine if large um ers of eople without computer ere to tak adv an tage of system with idle pro cessor capacit y: the system ould quic kly erloaded and sev erely degraded or una ailable for the righ tful wners. Once on the system, it ould di�cult (or imp ossible) to oust these individuals if sudden extra capacit as needed the righ tful wners. Ev en the largest mac hines ailable to da ould not pro vide su�cien capacit to accommo date suc activit on an large scale. am unable to think of an other item that someone ma buy and main tain, only to ha others claim righ to use it when it is idle. or instance, the though of someone alking up to exp ensiv car and driving o� in it simply ecause it is not curren tly eing used is ludicrous. Lik ewise, ecause am at ork, it is not prop er to hold part at house ecause it is otherwise not eing used. The related ositions that un used computing capacit is shared resource, and that priv ately-dev elop ed soft are elongs to ev ery one, are equally silly (and unethical) ositions. cmbx12.3003.4 The Studen Hac er Argumen cmr10.329Some trespassers claim that they are doing no harm and hanging nothing they are simply learning ab out ho computer systems op erate. They argue that computers are exp ensiv e, and that they are merely furthering their cmr6.300cmr9.300It pro vided enalties only in cases where cmbx9.300 programs cmr9.300 ere in tro duced in to computer systems; computer virus is segmen of co de attac hed to an existing program that mo di�es other programs to include cop of itself.[ cmr10.329cmr10.329less attractiv for man customers and con trary to their usual practice, but the increased cost of suc \instan t" �x distribution ould add to the price of suc system greatly increasing the cost orne the customer. It is unreasonable to exp ect the user comm unit to sacri�ce exibilit cmbx10.329 and cmr10.329 pa uc higher cost er unit simply for faster corrections to the ccasional securit breac h. That assumes it as ev en ossible for the man ufacturer to �nd those customers and supply them with �xes in timely manner, some- thing unlik ely in mark et where mac hines and soft are are often repac aged, traded, and resold. The case of the In ternet orm is go example of the securit ar- gumen and its a ws. It further stands as go example of the con ict et een ends and means aluation of ethics. arious eople ha argued that the orm’s author did us fa or exp osing securit a ws. Mr. Morris’s trial on ederal harges stemming from the inciden t, the defense attorneys also argued that their clien should not punished ecause of the go the orm did in exp osing those a ws. Others, including the pros- ecuting attorneys for the go ernmen t, argued that the act itself as wrong no matter what the outcome. Their con ten tion has een that the result do es not justify the act itself, nor do es the defense’s argumen encompass all the consequences of the inciden t. This is certainly true; the complete results of the inciden are still not kno wn. There ha een man other break-ins and net ork orms since No em er 1988, erhaps inspired the media co erage of that inciden t. More attempts will ossibly made, in part inspired Mr. Morris’s act. Some sites on the In ternet ha restricted access to their mac hines, and others ere remo ed from the net ork; ha heard of sites where decision has een made not to pursue connection, ev en though this will hinder researc and op erations. Com bined with the man decades of erson-hours dev oted to cleaning up afterw ards, this seems to high price to pa for claimed \fa or." The legal consequences of this act are also not et kno wn. or instance, man bills ha een in tro duced in to Congress and state legislatures er the last ears as (partial) result of these inciden ts. One piece of legis- lation in tro duced in to the House of Represen tativ es, HR-5061, en titled \The Computer Virus Eradication Act of 1988," as the �rst in series of legisla- tiv actions that ha had the oten tial to a�ect signi�can tly the computer profession. In particular, HR-5061 as notable ecause its ording ould cmr10.329uals who break in to systems are erforming service exp osing securit a ws, and th us should encouraged or ev en rew arded. This argumen is sev erely a ed in sev eral ys. First, it assumes that there is some com- elling need to force users to install securit �xes on their systems, and th us cmti10.329 omputer bur glars cmr10.329 are justi�ed in \breaking and en tering" activities. ak en to extremes, it suggests that it ould erfectly acceptable to en- gage in suc activities on con tin uing basis, so long as they migh exp ose securit a ws. This completely loses sigh of the purp ose of the computers in the �rst place to serv as to ols and resources, not as exercises in se- curit The same reasoning ould imply that vigilan tes ha the righ to attempt to break in to the homes in neigh orho on con tin uing basis to demonstrate that they are susceptible to burglars. Another a with this argumen is that it completely ignores the tec h- nical and economic factors that prev en man sites from upgrading or cor- recting their soft are. Not ev ery site has the resources to install new system soft are or to correct existing soft are. man sites, the systems are run as turnk ey systems emplo ed as to ols and main tained the endor. The wners and users of these mac hines simply do not ha the abilit to correct or main tain their systems indep enden tly and they are unable to a�ord cus- tom soft are supp ort from their endors. break in to suc systems, with or without damage, is e�ectiv ely to trespass in to places of business; to do so in vigilan te e�ort to force the wners to upgrade their securit structure is presumptuous and reprehensible. burglary is not justi�ed, morally or legally an argumen that the victim has or lo ks and as therefore \asking for it." related argumen has een made that endors are resp onsible for the main tenance of their soft are, and that suc securit breac hes should im- mediately require endors to issue corrections to their customers, past and presen t. The claim is made that without highly-visible break-ins, endors will not pro duce or distribute necessary �xes to soft are. This attitude is naiv e, and is neither economically feasible nor tec hnically ork able. Cer- tainly endors should ear some resp onsibilit for the adequacy of their soft are,[ 14 but they should not resp onsible for �xing ev ery ossible a in ev ery ossible con�guration. Man sites customize their soft are or otherwise run systems incompat- ible with the latest endor releases. or endor to able to pro vide quic resp onse to securit problems, it ould necessary for eac customer to run completely standardized soft are and hardw are mixes to ensure the cor- rectness of endor-supplied up dates. Not only ould this considerably cmr10.329is clearly unethical. Although not all information curren tly treated as pri- ate or con trolled as proprietary needs suc protection, that do es not justify unauthorized access to it or to an other data. cmbx12.3003.2 The Securit Argumen ts cmr10.329These argumen ts are the most common ones within the computer comm u- nit One common argumen as the same one used most often eople attempting to defend the author of the In ternet orm program in 1988: break-ins illustrate securit problems to comm unit that will otherwise not note the problems. In the orm case, one of the �rst issues to discussed widely in In ternet mailing lists dealt with the in ten of the erp etrator exactly wh the orm program had een written and released. Explanations put forth mem ers of the comm unit ranged from simple acciden to the actions of so ciopath. common explanation as that the orm as designed to illustrate securit defects to comm unit that ould not otherwise pa atten tion. This as not supp orted the testimon during his trial, nor is it supp orted past exp erience of system administrators. The orm author, Rob ert T. Morris, app ears to ha een ell-kno wn at some univ ersities and ma jor companies, and his talen ts ere generally re- sp ected. Had he merely explained the problems or o�ered demonstration to these eople, he ould ha een listened to with considerable atten tion. The mon th efore he released the orm program on the In ternet, he dis- co ered and disclosed bug in the �le transfer program cmsl10.329 ftp cmr10.329 news of the a spread rapidly and an o�cial �x as announced and ailable within matter of eeks. The argumen that no one ould listen to his rep ort of securit eaknesses is clearly fallacious. In the more general case, this securit argumen is also without merit. Although some system administrators migh ha een complacen ab out the securit of their systems efore the orm inciden t, most computer en- dors, managers of go ernmen computer installations, and system adminis- trators at ma jor colleges and univ ersities ha een atten tiv to rep orts of securit problems. eople wishing to rep ort problem with the securit of system need not exploit it to rep ort it. By of analogy one do es not set �re to the neigh orho shopping cen ter to bring atten tion to �re hazard in one of the stores, and then try to justify the act claiming that �reman ould otherwise nev er listen to rep orts of hazards. The most general argumen that some eople mak is that the individ- cmbx12.3003.1 The Hac er Ethic cmr10.329Man hac ers argue that they follo an ethic that oth guides their eha v- ior and justi�es their break-ins. This hac er ethic states, in part, that all information should free.[ 10 This view holds that information elongs to ev ery one, and there should no oundaries or restrain ts to prev en an one from examining information. Ric hard Stallman states uc the same thing in his GNU Manifesto.[ 13 He and others ha further stated in arious fo- rums that if information is free, it logically follo ws that there should no suc thing as in tellectual prop ert and no need for securit What are the implications and consequences of suc philosoph y? First and foremost, it raises some disturbing questions of priv acy If all infor- mation is (or should e) free, then priv acy is no longer ossibilit or information to free to ev ery one, and for individuals to no longer able to claim it as prop ert means that an one ma access the information if they please. urthermore, as it is no longer prop ert of an individual, that means that an one can alter the information. Items suc as bank balances, medical records, credit histories, emplo ymen records, and defense informa- tion all cease to con trolled. If someone con trols information and con trols who ma access it, the information is ob viously not free. But without that con trol, ould no longer able to trust the accuracy of the information. In erfect orld, this lac of priv acy and con trol migh not cause for concern. Ho ev er, if all information ere to freely ailable and mo di�able, imagine ho uc damage and haos ould caused in our real orld suc philosoph y! Our whole so ciet is based on information whose accuracy ust assured. This includes information held banks and other �nancial institutions, credit bureaus, medical agencies and pro- fessionals, go ernmen agencies suc as the IRS, la enforcemen agencies, and educational institutions. Clearly treating all their information as \free" ould unethical in an orld where there migh careless and unethical individuals. Economic argumen ts can made against this philosoph to o, in addi- tion to the erwhelming need for priv acy and con trol of information accu- racy Information is not univ ersally free. It is held as prop ert ecause of priv acy concerns, and ecause it is often collected and dev elop ed at great exp ense. Dev elopmen of new algorithm or program, or collection of sp ecialized database, ma in olv the exp enditure of ast sums of time and e�ort. claim that it is free or should free is to express naiv and unre- alistic view of the orld. use this as justi�cation for computer break-ins cmr10.329More to the oin of this pap er, if attempt to judge the moralit of computer break-in based on the sum total of all future e�ect, ould unable to mak suc judgemen t, either for sp eci�c inciden or for the general class of acts. In part, this is ecause it is so di�cult to determine the long-term e�ects of arious actions, and to discern their causes. cannot kno w, for instance, if increased securit areness and restrictions are etter for so ciet in the long-term, or whether these additional restrictions will result in greater costs and anno ance when using computer systems. also do not kno ho man of these hanges are directly traceable to inciden ts of computer break-ins. One other oin should made here: it is undoubtedly ossible to imagine scenerios where computer break-in ould considered to the preferable course of action. or instance, if vital medical data ere on computer and necessary to sa someone’s life in an emergency but the authorized users of the system cannot lo cated, breaking in to the system migh ell considered the righ thing to do. Ho ev er, that action do es not mak the break-in ethical. Rather, suc situations ccur when greater wrong ould undoubtedly ccur if the unethical act ere not committed. Similar reasoning applies to situations suc as killing in self-defense. In the follo wing discussion, will assume that suc con icts are not the ro ot cause of the break-ins; suc situations should ery rarely presen themselv es. cmbx10.432Motiv ations cmr10.329Individuals who break in to computer systems or who write cmti10.329 vandalwar cmr10.329 usu- ally use one of few rationalizations for their actions. (See, for example, 11 and the discussion in 12 ].) Most of these individuals ould nev er think to alk do wn street, trying ev ery do or to �nd one unlo ed, then searc through the dra ers of the furniture inside. et, these same eople seem to giv no second though to making rep eated attempts at guessing passw ords to accoun ts they do not wn, and once on to system, bro wsing through the �les on disk. These computer burglars often presen the same reasons for their actions in an attempt to rationalize their activities as morally justi�ed. presen and refute some of the most commonly used ones in what follo ws; motiv es in olving theft and rev enge are not uncommon, and their moral nature is simple to discern, so shall not include them here. cmr10.329large, then they should considered unethical as individual acts. Note that this philosoph assumes that cmti10.329 right cmr10.329 is determined actions and not results. Some ethical philosophies assume that the ends justify the means; our curren so ciet do es not op erate suc philosoph although man individuals do. As so ciet profess to eliev that \it isn’t whether ou win or lose, it’s ho ou pla the game." This is wh are concerned with issues of due pro cess and civil righ ts, ev en for those esp ousing repugnan views and committing heinous acts. The pro cess is imp ortan no matter the outcome, although the outcome ma help to resolv hoice et een almost equal courses of action. Philosophies that consider the results of an act as the ultimate measure of go are often imp ossible to apply ecause of the di�cult in understand- ing exactly what results from an arbitrary activit Consider an extreme example: the go ernmen orders undred cigarette smok ers, hosen at ran- dom, to eheaded on liv nation wide television. The result migh ell that man undreds of thousands of other smok ers ould quit \cold turk ey ," th us prolonging their liv es. It migh also prev en undreds of thousands of eople from ev er starting to smok e, th us impro ving the health and longevit of the general opulace. The health of millions of other eople ould im- pro as they ould no longer sub jected to secondary smok e, and the erall impact on the en vironmen ould ery fa orable as tons of air and ground ollutan ts ould no longer released smok ers or tobacco companies. et, despite the great go this migh hold for so ciet ev ery one, except for few extremists, ould condemn suc an cmti10.329 act cmr10.329 as immoral. ould lik ely ob ject ev en if only one erson as executed. It ould not matter what the la migh on suc matter; ould not feel that the act as morally correct, nor ould view the ends as justifying the means. Note that ould unable to judge the moralit of suc an action ev aluating the results, ecause ould not kno the full scop of those results. Suc an act migh ha e�ects fa orable or otherwise, on issues of la w, public health, tobacco use, and da ytime TV sho ws for decades or cen turies to follo w. system of ethics that considered primarily only the results of our actions ould not allo us to ev aluate our curren activities at the time when ould need suc guidance; if are unable to discern the appropriate course of action prior to its commission, then our system of ethics is of little or no alue to us. obtain ethical guidance, ust base our actions primarily on ev aluations of the actions and not on the ossible results. cmr10.329who are alleged to ha stolen telephone compan 911 soft are ], and the gro wth of the computer virus problem ha added to the discus- sion. What constitutes improp er access to computers? Are some break-ins ethical? Is there suc thing as \moral hac er"?[ 10 It is imp ortan that discuss these issues. The con tin uing ev olution of our tec hnological base and our increasing reliance on computers for critical tasks suggests that future inciden ts ma ell ha more serious consequences than those ha seen to date. With uman nature as aried and extreme as it is, and with the tec hnology as ailable as it is, ust exp ect to exp erience more of these inciden ts. In this article, will in tro duce few of the ma jor issues that these inciden ts ha raised, and presen some argumen ts related to them. or clari�cation, ha separated few issues that often ha een com bined when debated; it is ossible that most eople are in agreemen on some of these oin ts once they are view ed as individual issues. cmbx10.432What is Ethical? cmr10.329ebster’s Collegiate Dictionary de�nes ethics as: \The discipline dealing with what is go and bad and with moral dut and obligation." More simply it is the study of what is cmti10.329 right cmr10.329 to do in giv en situation|what cmti10.329ought cmr10.329 to do. Alternativ ely it is sometimes describ ed as the study of what is cmti10.329 go cmr10.329 and ho to ac hiev that go d. suggest whether an act is righ or wrong, need to agree on an ethical system that is easy to understand and apply as consider the ethics of computer break-ins. Philosophers ha een trying for thousands of ears to de�ne righ and wrong, and will not mak et another attempt at suc de�nition. Instead, will suggest that mak the simplifying assumption that can judge the ethical nature of an act applying deon tological assessmen t: regardless of the e�ect, is the act itself ethical? ould view that act as sensible and prop er if cmbx10.329 ev ery one cmr10.329 ere to engage in it? Although this ma to simplistic mo del (and it can certainly argued that other ethical philosophies ma also applied), it is go �rst appro ximation for purp oses of discussion. If ou are unfamiliar with an other formal ethical ev aluation metho d, try applying this assessmen to the oin ts raise later in this pap er. If the results are ob viously unpleasan or dangerous in the cmr9.300ho ev er, and it is no commonly view ed as ejorativ e. Here, will use the ord as the general public no uses it. cmr10.329cmr17.300Are Computer Hac er Break-ins Ethical? cmsy10.360cmr12.300Purdue ec hnical Rep ort CSD-TR-994 cmsl12.300Eugene H. Spa�ord cmr12.300Departmen of Computer Sciences Purdue Univ ersit est Lafa ette, IN 47907{1398 cmss12.300spaf@cs.purdue.edu cmr12.300July 1990 Revised April, 1991 cmbx10.300Abstract cmr10.300Recen inciden ts of unauthorized computer in trusion ha brough ab out discussion of the ethics of breaking in to computers. Some in- dividuals ha argued that as long as no signi�can damage results, break-ins ma serv useful purp ose. Others coun ter with the expres- sion that the break-ins are almost alw ys harmful and wrong. This article lists and refutes man of the reasons giv en to justify computer in trusions. It is the author’s con ten tion that break-ins are ethical only in extreme situations, suc as life-critical emergency The article also discusses wh no break-in is \harmless." cmbx10.432In tro duction cmr10.329On No em er 2, 1988, program as run on the In ternet that replicated itself on thousands of mac hines, often loading them to the oin where they ere unable to pro cess normal requests. This cmti10.329 Internet Worm cmr10.329 pro- gram as stopp ed in matter of hours, but the con tro ersy engendered its release has raged for ear and half. Other recen inciden ts, suc as the \wily hac ers" cmr8.300cmr10.329trac ed Cli� Stoll ], the \Legion of Do om" mem ers cmr9.300app ear in sp ecial issue of cmsl9.300 The Journal of Systems and Soft are cmr9.300 cmr6.300cmr9.300realize that man la w-abiding individuals consider themselv es cmti9.300 hackers cmr9.300 term formerly used as complimen t. The press and general public ha co-opted the term, cmr10.329