Installing 12P on Backtrack 5

THEY ARE
WATCHING YOU!

mail : infosecpirate@gmail.com
http://twitter.com/#!/r45c4l
Greetzs to my all ICW and darkcOde
brothers, d3hydr8, sinner_01, baltazar,
Beenu and all Indian Hackers.



http://twitter.com/#!/r45c4l
mailto:infosecpirate@gmail.com

Introduction :

Some time back, TOR was the most favorite tool for hackers, pen testers and
every one else who were concerned about there anonymity while surfing over
Internet. But now the trend is changing very fast and more and more people are
shifting to 12P for many reasons.

Anyways, for those who are beginners or those who have no idea about both TOR
and I2P, let's start with a basic introduction of both the products. Oh yeah, how
can | forget those who are very much concerned over there anonymity even for
there day to day work but who are not very technically sound.

Ok, so first a little description of TOR :

According to Wikipedia : “ TOR or The Onion Router is a system intended to
enable online anonymity. r t client software routes Internet traffic through a
worldwide volunteer network of servers in order to conceal a user's location or
from any one conducting 'network surveillance' or 'traffic analysis'. TOR basically
makes it more difficult to trace internet activities including the websites you visit,
instant messaging and other communication forms.”

On March 2011 The Tor Project was awarded the Free Software Foundation's 2010
Award for Project of Social Benefit.

Well this was just to present the basic overview of TOR, so let's not make it short
and simple and move on to our next product 'I12P".

Description of I12P :

According to Wikipedia 12P which is short for Invisible Internet Project. The
purpose is building an anonymous network or more accurately a 'pseudonymous
overlay network'

The network application can use to anonymously and securely send messages to
each other. Possible uses include anonymous surfing, chatting, blogging and file
transfer.

The application itself is called i2p router and a computer running i2p is called i2p
node, whereas those, too, are often referred to as routers.



According to I2P site (www.i2p2.de) : “I2P is an anonymizing network, offering a simple
layer that identify-sensitive application can use to securely communities. All data is
wrapped with several layers of encryption, and the network is both distributed and dynamic,
with no trusted parties.

Many applications are available that interface with I2P, including mail, peer-peer, IRC chat
and others.

Well there is one more application “Freenet” (www.freenetproject.org) , but it's not a part
of our discussion so we will keep it out of it, may be some other time I can write just only
about this particular product.

Ok so this paper is about installing 12P on Backtrack 5 r1, so let's get back to it. I will be
doing this on my BT5 r1 virtual machine because my base machine (Ubuntu 11.10 has
already i2p installed).


http://www.i2p2.de/
http://www.freenetproject.org/

Installing 12P :

Ok so first thing first, let's open our BT machine and do a quick 'update'

root@bt:~# apt-get update
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Ok, now let's open I2P site www.i2p2.de

We can see there are lots of information there and also the download link of I2P.

As we are installing it on BackTrack which is based on Debian so our stepts are going to be
like that only.

Well first of all, before we start we need to install Java which is very simple to install, we
can do it either through terminal or package manager, but I prefer doing it through CLI.

root@bt:~# apt-get install default-jre

Well in my case it is already installed, so I don't have to install it again, if this is the same
case with your machine then you can move on to next step otherwise, you need to install it
first.

Now let's go to the download page (www.i2p2.de/download.html) of Java for the Graphical
interface and follow the instructions given there.



http://www.i2p2.de/download.html
http://www.i2p2.de/

First we need to download and install the package which we are again going to do through
the command line :

root@bt:~# wget http://mirror.i2p2.de/i2pinstall_0.8.11.exe
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After the package is downloaded we can install it by giving the simple command

root@bt:~# java -jar i2pinstall_0.8.11.exe

Flease select yvour language

/EE English
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It will launch the GUI installer as we can see in the above screen shot, where it's asking for
the choice of language which we are going to use as English



7 Welcome to the installation of i2p 0.8.11!
7 This software is developed by:

- 12P =http:/forum.i2p2.de/=
B The homepage is at: http:/Mwww.i2p2.def

i
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[ & Please read the following information:
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their own dependencies. Please see our license &
policy page for details:
http://wew.12p2.deslicenses

one of the bundled client apps (routerconsole)
requires us to say:
This product includes software developed by
the Apache Software Foundation
(http: //www.apache.org/)

I2PTunnel, I2PSnark, SusiDNS, and SusiMail
are GPL licensed.

For more information see LICENSE.txt r
in the install directory. -
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Elroot : java




After this when we click the 'Next' button, it will ask where to install the program.

[ Select the installation path: )
—
| fusrilocaliiz2p & Browse... :l

-
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## Pack installation progress:

f (Finished)

# overall installation progress:
f 1
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& Please read the following information:

To start I2P, run:

Ausr/local/i2p/iZprouter start

On non-x86, run:

Ausr/local/i2p/runplain.sh
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After that it will ask to read the information related to installation, now click 'Next' again
and finally the installation is complete.

¥ Installation has completed successfully.

# An uninstaller program has been created in:
fusrflocalfizp/Uninstaller
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After the installation is done, lets go the the /usr/local/ where i2p is installed

root@bt:/# cd usr/local/
root@bt:/usr/local# Is
bin doc etc games i2p include info lib libexec man sbin share src var

Now let's go to the i2p directory where i2p router is which we need to start now.

root@bt:/usr/local# cd i2p/
root@bt:/usr/local/i2p# Is
blocklist.txt eepget  hosts.txt i2ptunnel.config LICENSE.txt systray.config

certificates eepsite i2prouter INSTALL-headless.txt man Uninstaller
clients.config geoip i2psnark.config lib runplain.sh webapps
docs history.txt i2psvc licenses scripts  wrapper.config

root@bt:/usr/local/i2p# sh i2prouter start

i2ptunnel.config LICENSE. txt
INSTALL -headless. txt
runplain.sh




After the command is executed, and because I am already running it as root, it will show me
the following message. This may not be same on your computer in case if you are not
running it as root.

root@bt:/usr/local/i2p# sh i2prouter start
Running I2P as the root user is *not* recommended.

Please edit i2prouter and set the variable RUN_AS_USER.

If you'd like to run as root anyway you can edit
i2prouter and set ALLOW_ROOT=true instead.

So what I am going to do now is edit the i2prouter and then set ALLOW_Root=true instead.

LICENSE.txt systray.config

runplain.sh

-
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After editing the file we can finally start the i2p router

flssss I2P ROUTER CONSOLE
ELP & FAQ
ms Congratulations On Getting I2P Installed!
= = Welcome to I2P! Please have patlence as [12P boots up and finds peers.
Addressbook Tormants While you are waiting, please adjust your bandwlidth settings on the
Webmail Webserver configuration page.

I2P INTERNALS g:rcixgu have a "shared clients” destination listed on the left, please check out
Tunnels Peers Profiles NetDB Point your IRC client to localhost:6668 and say hi to us on #i2p-help or #i2p.
Logs Graphs Stats I2PTunnel

GENERAL
Local Identity: show
Version: 0.8.11-0 = pm g t=F— 01
Uptime: 89 sec Weilcome to I2P = e EN e = ™= KX
Network: Testing A3
W Starting Up...

Restart ] | Shutdown | If you've just started I2P, the number of Active Peers indicated

under the Peers section in the side panel on the left should start to

PEERS grow over the next few minutes and you'll also see a Local

Destination named Shared Clients listed there, and possibly other

Active: 77 clients and servers depending on how I2P is configured (if not, see

Fast: o the troubleshooting section below). These Local Destinations

High capacity: 24 provide connections on different ports (and sometimes protocols) to

Integrated: 2 5 the I2P network, enabling your bittorrent, e-mail, web proxy and

Known: 25 other services to function. Your Network Database indicates all

known peers on the network. Additionally, you can monitor existing

Reseeding: fetching router info Peer Connections, and view existing Tunnels and their status.

o L] # @ BE5FAnony E172p - iZprouter BHIZP Router Console - home - K

Well after the installation is done, we can check there are a hell lot of services which we can
configure with i2p to remain anonymous like : Anonymous web browsing, Anonymous
email, Anonymous chat with various clients like Pidgin or xchat, Anonymous file transfer
and many more which we can check as soon as our i2p starts on http://127.0.0.1:7657/

The best part of i2p is that it's entirely web based and configuring and starting and stoping
on any services are very easy as compared to TOR. We can check out about the various
options by going to the "i2p services' page.

There are various i2p clients which we can configure according to our needs.

We can also Edit and Delete i2p Client Configuration which we can Edit and Delete as per
our need, i2p Tunnel Service which gives information about the present connection status.


http://127.0.0.1:7657/

(2P
HELP & FAQ

I2P SERVICES

Addressbook Torrents
Webmalil Webserver

I2P INTERNALS

Tunnels Peers Profiles NetDB
Logs Graphs Stats IZPTunnel

GENERAL
Local Identity: show
Version: 0.8.11-0
Uptime: 16 min
Network: OK
Restart | Shutdown |
PEERS
Active: 12 /113
Fast: 12
High capacity: 150
Integrated: 111
Known: 302

BANDWIDTH IN/OUT

3 sec: 0.38 / 0.BB KBps
5 min: 0.11 /7 0.55 KBps
Total: 0.64 / 0.98 KBps
Used: 698.88 KB / 1.01 MB

TUNNELS

{ I2P CLIENT CONFIGURATION

Network | UI | Service | Update | Tunnels | Clients | Peers | Keyring | Logging | Stats | Reseeding |

Advanced
ICIient Configuration ]
The Java clients listed below are started by the router and run in the same JVM.
Run at
Client Startup? Control Class and arguments
o Edit
I2P Router Console x Datat: net 12p_routerweb RouterConsoleRunner 7657 ::1,127.0.0.1 Jwebhapps/
__Delete |
start |
T edit | net.izp.sam.SAMBridge sam.keys 127.0.0.1 7656 I2cp.tcp.host=127.0.0.1
SAM application bridge Edit 1Zep.tep.port=7654

Delete |

< Edit
Application hlnl%f‘ x Del lt net.2p.2ptunnel. TunnelControllerGroup 12ptunnel.config
elete
Edit |
I2P webserver (eepsite) x W\ org.mortbay. jetty.Server “/root/.12p/eepsite/jetty.xmi®
e
e Edit
e e Ra"r;f:‘::_‘:’f:" '"EG:; x Delt;te | net_i2p.apps.systray.uriLauncher http://127.0.0.1:7657/
Start J
BOB application bridge Edit | netizp.sos.eos
Delete |

Te change other client options, edit the file /root/.i2p/clients.config. All changes require restart to take effect.

HELP & FAQ

I2P SERVICES

Addressbook Torrents
Webmail Webserver

I2P INTERNALS

Tunnels Peers Profiles NetDB
Logs Graphs Stats I2PTunnel

GENERAL
Local Identity: show
Version: 0.8.11-0
Uptime: 29 min
Network: OK
Restart | | Shutdown |
PEERS
Active: 15/ 127
Fast: 15
High capacity: 150
Integrated: 110
Known: 309

BANDWIDTH IN/OUT

3 sec:
5 min:

0.04 / 0.17 KBps
0.31 / 0.40 KBps
0.52 / 0.87 KBps

895.97 KB / 1.38 MB
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{ I2P TUNNEL SUMMARY

[ Exploratory tunnels (configure) ]
In/Out Expiry Usage Gateway Participant Endpoint ‘
- s min 6 ks | HOhQ 1ss1583078 0 | IZ 4uuC 3saz3ossizi D—
k4 3 min 31 KB | 9 IwWmx 2109415059 L wim Cjj7 1765024521 L 1592566488
& 2 min 8 KB 4137396843 | IDZH 2574202549 O 622s L
- 63 sec 45 KB 1660234004 mkJR 2445288845 O Fugqw o
- 63 sec 36 KB | 1648875019 i 3AzT 10573828710 BN2I M
£ 3 & min oxs | 2687922540 | 3AzT 33404314790 8N21 m
Lifetime bandwidth usage: 606.00 KB in, 595.00 KB out
Client tunnels for shared clients (configure)
¥
In/Out Expiry Usage Gateway Participants Endpoint
- 8 min oKB mkJR 3002058669 O 8bn2 3087647136 1L wim Cjji7 30770431710 4273714223
- < min 17 B 1694359137 ES 4UuC s2153ms65s L NOhQ 3595102240 O VBhR o
Lifetime bandwidth usage: 41.00 KB in, 309.00 KB out
Participating tunnels
Recelve on From Expiration

Q\Zp'




During all this we forgot to check the main purpose of using i2p and that is being
anonymous. So let's look at my IP address before I configured my browser to use i2p and
then the next IP address assigned to me when I configured my browser to use i2p.

So let's have a quick look that how to configure your browser according to use i2p. [ am
showing it here it for the Firefox, it's almost same for other browsers too if you know how
to use proxies.

£
File Edit View History Bookmarks Tools Help
EEFAQ=12 g

—

i = i 8 & 0O ™=
General Tabs Content Applications Privacy Security Sync Advanced
General ‘Network Update En
2
Configure Proxies to Access the Intermnet
@ No proxy
@ Auto-detect proxy settings for this network

@ Use system proxy settings
O Manual proxy conﬁgura:ion;

HTTP Proxy: 127.0.0.1

B Use this proxy server for all protocols

SSL Proxy: ( 127.0.0.1
3

ETP Proxy:

SOCKS Host
© SOCKS v4 @ SOCKS v5
No Proxy for:

Example: .mozilla.org, .net.nz, 192.168.1.0/24
@ Automatic proxy configuration URL:

Help

) Firefox Prefer &) IP Address Lookup (IPv4 & IPv Elizp - i2pr
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=z FAQ - 12P

S

Whatis Myl P com

from

[
File Edit View
[ FAQ - 12P

am

connec

Lookup

E m.

Internet } h

IP-Lookup I
or any other

If this

IP-LOOKUP

unique Imeme( Protocol [ IP

What Is My IP Address - WhatlsMyIP.com

Your IP Address Is:
180.215.220. 200

“"hats My ]P Address?

Our visitors need to know their IP address for
m: ans including gaming, tech support
remote desktop connection, proxy detection,
anonymity, to see if their address has changed.
or if they're running thier own email server. If
you need to run your own email server or web
server. it would be best to have a stat
Alternat
pl ivate network) can also be utilized for added
network security \p|-;|n1\ often come here to
do an to find the location of
an IP address. Same [nlks might've qnuan a
spam email and want to learn Ho
il. Others might ask themselves
. ! Whatever your reason for

visiting, welcome. If you don't find what you're looking
Addr yrum where you can post your questions and

r, please

persons

Internet Protocol Address:

This number is an exclusive number all information technology devices (printers, routers,
modems, et al) use which identifies and allows them the ability to communicate with each
other on a computer network. There is a standard of communication which is called an
Internet Protocol standard. In laymans terms it is the same as your home address. In order
for you to home the sending party must have yo ect mailing
addross (IP address) in your town (network) or you do not receive bills, pizza pons or your
tax refund. The same is true for all equipment on the internet. Without this specific address,
information cannot be received. IP addresses may either be assigned permanently for an
Email server/Business server or a permanent home resident or temporarily, from a pool of
available addresses (first come first serve) from your Internet Service Provider. A permanent
number may not be available in all areas and may cost extra so be sure to ask your ISP

ive snail m:

Domain Name System (DNS): This allows the IP address to be translated to words. It is
sier for us to remember a word th
net €

1 & series of numbers. The sama is true for ¢

EE FAQ - 12P

in Lookup

Documents

a TCP/IP network (

network, or the

rrent IP address
and IPv6 acdresse:

Help

Your current |IP address :

WAN
LAN

Host

Country

rr=amm

Address information

Related IP addresses

Local IP addresses / Proxy

IP owner info (Whois)

Domain owner info (Whois / Abuse)

44444

85.31.186.67
get my LAN address

85-31-186-67.blue.kundencontroller.de

Germany !

Neighborhood

BH 12P Router Console ...

ontact us

FREE $100,00
PRACTICE ACCOUNT

PRACTICE FOREX
CURRENCY TRADING

MONTHLY PRIZES

Y \ristma
1 would like to wish everyone a very safe
and Merry Christmas Image
hitp:ffwww.shnerdlys.com/gallery
lessed. jpg

m new to this but I'm getting personal
threats in email and I'd really like to know
© the messages are coming from. 1
don't think the
srch Outlook
Hi all. Not sure

adidr
1am in the right section

but I need some info. I think I am getting
emails from the same person using
different free...

razen
Throne on battle.ne of us do
My question was how can 1 get unbanned?
By changing my IP

C not nnect to my external
Hello all. I have been searching for a
resolution for this issue off and on for a
fow yoars now. I have found ways around
the issue up until now...

@ IP Address Look...
* 22 ail

ERF

The
requ
URL
coul
not
be
retri

The following error was
encountered while
trying to retrieve the

ERROR URL:

oogleads.

[/pagead/ads?

Access
Denied.

Access control

.double

So my IP which was originally 180.215.220.200 now got changed to 85.31.186.37



Conclusion :

There are many more things which we can do with I2P but covering all those aspects
will not be possible under the scope of this paper. This paper is written just to present a
basic idea and features of I2P and how to install it over BackTrack 5 R1.

One more purpose of the paper was to show how easy I2P is to use and configure over
TOR and the extra features.

To cover most of the features of I2P I have decided to write down a separate paper
which I will be posting very soon.

For any suggestions and queries please mail me : infosecpirate@gmail.com
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