Defeating PGP with LanMan

Here is a series of steps that can be taken to undermine the strength of PGP with the weakness of LanMan. A few words to start, I’m a big fan of PGP. I think it to be one of the best security tools, both for it’s protection and it’s authentication abilities. However, there are several ways to intrude upon NT and easily extract the private key and/or the clear file contents, rendering PGP little more than a paper envelope.

A fairly easily demonstrated attack is to make PGP come to you by forcing NT to notify you when the particular PGP file you are interested in is unarmored. This attack can be defeated, but you have to take steps to do this, and you can not trust NT to keep your secrets. I hope this will change.

People who use PGP should be able to simply use it, and be safe in that usage without having to know every security trick in the book to protect their protector.

This series of steps was quite easily demonstrated to a client wanting assurance of privacy protection, and produced a pretty good amount of  shock factor.

1) Acquire the password hash to the user to the box in question. This is done most easily by sniffing the hash off the wire with L0phtcrack

2) Bust out the admin password – this took 5.6 hrs.

3) We also take a look at the file system and note where .pgp files are kept. “D:\accounting\sept”

4) We notice monthly and daily reports. Daily reports, according to time stamps are built around 2:30-3:45pm 

5) We also notice that someone usually reads them around 10:30 am by examining the access time stamps

6) So, we have admin rights to the box, but not the PGP key. What we want is to know when the file is unarmored and read.

7) On our box, we write a little app, and using the Win32 API, FindFirstFileChangeNotification(), we make a network connection and set a remote directory watch at 10:15 am.

8) At 10:45 am, someone has unarmored the PGP file, triggering a directory change as the clear text file is created, which causes our local alarm to go off. The unarmored file inherits the permissions of the directory, which in most cases is Everyone R/W. all we want to do is read it.

9) Anyway, we now copy the clear text and our on our way.
10) This also works well for watching the temp directory and the PGP email attachments that get unarmored there.
There are a few steps to protect against this. However, this is only the easiest of possible attacks. I’m not going to outlay a more sophisticated attack. It’s quite possible to introduce a good bit of indirection to the attack so that logs are not so easily deciphered, or that the PGP files were the focus of the attack.

The point is that strength of PGP can be compromised by the weakness of LanMan. Just something to be aware of in configuring/planning your NT defenses. Other attacks include introducing system hook DLL’s into application address spaces and capturing the private passphrase. Since NT does not give you the option of stopping DLL’s from being forced into your address space (Are you listening MS?), this is a valid option. It is a great deal easier to attack NT, than to waste CPU cycles on a 2048 bit key. 

A bummer is there is no way to ask NT, “Who has a Dir/File watch currently set against this box?” (Are you listening MS? This is an important, fair question)

The only way is to look for an active connection with nbtstat and/or svrmgr before running decrypting with PGP, and who does that?

    Protections against this kind of attack for the truly paranoid are:

1) Full Directory Auditing 

2) Very precise DACL settings on dir, files and inheretence (weak passwords bypass this)

3) Full Object Auditing

4) Checking nbtstat –s or svrmgr before running PGP

5) Taking note of  who is connected before running PGP

6) Setting an audit alarm of some kind

7) Making sure auditing has not been turned off before running PGP

8) What DLL’s are loaded in your process spaces before you punch that phrase 

9) Switched hubs to reduce full blown sniffing

Cheers,
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