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Foreword

ISO (the Internationa Organization for Standardization) and IEC (the International Electrotechnica
Commission) form the specidized system for worldwide standardization. Nationa bodies that are
members of 1SO or |EC participate in the development of Internationd Standards through technical
committees established by the representative organization to deal with particular fields of technica
activity. 1SO and |EC technica committees collaborate in fields of mutua interest. Other
international organizetions, governmenta and non governmentd, in liaison with 1SO and IEC, dso
take part in the work.

Internationa Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
Part 3.

Inthefield of information technology, SO and |EC have established a joint technical committee,
ISO/IEC JTC 1. Draft International Standards adopted by the joint technical committee are
circulated to nationd bodies for voting. Publication as an Internationa Standard requires approva
by at least 75 % of the national bodies cagting a vote.

In exceptiond circumstances, when atechnical committee has collected data of a different kind from
that which is normaly published as an International Standard (" dtate of the art”, for example), it may
decide by asmple mgority vote of its participating members to publish a Technicd Report. A
Technical Report is entirely informative in nature and does not have to be reviewed until the data it
provides are consdered to be no longer valid or useful.

Attention is drawn to the possibility that some of the dements of this part of ISO/IEC TR 13335
may be the subject of patent rights. 1SO and IEC shdl not be held responsible for identifying any or
al such patent rights.

ISO/IEC TR 13335 was prepared by the Joint Technica Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 27, I T Security techniques.

ISO/IEC TR 13335 congsts of the following parts, under the generd title Information technol ogy
— Guidelines for the management of I T Security:

Part 1: Concepts and models for managing and planning I T Security,
Part 3: Techniques for the management of IT Security,

Part 4. Selection of safeguards, and

Part 5: Management guidance on network security
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Executive Summary

ISO/IEC Technica Report 13335-1, Information Technology — Security techniques — Guidelinesfor
the management of IT Security (GMITS) — Part 1: Concepts and Modes for managing and planning
IT Security, isthefirst in aseries of guiddines that ded with the planning, management and
implementation of information technology security. All organizations today, government and
commercid, rely heavily on the use of information technology, and there is a consequent need to
protect information and to manage the security of IT.

Part 1 of this seriesisintended for a senior management audience. It contains definitions applicable
to dl Parts, and introduces various concepts and models of information technology (1T) security that
may be applicable to different organizations.

It aso provides concepts and guiddines for managing and planning I T security. Principa amongst
the conceptsis risk management, which entalls identification and analysis of threets, vulnerabilities,
impact, and risk, and the treatment of risks through detailed I T security planning, including sdlection
of safeguards and implementation processes. Risk management is key to in developing an effective
I'T security posture. Other important concepts include planning in terms of objectives, Srategies and
policies and other IT security management functions.

The further Parts of this Technical Report provide more in-depth discussion of the various aspects of
IT security raised in Part 1.
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I ntroduction

The purpose of this Technica Report (ISO/IEC TR 13335) isto provide guidance, not solutions, on
management aspects of information technology (IT) security. Those individuas within an organization
that are repongble for IT security should be able to adapt the materid in this report to meet their
gpecific needs. The main objectives of this Technical Report are:

= to define and describe the concepts associated with the management of 1T security,

= toidentify the relationships between the management of 1T security and management of
IT in generd,

= to present severa modds that can be used to explain IT security, and

= to provide genera guidance on the management of IT security.

= |SO/IEC TR 13335 isorganized into multiple parts. Part 1 provides an overview of the
fundamental concepts and models used to describe the management of IT security. Part
1 a0 describes management and planning aspects. This materid is suitable for senior
managers and those responsible for I T security and for those who are responsible for an
organization's overal security program and those with responghilities relating to an
organization's I'T systems.

Part 3 (ISO/IEC TR 13335-3 Guiddines for the management of IT Security Part 3: Techniques for
the Management of IT Security) describes security techniques gppropriate for use by those involved
with management activities during a project life-cyde, such as planning, designing, implementing,
testing, acquisition or operations.

Part 4 (ISO/IEC TR 13335-4 Guiddines for the management of IT Security Part 4: Sdection of
Safeguards) provides guidance for the sdection of safeguards, and how this can be supported by the
use of basdline models and controls. It aso describes how this complements the security techniques
described in Part 3, and low additional assessment methods can be used for the sdection of

safeguards.

Part 5 ISO/IEC TR 13335-5 Guiddines for the management of IT Security Part 5. Management
guidance on network security) provides guidance with respect to networks and communications to
those responsible for the management of IT security. This guidance supports the identification and
andysis of the communications related factors that should be taken into account to establish network
Security requirements. It also contains a brief introduction to the possible safeguard aress.
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I nfor mation technology — Guidelines for the management of I T Security —

Part 1:
Concepts and models for management and planning I'T Security

1 Scope

ISO/IEC TR 13335 contains guidance on the management of IT security. Part 1 of ISO/IEC TR
13335 presents the concepts and models fundamenta to a basic understanding of 1T security, and
addresses the general management issues that are essentid to the successful planning,
implementation and operation of IT security. The other three parts provide operationa guidance for
I'T security managers. Together these parts can be used to help identify and manage al aspects of
IT security.

2 Normative References
= |SO 7498-2:1988 Information processing systems - Open Systems Interconnection - Basic
Reference Modd - Part 2: Security Architecture

= |SO/IEC 13888-1: 1997, Information technology - Security techniques - Non-repudiation -
Part 1: Generd

Other standards or technical reports related to topics within this broad subject areamay be
developed in future.

3 Definitions

The following definitions are used in the five parts of ISO/IEC TR 13335. These definitions are dso
found in SC 27 Standing Document no 6 Glossary of IT Security Terminology SD 6, March 1998.

3.1  accountability: the property that ensures that the actions of an entity may be traced
uniquely to the entity (ISO 7498-2: 1988).

32 asst anything that has vaue to the organization.
3.3  authenticty: the property that ensures that the identity of a subject or resource is
the one clamed. Authenticity gpplies to entities such as users,

processes, systems and information.

34  avalaility: the property of being accessible and usable upon demand by an
authorized entity (1SO 7498-2: 1988).

3.5 basdinecontrols aminimum set of safeguards established for asystem or
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3.6

3.7

3.8

39

3.10

311

3.12

3.13

3.14

3.15

3.16

3.17

3.18

3.19

3.20

confidertiality:

organization.

the property that information is not made available or disclosed to
unauthorized individuals, entities, or processes (1SO 7498-2: 1988).

contral: in the context of informeation technology security, the term “control” is normaly

congdered to be synonymous with “safeguard”. See 3.22.
Reference aswdll 1S 17799:2000.

impact: the result of an unwanted incident.

integrity:

IT security:

I'T security policy:

non-repudiation:

reiaaility:
resdud risk:

risk:

rik andyss

risk assessment;

risk evauation:

risk identification:

risk management:

the property of safeguarding the accuracy and completeness of
assets.

al agpects rdated to defining, achieving, and maintaining
confidentidity, integrity, availability, non-repudiation, accountability,
authenticity, and religbility.

rules, directives and practices that govern how assets, including
sengtive information, are managed, protected and distributed within
an organizationand its I T systems.

the ability to prove an action or event has taken place, so that this
event or action cannot be repudiated later. (ISO/IEC 13888-1:
1997; ISO IS 7498-2)

the property of consstent intended behaviour and results.

the risk that remains after implementation of the IT security plan.

the potentid that a given threat will exploit vulnerabilities of an asset
or group of assets and thereby cause harm to the organization.

the systemdtic process of estimating the magnitude of risks.

the process of combining risk identification, risk analysis and risk
evduation.

the process of comparing andyzed levels of risk against pre-
edtablished criteriaand identifying areas needing risk trestment.

the process of identifying risks considering business objectives,
threats and vulnerabilities as the basis for further andyss.

the totd process of identifying, controlling, and iminating or
minimizing uncertain events that may affect IT sysem resources.
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3.21 risk trestment: the process of defining an I T security management plan based on
risk evauation.

3.22 safeguard: apractice, procedure or mechanism that reducesrisk. Note that the
term “safeguard” is normally considered to be synonymous with the
term “control”.

3.23 threat: apotentia cause of an unwanted incident that may result in harm to
asystem or organization.

3.24  wuneability: aweakness of an asset or group of assets that can be exploited by

one or more threats.

4 Structure

This part of ISO/IEC TR 13335 is gtructured as follows: Clause 5 outlines the aim of this report and
Clause 6 provides information on the background requirements for the management of 1T security.
Clause 7 examines the dements and relationships of I'T security both conceptually and through
models. Clause 8 discusses the policy and documentation hierarchy for managing and planning I'T
security, from business objectives and corporate policy to detailed specifications on topics such as
network security. Clause 9 discusses T security organization. Clause 10 presents an overview of
I'T security management functions, including risk management. Findly, Part 1 issummarized in
Clause 11.

5 Aim

ISO/IEC TR 13335 isintended for avariety of audiences. The aim of Part 1 isto provide a high-
level management overview. This should be suitable for senior managers within an organization who
are responsible for security and those who have responsibility for procurement, design,
implementation, or operation of IT sysems.

It is not the intent of this report to suggest a particular management approach to IT security. Instead
the report contains a genera discussion of useful concepts and model s for the management and
planning of IT security. This materid is generd and applicable to many different syles of
management and organizationd environments. Thisreport is organized in amanner that dlowsthe
talloring of the materiad to meet the needs of an organization and its specific management syle.

6 Background

Government and commercid organizations rely heavily on the use of information to conduct their
business activities. Loss of confidentidity, integrity, avallability, non-repudiation, accountability,
authenticity and reliability of information and services can have an adverse impact on organizations.
Conseguently, thereisacritica need to protect information and to manage the security of IT
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sysems within organizations. This requirement to protect information is particularly important in
today’ s environment because many organizations are internaly and externally connected by
networks of IT systems.

In order to fulfill management responsibilitiesfor IT systems, security must be an integral part of an
organization's overall management plan. As aresult, severd of the security topics addressed in this
report have broader management implications. This report will not attempt to focus on the broad
management issues, but rather on the security aspects of the topics and how they are related to

management in generd.

7 Security Elements

Thefollowing sub-clauses describe a ahigh leve the mgor dementsthat are involved in security
management and planning. Each of the dements isintroduced, and the mgor contributing factors
identified. More detailed descriptions and discussions of these eements and their relaionships are
contained in other parts of this report.

7.1 Assets

The proper management of assatsis vita to the success of the organization, and isamagor
responghility of al management levels. The assets of an organization include:

= physica assts (e.g., computer hardware, communications facilities, buildings),
= information / data (e.g., documents, databases),

»  software,

= the ability to produce some product or provide a service,

= people, and
» intangibles (e.g., goodwill, image).

Most or al of these assets may be considered va uable enough to warrant some degree of
protection. An assessment of the risks being accepted is necessary to determine whether the assets
are adequately protected.

From a security perspective, it is not possible to implement and maintain a successful security
program if the assets of the organization are not identified. In many Stuations, the process of
identifying assets and assigning a vaue can be accomplished at a very high level and may not require
acogly, detaled, and time consuming andysis. Thelevd of detal for thisanayss must be
measured in terms of time and cost versus the vaue of the assets. In any case, the leve of detall
should be determined on the basis of the security objectives. In many cases, it is helpful to group
assets.

Asset attributes to be congdered include their value and/or sengitivity, and any inherent safeguards.
Vulnerabilitiesin the presence of particular thrests influence protection requirements for assets. If
these aspects are agpparent to the asset owner, they should be captured at this stage. The
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environments, cultures and legal systems the organization operates in may affect assets and their
attributes. For example, some cultures consider the protection of persona information as very
important while others give alower Sgnificance to thisissue. These environmentd, culturd and legd
variations can be sgnificant for internationa organizations and their use of 1T systems across
international boundaries.

7.2 Threats

Assats are subject to many kinds of threats. A threst has the potentid to cause an unwanted
incident that may result in harm to a system or organization and its assets. This harm can occur from
adirect or indirect attack on the information being handled by an IT system or service, eg., its
unauthorized destruction, disclosure, modification, corruption, and unavailability or loss. A threet
needs to exploit an existing vulnerability of the asset in order to successfully cause harm to the asst.
Threats may be of natura or human origin and can be accidentd or deliberate. Both accidenta and
deliberate thrests should be identified and their level and likelihood assessed.

Examples of threats are;

Humean Environmentd
Ddliberate Accidental

Earthquake

Eavesdropping Errors and omissons Lightring
Information modification File deetion Floods
System hacking Incorrect routing Fire
Malicious code Physicd accidents
Theft

Satidicd datais available concerning many types of environmentd threats. This data should be
obtained and used by an organization during the threat assessment process. Threats may impact
specific parts of an organization, for example the disruption to persona computers. Some threats
may be generd to the surrounding environment in a particular location in which asystem or
organization exigts, for example damage to buildings from hurricanes or lightning. A threat may arise
from within the organization, for example sabotage by an employee or from outside, for example
malicious hacking or indugtrid espionage. The amount of harm caused by athreat can vary widely
for each occurrence. The harm caused by the unwanted incident may be of atemporary nature or
may be permanent as in the case of the destruction of an asset.

Some threats may affect more than one asset. In such cases they may cause different impacts
depending on which assets are affected. For example, a software virus on a sngle persond
computer may have alimited or localized impact. However, the same software virus on a network
based file server may have widespread impact.

Threats have characterigtics that provide useful information about the threet itsef.  Examples of such
information include:
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"  SOUrCe, i.e., ingder vs. outsder,

= motivation, eg. financid gain, competitive advantage,
= frequency of occurrence, and

= threat severity.

The environments and culturesin which the organization is Stuated can have a Sgnificant bearing and
influence on how the thregts to the organization are dedlt with. In extreme cases, some threats may
not be condgdered harmful in some cultures. Aspects of environment and culture must be considered
when addressing threats.

Threats may be qudified in terms such as High, Medium, and Low, depending on the outcome of
the threat assessment.

7.3 Vulner abilities

Vulnerabilities associated with assets include wesknesses in physica layout, organization,
procedures, personnd, management, adminigtration, hardware, software or information. They may
be exploited by athrest that may cause harm to the IT system or business objectives. A
vulnerability in itsdf does not cause harm; avulnerability is merdly a condition or set of conditions
that may dlow athrest to affect an assst. Vulnerabilities arisng from different sources need to be
congdered, for example thoseintrindc to the assat. Vulnerabilities may remain unless the asset itsdlf
changes such that the vulnerability no longer gpplies.

An example of avulnerability islack of access control, which could alow the threst of an intruson to
occur and assetsto be lost.

Within a specific system or organization not dl vulnerabilities will be susceptible to a threst.
Vulnerabilities that have a corresponding threat are of immediate concern. However, asthe
environment can change dynamicaly, dl vulnerabilities should be monitored to identify those that
have become exposed to old or new threats.

Vulnerability andyssis the examination of weaknesses that may be exploited by identified thresats.
This andyss mugt take into account the environment and existing safeguards. The measure of a
vulnerability of aparticular system or asset to athrest is a statement of the ease with which the
system or asset may be harmed.

Vulnerabilities may be quaified in terms such as High, Medium, and Low, depending on the
outcome of the vulnerability assessment.

74  Impact

Impact is the consequence of an unwanted incident, caused either ddiberately or accidentdly, which
affects the assats. The consequences could be the destruction of certain assets, damageto the IT
system, and loss of confidentidity, integrity, availability, non-repudiation, accountability, authenticity
or reliability. Possble indirect consegquences include financia losses, and the loss of market share or
company image. The measurement of impacts permits a ba ance to be made between the results of
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an unwanted incident and the cost of the safeguards to protect againgt the unwanted incident. The
frequency of occurrence of an unwanted incident needs to be taken into account. Thisis particularly
important when the amount of harm caused by each occurrence islow but where the aggregate
effect of many incidents over time may be harmful. The assessment of impactsis an important
element in the assessment of risks and the selection of safeguards.

Quantitative and quaitative measurements of impact can be achieved in anumber of ways, suchas

= edablishing the financid cod,
= assigning an empirica scae of severity, eg., 1 through 10, and
» theuseof adjectives sdlected from a predefined lig, e.g., low, medium, high.

75 Risk

Risk isthe potentid that a given threet will exploit vulnerabilities of an asset and thereby cause loss
or damage to an organization. Single or multiple threats may exploit Sngle or multiple vulnerabilities.

A risk scenario describes how a particular threat or group of threats may exploit a particular
vulnerability or group of vulnerabilities exposing assets to harm. Therisk is characterized by a
combination of two factors, the probability of the unwanted incident occurring and itsimpact. Any
change to assts, threets, vulnerabilities and safeguards may have sgnificant effectsonrisks. Early
detection or knowledge of changes in the environment or system increases the opportunity for
appropriate actions to be taken to reduce the risk.

Risk management is discussed more fully in Clause 10 and in grester depth in the risk management
Part of thisreport.

7.6  Safeguards

Safeguards are practices, procedures or mechanisms that may protect againgt a threst, reduce a
vulnerahility, limit the impact of an unwanted incident, detect unwanted incidents and facilitate
recovery. Effective security usudly requires acombination of different safeguards to provide layers
of security for assets. For example, access control mechanisms gpplied to computers should be
supported by audit controls, personnd procedures, training and physica security. Some safeguards
may exist dready as part of the environment, or as an inherent aspect of assets, or may be dready in
place in the system or organization.

Safeguards may be considered to perform one or more of the following functions:

= prevention,

=  deterrence,

= detection,

= |imitation,

= correction,

" recovery,

= monitoring, and
= avareness.
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An appropriate sdlection of safeguardsis essentid for a properly implemented security program.
Many safeguards can serve mulltiple functions. It is often more cost effective to select safeguards
that will satisfy multiple functions. Some examples of areas where safeguards can be used include:

= physicd environment,

= technicd environment (hardware, software and communications),
=  personne, and

= adminigration.

Certain safeguards send a strong and clear message with regard to the organization’ s attitude
towards security. In thisregard, it isimportant to sdect safeguards that are not offensve to the
culture and/or the society in which the organization operates.

Examples of specific ssfeguards are:

= policies and procedures

= access control mechanisms

= anti-virus software,

= encryption,

= digitd dgnatures,

=  monitoring and andysstools,

= redundant power supplies, and
= back-up copies of information.

7.7  Resdual risk

Risk is never completdy diminated. Part of judging whether the security is gppropriate to the needs
of the organization is the acceptance of the resdual risk.

Management should be made aware of dl resdud risksin terms of impact and the likelihood of an
event occurring. The decision to accept resdud risks must be taken by those who arein apodtion
to accept the consegquences of the impact of unwanted incidents occurring and who can authorize
the implementation of additiona safeguardsif the resdud risk levels are not acceptable.

7.8 Congraints

Congraints are normally set or recognized by the organization's management and influenced by the
environments within which the organization operates. Some examples of congtraintsto be
consdered are:

= organizaiond,
=  bugness,

= finandd,

= ewvironmentd,
= personnd,

= time



ISO/IEC TR 13335-1

= Jlegd,
= technicd, and
= culturd/socid.

These factors should be consdered when sdlecting and implementing safeguards. Periodicaly,
existing and new congtraints must be reviewed and any changes identified. It should aso be noted
that congtraints might change with time, geography, and socid evolution, aswell as organizationd
culture. The environment and culture in which the organization operates can have a bearing on
severd security dements, especidly threats, risks, and safeguards.

79 Models

It is recognized that many models exist for the management of IT security. The following models
provide those concepts that are necessary for an understanding of the I'T security management
issues. The following modes are described:

= the management of the I T security process,
= security dement relaionships, and
*  risk management relationships.

7.9.1 IT security management process model

I'T security management is a process used to achieve and maintain appropriate levels of
confidentidity, integrity, availability, non-repudiation, accountability, authenticity and reliability. A
systematic approach is necessary for the identification of requirements for IT security within an
organization. Thisaso istrue for the implementation of IT security, and its ongoing adminigtretion.
See Clause 10.1 for additiona guidance.

Figure 1 depicts a process flow modd of 1T security management functions.
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Risk Management
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Configuration and Change Management

Business Continuity Planning

Review and Monitor

Figurel: IT Security Management Functions. Process M odel
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7.9.2 Security Element Reationships

Security of IT sygsemsisamulti-dimensiond discipline that can be viewed from different aspects.
Figure 1 presents amodd that shows how assets are potentialy subject to a number of threats. This
collection of threats changes congtantly over time and is only partidly known.

The modd represents:

= an environment containing congtraints and thregts that change congtantly and are only
partidly known,

» theassets of an organization,

= thevulnerabilities associated with those assts,

» sgfeguards sdlected to protect assets and

» resdud risks acceptable to the organization.

Asillustrated in Figure 2, some safeguards (S) may be effective in reducing the risks (R) associated
with multiple threats (T) and/or multiple vulnerabilities (V). A threat can only become effectiveif the
asst isvulnerableto it. Sometimes severa safeguards are required to reduce the residua risks
(RR) to an acceptable level. In some cases, when the risk is considered acceptable, no safeguards
areimplemented even if threats are present. In other cases, avulnerability may exist, but there are
no known threats to exploit it. Safeguards may be implemented to monitor the threat environment to
ensure that no threats develop which can exploit the vulnerability. Congraints (C) affect the
selection of safeguards.

CONSTRAINTS

V,'/ASSETS \
| H )

\ and thelr/ V
walue .7

Legend:
R - risk

DD _ racidnal riels
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Figure 2: Security Element Relationships

7.9.3 Risk Relationships

Figure 3 illudtrates the relaionships between security e ements often associated with risk. For dlarity
only the mgor rationships are shown.

THREATS ‘ VULNERABILITIES
increase increase
SAFEGUARDS I » RISKS %L ASSETS

reduce \
/ increase

indicate

IMPACTS

PROTECTION
REQUIREMENTS

Figure 3: Risk Relationships M odel
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There are anumber of relationships between the components shown in Figure 3. The following
paragraph provides an introduction to these. For clarity, the italicized text directly references one or
more of the components of Figure 3.

Any IT system comprises assets (particularly information, but aso hardware, software,
communications services, etc.) that are important to the success of an organization’s business.
These assets have val ue to the organization, which is normaly expressed in terms of the potential
adver se impacts on the business operations of the organization were unauthorized disclosure,
modification or repudiation of information, or unavailability or destruction of information or service,
to occur. These impacts are first determined regardless of which threats might occur to cause the
impacts, to be sure of identifying the red vaues. Then the question of what threats might occur to
cause such impacts, and isthe likelihood of their occurrence, is addressed, i.e. assets could be the
subject to a number of threats Then the question of what vulnerahilities (or wesknesses) might
be exploited by the threats to cause the impacts is addressed, i.e. threats could exploit
vulnerabilities to expose assets Next the asset vaues (potentia adverse business impacts), and
the likelihood of threats, and the seriousness of vulnerahilities, are brought together to determine
risks Each of these components, i.e. values, threats and vulnerabilities, can increase risks.
Mesasures of riskswill then indicate the overall protection requirement, which in red termsis
effected or met by the implementation of safeguards. The implemented safeguards then
reduce the risks, protect against threats and indeed can reduce vulnerabilities.

Figures 4, 5 and 6 illudtrate the relationships between protection requirements and threats,
vulnerabilities, and assets, respectively. Some I T security management gpproaches may emphasize
one of the perspectivesillustrated by these figures. Such approaches may, however, overlook some
important aspects. Consequently, Figure 3 provides the more genera gpproach and is used as the
basisfor Part 3 of ISO/IEC TR 13335.

13
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8 Policy Hierarchy

81  Objectives, Strategies and Policies

Corporate security objectives, srategies and policies need to be formulated as the basis for effective
IT security in an organization. They support the business of the organization and together they
ensure consstency between al safeguards.

Objectives (what isto be achieved), strategies (how to achieve these objectives), policies (the rules
to be obsarved in implementing the strategies), and procedures (the methods for implementing the
policies) may be defined and developed hierarchicaly from the corporate to the operationa levels of
the organization and for each divison, business unit or department. The directing documentation
should reflect organizationd requirements and take into account any organizationa congraints.
Cons stency amongst the corresponding documents, athough influenced by different points of view,
and amongd the various leves of the organization, isimportant, Snce many threeats (such as system
hacking, file ddetion and fire) are common business problems.

Furthermore, generd corporate objectives, strategies and policies, and taking into account business
objectives, should be reflected and refined in detailed and specific objectives, policies and
proceduresin al areas of interest to the organization, such as financid management, personnel
management — and security management. Security should then be further broken into its condtituent
parts (personnd, physicadl, IT, etc.). The hierarchy of documentation should be maintained and
updated based on the results of periodic security reviews (e.g., risk analys's, security audits) and
changes in business objectives.

The cor por ate security policy essentidly comprises the security principles and directives for the
organization asawhole. Corporate security policies should reflect the broader corporate policies,
including those that addressindividua rights, legd requirements and standards.

The corporate I T security policy should reflect the essentia 1T security principles and directives
gpplicable to the corporate security policy, and the generd use of 1T systemns within the organization.

AnIT system security policy should reflect the security principles and directives contained within
the corporate I T security policy. It should also contain details of the particular security requirements
and safeguards to be implemented and procedures on how to use safeguards correctly to ensure
adequate security. Inal cases, it isimportant that the gpproach taken is effective in relation to the
business needs of the organization.

IT system security objectives, strategies, policies and procedures represent what is expected from
the IT sysem in terms of security. They are normaly expressed usng anatura language, but there
may be arequirement to express them in amore forma way using some mathematica language.
They should address I'T security concerns, such as.

= confidentidity,
*  integrity,
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= availability,

* nonrepudiation,
= accountability,

= authenticity, and
= rdiability.

The objectives, srategies, policies and procedures will establish the leve of security for the
organization and the threshold for risk acceptance.

8.2  Policy Relationships

Where appropriate, the corporate I T security policy may be included in the range of corporate
technica and management policies, that together build abasis for a corporate IT Strategy Statement.
This statement should include some persuasive words on the importance of security, particularly if
security is necessary for the compliance with that strategy. Figure 7 shows the relationships between
the various policies. Regardless of the documentation and organizationd structure in use by the
organization, it isimportant that the different messages of the policies described are addressed, and
that consstency is maintained.
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Other, more detailed, I T security policies are required for specific systems and services, or for a
group of IT systemsand services. These are normdly known as I T system security policies. Itisan
important management aspect that their scope and boundaries are clearly defined, and based on
both business and technica requirements.

8.3 CorporatelT Security Policy Elements
The corporate IT security policy should at least cover the following topics:

IT security requirements, eg., in terms of confidentidity, integrity, availability, athenticity,

accountability and rdiability, particularly with regard to the views of the asset owners,

= organizationd infrastructure and assignment of responghbilities,

= integration of security into system development and procurement,

= definition of classes for information classfication,

* ik management drategies,

»  busness continuity planning,

= personne issues (oecid attention should be paid to personnd in positions requiring trust,
such as maintenance personnd and system adminigtrators),

=  awareness and traning,

= |egd and regulaory obligations,

= outsourcing management, and

* inddent handling.

9 Organizational Aspectsof IT Security
9.1 Rolesand Responsibilities
9.1.1 Organizational Roles, Accountabilitiesand Responsibilities

Effective security requires accountability and the explicit assgnment and acknowledgement of
security responghilities. Senior management is responsible for al aspects of security management
induding risk-management decisortmaking. IT security isan interdisciplinary topic and relevant to
every IT project and sysem and to dl 1T users within an organization. Appropriate assgnment and
demarcation of accountability and specific responsihbilities should ensure that al important tasks are
accomplished and that they are performed in an efficient way.

Although this goa may be achieved through various organizationa schemes, dependent upon the size
and gtructure of an organization, the following roles need to be covered in every organization:

= an|T security forum, which typicaly resolves the interdisciplinary issues and approves
policies and procedures, and

» thecorporate IT security officer, who acts as the focus for al IT security aspects within

18



ISO/IEC TR 13335-1

an organizaion.

Both the IT security forum and the corporate I T security officer should have well defined and
unambiguous duties, and be sufficiently senior to ensure commitment to the corporate IT security
policy. The organization should provide clear lines of communication, responghbility, and authority
for the corporate I T security officer, and the duties should be approved by the IT security forum.
The conduct of these duties may be supplemented by the use of externa consultants.

Figure 8 shows atypica example of the relationships between the corporate I T security officer, the
IT security forum and the representatives from other areas within the organization, such as other
security functions, the user community, and IT personnd. These rdationships may beline
management or functional. The example for the organization of IT security described in Figure 8
uses three organizationa levels. These are broadly based upon classica organizationa structures
such as corporate / department or corporate centre / business unit, but can easily be adapted to any
organization by adding or omitting levels according to the organization’s need. Small to medium
organizations may choose to have a corporate I T security officer whose respongibilities cover dl
security roles. When functions are combined it isimportant to ensure that the appropriate checks
and balances are maintained to avoid concentrating too much power in one person's hands without
having the possihility of influence or control.
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9.1.2 IT Security Forum
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Such aforum should involve people with the necessary skillsto identify requirements, formulate
policies, draw up the security program, review achievements and direct the corporate IT security
officer. There may adready be a suitable forum, or aseparate I T security forum may be preferred.
Therole of such aforum or committee is to:

»  advisethe IT seering committee regarding Strategic security planning,
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= formulate a corporate I T security policy in support of the IT strategy and obtain approva
fromthe IT steering committee,

= trandatethe corporate I T security policy into an I'T security program,
= monitor the implementation of the IT security program,

= review the effectiveness of the corporate IT security palicy,

= promote awareness of I T security issues, and

= advise on resources (people, money, knowledge, etc.) needed to support the planning
process and the I T security program implementation.

To be effective, the forum should include members with a background in security and the technical
aspects of IT systems, aswell as representatives of the providers and users of IT systems.
Knowledge and skillsfrom al these areas are needed to develop a practical corporate I T security

policy.

9.1.3 CorporatelT Security Officer

Because the respongibility for IT security is shared, there isarisk that, in the end, nobody will fed
reponsble at dl. To avoid this, respongbility should be assgned to a specific individud. The
corporate I'T security officer should act as the focus for dl IT security aspects within the
organization. There may aready be a suitable person who can take on the additiona
responsibilities, athough it is recommended that a dedicated post be established. Itispreferableto
select a person with background in security and I T as corporate I T security officer. The chief
respongbilities are:

= overdght of the implementation of the IT security program,

= liaison with and reporting to the IT security forum and the corporate security officer,
= mantaning the corporate I T security policy and directives,

= coordingting incident investigations,

=  managing the corporate-wide security awareness program, and

= determining the terms of reference for IT project and system security officers (and where
relevant departmentd | T security officers).

9.1.4 IT Project Security Officer and IT System Security Officer

Individua projects or systems should have someone respongible for security, usudly cdled the IT
Security officer. In some cases, thismay not be afull timerole. The functional management of these
officerswill be the responsibility of the corporate IT security officer (or, where gpplicable, the
department I T security officer). The security officer acts as the foca point for al security aspects of
aproject, asysem, or agroup of sysems. The chief respongbilities of the post are:

= liaison with and reporting to the corporate I T security officer (or, where applicable, the
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departmentd | T security officer),
» jssing and maintaining the I T project or system security policy,
= developing and implementing the security plan,
= day-to-day monitoring of implementation and use of the IT safeguards, and
» jnitiaing and as3ging in incident investigations.

9.2  Organizational Principles

9.2.1 Commitment

The commitment of management to I T security is essentid if appropriate protection of corporate
asstsisto beredized. Any actud or perceived lack of such commitment will undermine corporate
IT security officers and considerable weaken corporate defencesto I T security threets. Visble
support from the top should result in aformaly agreed and documented corporate I T security
policy, derived from the corporate security policy. The existence of these policies and their key
elements should be regularly communicated to al employees, underlining management interest and

support.

A business wide commitment to the goas of IT security includes:

* an understanding of the organization’s globa needs,

»  anunderstanding of the needs for IT security within the organization,
= ademondration of the commitment to I T security,

= awillingnessto addressthe IT security needs,

= awillingnessto dlocate resourcesto I T security, and

»  anawareness, a the highest leved, of what I'T security means, or congsts of (scope, extent).

The godsof IT security should be promulgated throughout the organization. Each employee, or
contractor, should know their role and respongbility, their contribution to IT security and be
entrusted to achieving such gods.

9.2.2 Consstent Approach

A congstent gpproach to IT security should be gpplied to al development, maintenance and
operationd activities. Protection should be ensured throughout the life cycle of information and IT
systems, from planning to disposal.

An organizationa structure, such asthe oneillustrated in Figure 8, can support a harmonized
gpproach to IT security throughout the organization. This needs to be supported by a commitment
to sandards. Standards may include internationd, nationd, regiona, industry sector, and corporate
standards or rules, selected and applied according to the I'T security needs of the organization.
Technica sandards need to be complemented by rules and guiddines on their implementation, use
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and management.
The benefits of usng sandards include:

» integrated security,

» interoperability,

= condsency,

= portability,

= economies of scale, and

= interworking between organizations.

9.2.3 Integrating I T Security

All IT security activities are most effective if they occur uniformly throughout the organization and
from the beginning of any IT sysem’slifecycle. ThelT security processisitsdf amgor cycle of
activities and should be integrated into al phases of the IT sysem life cycle. Whilst security is most
effectiveif it isintegrated into new systems from the beginning, legacy systems and business activities
benefit from the integration of security & any point in time,

AnIT system life cycle can be subdivided into three basic phases. Each of these phasesrdatesto
IT security in the following way:

=  Panning: IT security needs should be addressed during dl planning and decison making
activities.

= Acquistion: IT security requirements should be integrated into the processes by which
systems are designed, developed, purchased, upgraded or otherwise constructed.
Integration of the security requirements into these activities ensures that cost effective
security features are included in systems at the appropriate time and not afterwards.

= QOpeations IT security should be integrated into the operationd environment. Asan T
system is used to perform its intended mission, it typicaly undergoes a series of upgrades
that include the purchase of new hardware components or the modification or addition of
software. In addition, the operational environment frequently changes. These changesin the
environment could create new system vulnerabilities that should be andlyzed and assessed,
and either mitigated or accepted. Equaly important is the secure disposa or reassgnment
of the systems.

I'T security should be a continuous process with many feedbacks within and between an IT sysem'’s
life cycle phases. In mogt Situations, feedback will occur between and within al mgor activities of
the IT security process. This provides a continua flow of information about IT system
vulnerabilities, threats, and safeguards throughout the three phases of an IT sysem’slife cycle.

It is dso worth noting that each of an organization's business areas may identify 1T security
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requirements that are unique. These areas should mutudly support each other and the overal IT
security process by sharing information on security aspects which can be used to support the
management decision making process.

10T Security Management Functions

10.1 Overview

The adoption of the concepts discussed in Part 1 needs to take into account the culture and the
environment in which the organization operates, as these may have a sgnificant effect on the overal
gpproach to security. In addition, they can have an impact on those that are responsible for the
protection of specific parts of the organization. In some instances the government is considered to
be responsible and discharges this respongibility by the enactment and enforcement of laws. In other
ingancesit is the owner or manager who is considered responsible. Thisissue may have a
considerable influence on the approach adopted.

IT security management activities include:

= determining organizationd I T security objectives, strategies and policies,
» determining organizationd T security requirements,

=  development of an IT security policy (Clause 8),

» jdentifying roles and responghilities within the organization (Clause 9),

= risk management (Clause 10.2)

= reviewing and monitoring the implementation and operation of safeguards,
= deveoping and implementing a security awareness program,

= configuration management,

= change management,

= business continuity management,

= sSecurity audit, and

» incident handling.

Security isthe respongihility of dl levels of management within the organization and occursin dl
phases of asystemslife cycle.

10.2 Risk Management

Risk management is an on-going activity. For new systems and systems at the planning stage, it
should be part of the design and development process. For existing systems, risk management
should be introduced at any appropriate point. When significant changes to systems are planned,
risk management should be part of this planning process. It should take into account al systems
within the organization and not be gpplied to one system in isolation.

The main dements of the risk management process are shown in Figure 9. Each of the boxesin the
Figure are briefly described below, and more fully explained in Part 3 of thisreport. Note thet this
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graphic representation isintended as illugrative of one methodology. Implementing this
methodology may involve combining some of the steps that are shown as separate boxes. As noted
in Clause 3.17, the activity of identifying risksis consdered an integrd part of the risk assessment
process, athough it may occur as a separate step.

v

ESTABLISH CONTEXT

A
A\ 4

Assess Risks W

A
A 4

IDENTIFY RISKS

|

ANALYSE RISKS

!

EVALUATE RISKS

.

TREAT RISKS

v
A 4

M3INTH ANV JOLINOW

A
v

\ 4

COMMUNICATE AND CONSULT
A

A 4

A
A
A 4

T

Figure 9: Risk Management Process Overview

Establish the context

Establish the dsirategic, organizationd and risk management context in which the rest of the process
will take place. Criteria againgt which risk will be evaluated should be established and the structure
of the risk analysis defined.

| dentify risks
|dentify what, why and how things can arise as the basis for further andyss.

Analyze Risks

Determine the existing safeguards and anayze risks in terms of consequence and likelihood in the
context of these safeguards. The andysis should consider the range of potential consequences and
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how likely these consequences are to occur. Consegquence and likelihood may be combined to
produce an estimated level of risk.

In the context of 1T security, risk andyssfor IT sysemsinvolvesthe andyss of asset vaues, threats
and vulnerabilities. Risks are assessed in terms of potentia impact that would be caused by a
breach of confidentidity, integrity, availability, non-repudiation, accountability, authenticity or
reliability. Theresult of arisk andyssreview isa satement of the likely risks to assets.

Risk andyssis part of risk management and can be accomplished without an unnecessary
investment in time and resources by conducting an initid brief andysson dl sysems. Thiswill
determine which systems can be adequately protected by a code of practice or baseline controls,
and those sysems that will benefit from a detailed risk analysis review.

Evaluaterisks

Compare estimated levels of risk againgt pre-established criteria. This enables risksto be ranked so
asto identify management priorities. If the levels of risk established are low, then risks may fdl into
an acceptable category and treatment may not be required.

Treat Risks
Deveop and implement a specific management plan that includes congderation of funding. Options
include risk avoidance, risk reduction and risk transference. Accept and monitor low priority risks.

Communicate and consult
Communicate and consult with interna and externa stakeholders as gppropriate at each stage of the
risk management process and concerning the process as awhole.

Monitor and review

The use of safeguards should be monitored to ensure they function gppropriately, that changesin the
environment have not rendered them ineffective and that accountability is enforced. Morein-depth
information can be found in the risk management Part of this Technica Report.

10.3 Other IT Security management functions

10.3.1 Safeguard Selection

There are severd types of safeguards. those that prevent, reduce, monitor, detect, or correct
unwanted incidents, and those that recover from them. Prevention can include the deterrence of
unwanted actions and activities that enhance security awareness. Management respongbilities
include assessing the costs of individua safeguards relaive to the benefits they will provide, and
relative to the level of residud risk deemed acceptable. 1SO/IEC TR 13335 Part 4 provides
detailed guidelines on sdlection of safeguards
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10.3.2 Security awareness

Security awareness is an essentiad element for effective security. The lack of security awareness and
poor security practices by personnd within an organization can significantly reduce the effectiveness
of safeguards. Individuas within an organization are generdly consdered to be one of the weskest
security links. In order to ensure that an adequate level of security awareness existis within an
organization it isimportant to establish and maintain an effective security awareness program. The
am of a security awareness program is to explain to the employees, partners and suppliers:

= the security objectives, strategies and policies, and
= the need for security and their associated roles and responsibilities.

In addition the program should be designed to motivate employees, partners, contractors, and
suppliers, and ensure acceptance of their respongbilities for security.

A security awareness program should be implemented at dl levels in the organization from top
management to the individuas respongble for day-to-day activities. It will often be necessary to
develop and ddliver different awareness materid to people in different parts of an organization, and
with different roles and regpongbilities. A comprehengve security awareness program is developed
and delivered in stages. Each stage builds upon the lessons of the previous, beginning with the
concept of security and working through to respongibilities for implementing and monitoring security.

Security awareness programs within an organization may include a variety of activities. One such
activity isthe development and distribution of security awareness materid (e.g., posters, bulletins,
pamphlets, or briefings). Another activity is the presentation of courses thet train specific employees
on the proper security practices. In some circumstances, it may be effective to integrate appropriate
security requirements within other training courses or materias required by an organization. Findly,
courses are required which provide education at a professond level in very specific security topics.

In some casesiit is effective to incorporate security messages into other training programs. This
gpproach should be consdered in addition to, or as an aternative to, stand alone security awareness
programs. To develop a security awareness program that blends with cultural and administrative
requirements of a given organization, the following aspects need to be considered:

* needsandyss,

= program delivery,

= monitoring, and

" awareness program content.

10.3.3 Configuration management

Configuration management or control isthe process of maintaining system configuration and can be
done formdly or informaly. The primary security god of configuration management is to ensure that
up-to-date system configuration documentation is maintained, and that gpproved changes to the
system are managed in such amanner that such changes do not reduce the effectiveness of
safeguards and the overal security of the organization.
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Configuration management is intended to manage gpproved changes. It is not intended to prevent
changesto IT sysems on the basis of security. A related god of configuration management isto
ensure that changes to the system are reflected in other documents, such as disaster recovery and
business continuity plans. If the changeisamgor oneit may be necessary to andyze some or dl of
the system safeguards again.

10.3.4 Change management

Change management is the process used to help identify whether different security safeguards are
required when changesto IT systems occur.

IT sysems and the environment in which they operate are constantly changing. These changesare a
result of the availability of new IT features and services, or the discovery of new threats and
vulnerabilities. Changesto IT sysemsinclude:

= new procedures,

* new features,

= software updates,

= hardwarerevisons,

* new usersto include externa groups or anonymous groups, and
= additiond networking and interconnection.

When achangeto an IT system occurs or is planned, it isimportant to determine what, if any,
impact the change will have on the security of the system. If the system has a configuration control
board or other organizationd structure to manage technica system changes, the IT security officer
should be assigned to the board and be given the responsibility to make decisions about whether the
change will impact security, and if so how. In some cases, there may be reasons for making changes
that will reduce security. In these Situations, the decrease in security should be assessed and a
management decision made which is based on dl relevant factors. In other words, changesto a
system must adequately address security concerns. For mgor changes that involve the purchase of
new hardware, software or services, an anaysswill be required to determine the new security
requirements. On the other hand, many changes made to systems are minor in nature and do not
require the extensve andyss that is needed for mgor changes. For both types of changes, arisk
andysisthat considers the benefits and costs should be made. For minor changes, this can be
performed informaly a meetings, but the results and the management decisions should be
documented.

10.3.5 Business continuity management

There should be a managed process in place for developing and maintaining business continuity
throughout an organization. Business continuity management provides for the availability of
processes and resourcesin order to ensure the continued achievement of critical business objectives.
It includes planning for contingencies and recovery from disasters.

Before being able to produce business continuity plans, an organization should ensure that a strategy
is developed for the overall approach to business continuity. This strategy should be based on
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busness impact andysis results and related agreed minimum resource, accommodation, I T
infrastructure and communications requirements, and agreed recovery time periods.

Continuity plans contain information about how to operate a business when the support processes,
including IT systems, are degraded or unavailable. These plans should address the possible
compounding of anumber of scenariosincluding:

= vaiouslengths of interruption,

= |ossof different types of facilities,

= totd lossof physica accessto premises, and

= the need to return to the state that would have existed if the disruption had not occurred.

Disaster recovery plans describe how to restore to operation I T systems affected by an unwanted
incident. Disaster recovery plansinclude:

= criteriathat condtitute a disagter,

= responghility for activating the recovery plans,

= responshilitiesfor various recovery activities,

= descriptions of recovery activities, and

= responghility for testing thet the recovery plan is effective.

10.3.6 Review and Monitoring

The effectiveness of security safeguards should be verified periodicdly. Thisis achieved by
monitoring and compliance checking to ensure that the safeguards are functioning, and being used, in
the manner expected. Many safeguards produce an output that should be checked for security
ggnificant eventse.g., logs, darm reports. Genera system audit functions can provide useful
information from a security perspective and can be used in thisregard. Automated review and
andyss of system logs is an effective tool for helping to ensure the intended performance. These
tools can aso be used to detect unwanted events, and their use may have a deterrent effect.

11 Summary

The concepts and models discussed in this part of ISO/IEC TR 13335 can be used to manage and
develop plansfor protecting an organization’sIT assets. Thisinformation isintended to give
managers familiarity with the mgjor processes and functionsthet play arolein IT security
management. The information provided in this part may not be directly gpplicableto dl
organizetions. In particular, smal organizations are not likely to have dl the resources available to
completdy perform some of the functions described. In these Stuations, it isimportant that the basic
concepts and functions are addressed in an appropriate manner for the organization. Even in some
large organizations, some of the functions discussed in this part may not be accomplished exactly as
described.
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The other Parts of ISO/IEC TR 13335 will provide more in-depth information on these subjects,
and in particular on the risk management process.
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