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)bl Employers and
Data

Eqrloloyass Wil versy Using a USB
o Uiel)y slinlpziie iémovable hard
EMmployEespaEIving disk, data stays with

themMittle erno you

time tolretrieve data Encrypting that data
Employers will not ensures that it won't
allow employees to fall into the wrong

take data that is hands
theirs home.




LIN ERER/PL at
the devicerlevel

LOOP AES uses upto
256 bit symmetric
encryption

Combining LOOP-
Aes with a
removable USB hard
disk adds even
greater security

Adding GNUPG keys
onh a keyring USB
token enhances this
further




Slsiallingfioop-AES

LOOP AES sources from

Compieyourimost recent kernel (they

MUSTFBENRE same for things to work
without kludges)

Get the UTIL-LINUX collection, and put
in LOOP-AES directory




nGMioop AES

UIE=LINUX
< patchfile
pa@ MUSt be'done one level above util-

INUXAGIGECLOTrY.

Follow readme, it tells you EXACTLY what
to do!
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OOPFAESHEduIres that leoopback support
@ipee put In kernel

Makerstiierthat you are using the correct
kernelfversion BEFORE compiling

You must be root to install kernel modules

You must have done a "make menuconfig”
BEFORE compiling loop-aes




You must compile in
SCSI support (as a
module)

You must compile in
SCSI generic, Disk
modules

You must compile in
USB-uhci (module!)

You must compile in
USB-storage

Jse a more recent
kernel >=2.4.18

For usb 2.0 you

might want to try
2.5




' stellinegpiSBE (continued)

j ﬂ -
odules in the Devices are “hot”

pltigabble
SCSI GJEREric, USB 2.0 makes

scsi-disk, ush, usb- things a whole lot
uhci, andlsb- faster (from 1mb/s
storage to around 10/mb/s)

See website for
script to load
modules
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r" EXilEsystem made

-

t e ieadme that comes with
- Loop-

u@setup e setup device, commands in

readmertinder “setting up filesystem using
GNUPG

Format the filesystem using ext3 (so if
you have to remove things, its safe!)

manually mount the filesystem to test it
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/dr Geplerel ' Architecture

| scrlpts and

novable
har : "

Keep GNUPG keys
on al usbrkeyehain

Don't forget to
backup USB disk

Mount keychain on
/.keys

Mount USB hard
disk on /home/user

Create a script to
automatically mount
disk

Erase root’s
bash_history!




You might want to
get a USB hub

You might want to

get a supported USB

Keychains: 2.0 controller

|
google usb keychain (MUCH faster!)

$50.00 for 16mb
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SEpESSIbilities

SINEE |Iesystem IS
BHcrypes atidevice
glfEan put
irONTINES drives
and haveeentents
be secure firom
eavesdropping.

You could GAK! Put
it on a smb
filesystem, and the
worst thing that
could happen is
someone could
delete it.

E.g. put on terrapin
mine.




 OLEFPOSSibilities
- \/iew readme file

Inside of loop-aes
for even more ideas!

they dieraiiot!)

Encrypted ROOT
filesystems

Encrypted SWAP
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020" script

-
e/ imunn /2leop

\ S\‘

mod -T loop.o
Mount/ANEevysSdas /. keys

#CIEAIEUR SYMIINK™  filom . gnupg In root's
directenyierexiernal disk link
cd /roet/. gnupg

gpg --decrypt < keyfiler . asc | mount -p
O -text3/ dev/sda2 /home -o
loop=/ dev/loopO,encryption=AES192




greaingrtine Initial Loop
L Device

. -

IS ISicoveredin the readme !l
“head=c45 “dev/random | uuencode -m -

| head'-2/| tailf=1 | gpg -e -a-r
"Emaill®Suserid of key!" > keyfile . asc

gpg --dechpi=< keyiile . asc| losetup -p
0-e AES192/ dev/loop3/ dev/sda3
(partition te destroy!)

mkfs -t -] ext2 / dev/loop3
losetup -d/ dev/loop3




