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Graph Theory In Binary Files
Comparison
< Isomorphism

< Different from Isomorphism in Graph
Theory

< Structure Assembly Graphs

< Related
< Control Flow Graph Analysis
< Data Flow Analysis
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Patched Code Affects Assembly

Structure
- Additional “validation” function
< MS04-022 Task Schedule BOF

- Additional “iIf” construct to validate
string length

<~ MS04-011 11S PCT BOF
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Isomorphism In Three Levels

> Three Levels
< Call Graph Level
< Control Flow Graph Level
< Instruction Level

> Each level includes Two phrases
< Initialization of fixed points
< Propagation of fixed points
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Call Graph Level

Signature
basic information
< Basic Blocks
< Links
< Subcalls
» structure information
< Prime product of assigned primes of all schemas
Constraint Properties
< Same name
- Unique signature
» Same indegree(number of references)
~ Same strings reference
~ Recursive function
> Same prime product
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Same Name

> If two functions have the same name,
they will be added as a matched pair.
> We must exclude situations, when

< the library name is unknown
& SUD_ XXXXXXXX
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Unique Signature

< Calculate Euclid distance between each
two function’s signhatures.

< for each x that belongs to Graph B, if
Jae A vbe Ab#a0=|x—d <|x-b

< add the (x,a) as a matched pair
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Same number of references

< When two functions which have the same

number of references

< Calculate their signature’s Euclid distance
< When they satisfy following condition:

xeB,3acAVvbe Ab-a0=|x—a <|x-b

< add (x,a) as a matched pair
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Same String Reference

< Time consuming
> Convert strings to md5 value
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Same Prime Product

This is very time consuming! How we do it?

Function A’s Prime Product can be represented by
[MMA=K-2* +Db

Function B’s Prime Product can be looked as
B =j-2%+c¢

iftbl=c, [JA=]] B

If b==c, we can assume [[A=]I8 | correct?
Total number | = C ", . ,herel[la=]]c-=][]¢
[]A=]]Bmod2* Is less or equal to

225“4 _1J/Cr?+m1
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Control Flow Graph Level

< Signature
< basic information

~* Number of basic blocks on the shortest path from
function entry to itself

~* Number of basic blocks on the shortest path from
itself to function exit

<+ Subcalls
< Structure information
<+ Structure level
< Constraint properties
< Same Prime products
< Same strings reference
< Same subcalls
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MS04-011 PctlSrvHandleUniHel

Loop start
/

Isomorphism part

\x

~ Add a if-then-else

unpatch

F)(FOCUS TEAM
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Structure iInformation

» Structural analysis

< Structural Schema
<~ Sequence schema
<+ Conditionals schema
< If-then, if-then-else,switch-case
~» Loop schema
< Self loop, While loop,Endless loop,multiexit loop
< Unstructured Schema
<~ Unstructured loops
<~ Unstructured conditionals

< Add structure information to signature
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Structure Analysis

> Time consuming!

> But, when we need “visualization of
differencies between two flow
graphs”, this can be very useful.

< Isomorphism in control flow graph
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Sequence and conditional Schema

B0

Sequence, can be obsoleted Switch-case

|

If-then-else




Loop Schema

Self loop Endless loop

While loop Multi exit

FXFOCUS TEAM
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Unstructured Loops

Overlapping
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Unstructured conditionals(1)

Unstructured 2-way conditionals Unstructured N-way conditionals

(1)
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Unstructured conditionals(2)

B
L

B2

BS

Be |

Unstructured N-way conditionals Unstructured N-way conditionals

(3)
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Example

MS 05-011 HLBC::GetBrowseWindowlInfo

m\.:m

ekl kb

Mckrd:  TR4Eind

?XFOCUS TEAM




If-then reduce

if-then

?XFOCUS TEAM
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If-then-else reduce

if-then-else ‘ Bl

AN

l B2

B4, Bo6
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Switch-case reduction

Switch-Case

il

B2.{B3,!B4, B6},B5,B7}

4

Lol

The other’s reduction process is the same
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So, the two functions are the same

Assume:

If-then := Prime 2

If-then-else := Prime 3

Switch-case ;= Prime 11

The two structure information sigs = 66




Handling Compliler optimization

Example 1: MsglsSessioninList

Yodefegin: 76873363 HodeBegin: TETLCHE
TEETI5RI eds, [eaparg 0] TET1CEE: e, [sprarg 0]

A5 : ea, mx Lecit e

THE7396T eni Elef; e

BT 5ba: ey, Ll S

LI TETL03! iz hort, THET ICAE1 oo_TEITICAE

[ece], eds
TEE73She short 7687330410 76873304 MNodeEnd @ TEATLCAS

b
ModeEnd:  768733cl

&

NodsBeg in | TETLCS
T1c3!

. Box, [sox]

ModeBegin: 7687381 azl, [aonrs]

BE T30 : ooy, [eex] asl, [asprararg 4]
EE7RCD: eai, [ecxil] ahart, TRET CAR1 00 _TRTICA
EE73CS: eai, [esprit TETLAD

rg.d]
EETRRC j  short 76679908 1ac. 6B 7908
\oieEnd:  THETHch / .\

ModeBegin: TEAT33ch

TEE739ch onp eai, [FFFFFFFFh

e iz short 7EB7390E 1oc_7EE73308
ModeEnd - 7EE733d0

ModeBegin: TEATicD Modeegin: TEITLAS
i T TLcAl

ModsBegin TEATLCAD
TEATLCE D op ez, DFFFFFFFFN
TS Iz #hort, TBET 1ICAR1 oc _TEETICAR

ModeErnd:  TEATLCAS

true
push THTIEAS! onp [
T TLCL pop TETicaT! inz  short TEETICHS10c_TETICHS

ModeEnd:  TEATicde ModeEnd:  TEETica9

pop e BE799E - hert
: n : P shor
BETdh - g short TR TeEve| MR

Mode=End:  76B733dd

todeBegin: 76873303 MadeBegin: 7687390

HB73adE: aush 1

i . pss il ], et | ’_WZ/_/-//
6T oc_TEETIID il 3

ModeBegin: TETicas
TETLAS: Inp short. TRET ICAE oo _TRETICAE

HodeEnd:  TETicab

Modefiegin : T6B733d4

BB 739d4 - Modedegin: TEITiGE
"B 739d5 - g;i:?i

Mod=End:  76B733d8 NedeErd: TEETLCHE

Sig = 6::9::0

FxFocus TEAM
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Optimization Handling Algorithm 1.0

In control flow graph G1  for each node whose number of
referencesis 1, itsin edge is (y, X) out edges are :

o=1{<X2,><X1,>

Delete node x, edge (y, X) and all out edges of node X,
add edge from y to x’s children.

After using algorithm 1.0 example 1's two sigs both are
4::7::0




ore Than One Return Node,
After Using Algorithm 1.0

Example 2

Modeagin: THATER
AT RG] Elohel AT TocetadbigTidle,

o, TITIYY 4 SUBFIF
i i8R0 -ivp_LoalLibrary84
oty o ]
K 5 i, o
AR frand et B THHSHBac TETSES
= odeEnd: 7B

-
: TEE

ot

i
h N
e, THUT e, TR uiogins TS ) i ot EREA St el
B ot all BN ol | .

11 d A riLarit gk 9
:, Aert I EIne METEIE, H i Ll mp i

e n: PR
T i
g B o i
fakErd:  TEVAEE A N i ik
At fdeEnd: - THETSHd 3 do:FHBMOCL.inp_ ForaniboomgziiZE
Gy i BBy BB
sert T e HEDH B BTGB PETSED

HA7? 3ck:
defnd:  TERTE 3
R

Hoddiagin: THATHd . Hoddiaginz THT 3 .

B all  dadTHARIER. _ing_ ol oxiErrarkl| | TRATZdan wr on THTRS0 B otwldl loaiadbli41a
TG4t n TREZA0EToc PHTEDE TR AN wy  THEVHSE.Elobe HomageaiTi 1, o
WodsEnd:  THETS4R WodsEnd:  THBTEIE

-7H
b TV

e i TEET A ez 7B
T wn:, TR e TEETREEE | (THRT.CH

all e e
TR aptinn, e

ap  whrt TETE Tioe ETGLT|

T el [T B -
MecErl:  TETAZET ez TEER B!

i
Fp— ] ; GeFAENDL. g e
(i an: 4 AT rary (A Ll
o A ModeEnd:  THETCdel




Add Virtual Entry and

Sig = 3::4::5

|MdeBiagin: 768 TEBEY
::1 | TRTZE0; TR ALl cta 1A IocatecHagT 118, 1
adl, e off st THETTRGTL.
z o8 TN g Lod forarns

e, oot
ot TR i 2 il vol
TR Ao TS, ai T D 0TS
da T BALAL hrarién s

]
—~

aat, al
APt EEWEE I TR

s
i

—

[}
it B LW oot |yt s
TG ] T AL estEort]

I

W d

adl
T
osEnc: TS

adf s
offact MR SR =
i & TN _{Ip etk s

ecaaghn: B &
= T Bt LaatE e mean
TPt TRTHE oe_TREMEE aal

s
owra:  waHE I
da TR B rat assag Ll

e, ulf
ahert T Ve TEEAED \7
Tl

L

Nodbegin: TR

wll g TETIA_ip DetlastErrort 0| | TRTRECS: e, TENEAILOIob] AT locatedtedT it 18
i o T A s AR et g
fodeEnd:  TRTEAE lodelnd:  TRTAA

e, ew
£ TR

otseagin: ToTote
0 T

szt Heza
re

Heetag . T e
i o, TS TETESD gL
@l

ekt . FEMEE

i o 3
v TETITCatian, e

s T

Podeénd:

S0 g Bt st

e TP stert WA BEMET| [ WETEZ:

hektrd: TR Patrd: TR
12

——

hastagin: Tz
el n el

i G damEmE e trary
Masird: BEwza

Advantage: 1 can unify optimization handling process

useful in loop detection
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Problems

olems with complete call graph
plems with structural comparison

Dlems with instruction
Isomorphism
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Problems with Complete Call Graph

> When we encounter

~ call esi
+ call [ebx+0x4]

> Some cases can be solved by:

> Finding last definition in one function
<+ Vtbl functions and runtime binding
> Function Pointers Simulation Table

» Some cases too hard to resolve:

< When definition comes from another module’s function

< When definition comes from Global Uninitialized
Variables space

» Call in loop, each time can produce different value
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Finding Last Definition In One Function

7C8BB7FC ; BOOL _ stdcall UnmapUiewOfFile{LPCUDID lpBasefAddress)
7CBBBTFC public UnmapViewDfFile

7C80B7FC UnmapViewOfFile proc near ; CODE XREF: su
7CBBBTFC ; BaselnitAppco
FCBBBYFC

FCBOBYFC 1pBaseAddress = dword ptr 4

FCBOBYFC arg &4 = dword ptr 8

FCBBBYFC

FCBOBYFC mow edi, edi

FCBOBYFE push ehp

FCBOBTFF mouv ebp, esp

7C8oB8E 81 push esi

7C8BBE A2 mov esi, ds:NtUnmapUiewdfsection
JCEBOBR OB push edl

FCBOBRAY push [ebp+arg_4]

FC8BES BC push BFFFFFFFFh

7CBOBRAE call esi HtUnmaEUiewﬂFSEctiun
JCBOBR1A mou edi, eax

usually, when we use function pointer or load
dil function in run-time...

?XFOCUS TEAM
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Vibl Function and Runtime Binding

ge481088F moy duyord ptr leax].  offset bace uthl

aaap1815 moy egi, eax
aasap1e17 ] short loc_48181B

ae4B1619

ap4B1619

80401619 loc 4810619: CODE XREF: main
ge481819 esi, esi

ao4B1618B

8040161B loc 48101B: CODE XREF: maind
Ae4a1018B mou eax, [esi]

ae48181D mow ecx, esi

a1k call dword ptr [eax]

ae481621 mow edx, IESil

AaaLn1623 mou eCX, £51

a4 a1825 call dword ptr |de+u|

base wtbl dd offset demo_ A1
dd offset demo 2
H84B58BE unk_ 485 0B8

FxFocus TEAM
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Function Pointers Simulation Table

288481828 Demo proc near

gg481620

a8481828 arg 9 = dword ptr 8

gg481620

ga4B10820 push esi

808481621 mou esi, [esp+arg @
80401025 call dwuruLpI:'E_[?gﬂ']'
aa4 81827 call dword ptr LEEi+u]

Thdh . Tl Tl S —— ———

88481838 proc near = |
g8481828 push offset simul vtbhle
88481835 call Demo
a848182A pop ecx

simul wvtble dd offset Demo 1
A04087 0834 dd offset DE[mu_E

aDemo- db ‘Demo 1°,8Ah,0

aDemo?z db ‘Demo 2°,8Ah,0

F)(FOCUS TEAM




- 2 Xaon 2005
When Definition Comes From another

module’s function

7C862CCA ; UnhandledExceptionFilter+9BTj
fC862CC1 push Target
wm-
7C862CCC cmp eax, edi
7C862CCE iz short loc_7C862CES
JC862CDA push ebx
JC862CD1 call Pax
Chp eax,
7C862CD6 jz loc_7CB63458

Eax is defined by a return value of another module’s
function
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When Definition Comes From Global
Uninitialized Var

F7EQBDB1 loc F7E9BDB1: ; CODE X

F7EQBDB1

eax, dword F7ECIHALC

fF7EPBDBG
f7EPBDBE
fF7EPBDBRA
f{7EQBDBE
fFTEQBDBED

eax, ebx

short loc_77E9BDCY
esi

eax

eax. 1

SetUnhandl edExceptionFilter Unhamndl edE~ceptionFi 1l ter

77E6BC57 SetUnhandledExceptionFilter proc near

77EGBCS?

77EGBC57 1pTopLevelExceptionFilter= dword ptr &

77EGBCS?
LLEGBCCT

oy £ x

77EGBCSB
77EGBCGA

nov eax, dword 77EC1L4C
mouy dword 77EC144C, EEH.

77EGBCO6

F)(FOCUS TEAM

retn L
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Call in Loop, each time can produce a

different value

esp, 0Ch
e

edi Loop three times

[2sp+14btvar ] D'F'FSE‘L_%
== +1i1+v§:_8 , otffset loc |
251 i

Jotvar 2l e Q.Fm- . )
L Leop+Latver G Firstly we should trace edi’s

Toc_401065 : ) . -
el dvord prr [eoil, Each time, a different subcall

add es1 4

o LZT3
jn= = Drt Tac_ 401055

t E We can add three functions as Its
trus Fanse children in call graph for fixed
. points propagation.

00401 0EE :
Pop ed1

Fop es1
add esp, ICh

retn

l D-U chain
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Problems with Structural Comparison

> Mismatching

> In-deep optimizations

> Inline functions

- change of constant values

- Substitute secure function for
unsecure function

> The different versions of C compiler
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Mismatching

> We can not prove mismatching will
not happen.

> May be influenced by many factors
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Substitute secure function for unsecure

function

MS04-011 LSASS BOF patched

FESABBSH [ebp+arg_8]

/850 0BSB eax, 7FFh

785ABBGA eax, esi

FB5ABBG2 [ebp+arg 4

7B5ABB6S eax

FBSABBGO eax, [ebp+esi+Buffer]
7B5ABBGD eax
FB5ABBGE ds:
fBSABBT Y esp,

FB59EESE [ebp+arg 8]

FBSOEESE eax, [ebp+esi+Buffer]
FB59EEALS [ebp+arg_4]

JBLOEEGE eax
JB59EEG9

JBLSOEEGF

F)(FOCUS TEAM
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Inline Functions

Will change the caller’s subcalls number. Lead to
mismatch

1 Inline prefix

__inline int max(int a, int b)
{
if (a>Db)return a;
return b;

}

2 member function’s body in a class definition
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Problems with Instruction Isomorphism

< Instruction reorder
<~ Registers reallocation
< Data flow analysis
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