



COMMON SENSE LOCAL HACKS

Here are some ways to hack your machine locally and gain access if it is restricted, just by using simple Microsoft products. (These examples are assuming your computer is running Microsoft Windows 95/98)

1.) Open Micorosft Word (or Excell, Powerpoint, Access, or Outlook). Goto the “Help” menu and then to “Microsoft on the Web”. Now choose any of those link. This will open up Internet Explorer. Use the URL bar to type in the file location for browsing tools such as file:///C:/WINDOWS/EXPLORER.EXE to open up Explorer.exe. Now you have access to the local machine drives, and any shared drives on the network.

2.) Open up Microsoft Word (or Excell) Now choose the “Insert” menu and go down to “Hyperlink”. It will prompt you to save the document first, just save the document. Click “Browse” and then change the file type to “All Files (*.*)” then browse for a useful file like “Explorer” in the windows directory. Choose ok after selecting the file you wish to link to. Now click the hypertext link and it will open the local file.

3.) Open Micorosft Word (or Excell, Powerpoint, Access). Choose “File” then choose “Open”. Now Right click in the list of files shown and choose the option “Explore”. This will open Explorer and allow you to browse your local hard drive and any shared drive on the network.

4.) Hit the F3 key. See if it has not been disabled. This is overlooked by many administrators in schools, colleges. This accessing the Find menu which you can search for tools like “Explorer.exe, Command.com” etc…

5.) If  System Agent is running in the taskbar double click it to open it up. Double click on “Add Scheduled Task”. Run through the wizard to setup the new task. Browse for a tool that allows you to gain further access to the file system such as “Explorer.exe, command.com, winfile.exe” etc… when done with the new scheduled task, choose the time to run it as run now. The task you choose such as command.com will run and open up a dos prompt window.

6.) Go to Start menu, choose “Help” option. Search for  words like “Control Panel, Display properties, Network Properties” etc… the Windows Help system will usually have a quick link with an arrow which will open the program up for you. It will read like this “To view <Blank” properties click <here>”.

7.) Using  .CPL  files (Control Panel extensions) are very helpful to access the Control Panel applets if it has been disabled on the Start menu. Use one of the above mentioned processes to access the .CPL files. They reside in the Windows/System directory.

8.) If you have access to Wordpad and not Microsoft Word or any other Microsoft Office products you can access the file system as well. Open Wordpad. Go to “Insert” then choose “Object”. Choose “Create from File” then browse. Search for a file system accessing program such as Explorer or Command.com. Click ok when done and you will then see your “object” inserted into the document. Double clicking your new object will open the file it is linked to.

9.) Use a text editing program such as Notepad or Wordpad to edit existing .REG files. Making a small change to a key that launches a program such as Notepad point to the program Explorer.exe instead. The possibilities are endless with this one because .REG files can be double clicked and are instantly inserted into the registry.  You can do anything from rewriting registry keys and values to loosen up the security for your existing login session to changing the paths of programs. Like I said the possibilities are nearly endless here. Example: rewrite this line to remove many policy restrictions as follows:  (Please remember this is just an EXAMPLE)

\Hkey_Current_User\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer

NoClose=0

NoCommonGroups=0

NoDriveTypeAutoRun=0149

NoFileMenu=0

NoRun=0

NoSaveSettings=0

10.) If your computer has the Microsoft Office programs. Search in the Office directory for an executable file called “Msoffice.exe” and run it. This file opens up the Microsoft Office Shortcut Bar. You can add other programs to this bar and run them. ( i.e. command.com, etc…)

11.) Try rebooting the computer and pressing F8 repeatedly before the Slash screen appears. This will bring up a menu which allows you to boot the machine in a variety of different modes. Two particular modes you should pay special attention to are Safemode and command prompt. At the command prompt you will have complete control over the machine’s files from the DOS interface. Safemode will boot windows with the minimum amount of drivers and settings. Keep in mind these two modes will allow you to use the computer with little or no security policies in place to stop you.

12.) You can open a telnet window by typing: telnet://<site>  in an explorer window.

