
Vulnerability Summary
The GitKraken Desktop Version 10.8.0 - 11.2.1 application is susceptible to code injection due to
misconfigured Electron Fuses. Specifically, the following insecure settings were observed:

• RunAsNode is enabled
• EnableNodeCliInspectArguments is not disabled

These configurations allow the application to be executed in Node.js mode, enabling attackers to
pass arguments that result in arbitrary code execution.

Impact
A local attacker can exploit this misconfiguration to:

• Execute arbitrary code on the user’s system
• Bypass application logic
• Potentially escalate privileges if additional flaws exist

This vulnerability could be leveraged in real-world scenarios such as phishing, supply chain attacks,
or persistent malware infection vectors.

Suggested Remediation
We recommend configuring Electron Fuses securely during the packaging process. At minimum,
consider:
• Disabling RunAsNode
• Disabling EnableNodeCliInspectArguments
• Enabling OnlyLoadAppFromAsar where applicable

References:
• Electron Fuses Hardening
• electroniz3r – GitHub
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https://www.electronjs.org/blog/statement-run-as-node-cves#mitigation
https://github.com/r3ggi/electroniz3r


Proof of Concept
The GitKraken Desktop Version 10.8.0 - 11.2.1 application on macOS is vulnerable to code injection
due to misconfigured Electron Fuses.
The application lacks sufficient restrictions on critical Electron Fuse settings, particularly RunAsNode
and EnableNodeCliInspectArguments. These misconfigurations allow attackers to exploit the
application using tools such as electroniz3r, enabling arbitrary code execution in the application’s
context.
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Verification of the vulnerability was performed using electroniz3r.

After verifying the vulnerabilities, the tool electroniz3r can be used to perform code injection,
successfully spawn a shell, and escalate privileges to gain administrative access on the affected
system.
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