1) SIG-EXT-08-2017-01 (Account PIN can be bruteforced) -- CVE-
2017-13718

Introduction

Recently it was identified that the HTTP API supported by Starry router camera allows to brute
force the PIN setup by the user on the device and this allows an attacker to change wifi setting,
PIN as well as port forward and expose any internal device’s port to the Internet as a part of the
research on loT devices in the most recent firmware for Amcrest IPM-721S. This device acts as
an IP camera and allows an user to view and control the settings on the device.

Advisory

Overview

Synopsys Software Integrity Group staff identified that the HTTP APl supported by Starry router
camera allows to brute force the PIN setup by the user on the device and this allows an attacker
to change wifi setting, PIN as well as port forward and expose any internal device’s port to the
Internet..

High Severity Rating

Using CVSS3, it has vector
CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H/E:F/RC:C/CR:M/IR:M/AR:M/MAV:N/MAC:L/MP
R:L/MUI:R/MC:H/MI:H/MA:H

Base Metrics

e Access Vector (AV): Network (N):

e Access Complexity (AC): High (H):

e Privileges Required (PR): Low (L):

e User Interaction (Ul): Required (R):

e Scope (S): Unchanged (U):

e Confidentiality Impact (C): Complete (C):
e Integrity Impact (1): Complete (C):

e Availability Impact (A): Complete (C):

e Resulting base score: 8.0 (High)

Temporal Metrics

e Exploit Code Maturity (F):



e Remediation Level (RL): Unavailable (U).
e Report Confidence (RC): Confirmed (C): On the basis of functional exploit written.
e Resulting temporal score: 7.8 (High).

Environmental Metrics

e Confidentiality Requirement (CR): Med (M):
e Integrity Requirement (IR): Med (M):

e Availability Requirement (AR): Med (M)

e Resulting environmental score: 7.8 (High).

The final score is thus 7.8 (High).

Vulnerable Versions

All versions of Starry router up to the latest firmware contain the vulnerability. Also in addition
since the devices share similar code, based on just static firmware analysis, it seems that other
Starry devices up to the latest version should be vulnerable as well.

Steps to Reproduce

1) Create an HTML file called brute.html




2) Then host the HTML page on your web server or navigate to it locally
3) This will start brute forcing the PIN




Note: Since the PIN is only 4 digit long it has to go at a maximum through 9999 combinations
before the device is successfully bruteforced.

Vulnerability Description

Synopsys Software Integrity Group staff identified that the HTTP API supported by Starry router
camera allows to brute force the PIN setup by the user on the device and this allows an attacker
to change wifi setting, PIN as well as port forward and expose any internal device’s port to the
Internet.

It was identified that the device uses custom Python code called “rodman” that allows the
mobile appication to interact with the device. The APIs that are a part of this rodman python file
allow the mobile application to interact with the device using a secret which is a uuid4 based
session identifier generated by the device the first time it is set up. However in some cases these
APlIs can also use a security code. This security code is nothing but the PIN number set bby the
user to interact with the device when using touch interface on the router.

|clas= RodmanAPT {ckiect):

| def init (self, mediator, host, port):
zelf.app = WebAPT (mediator, host, port)
gelf.mediator = mediator
zelf.app.define auth handler('secret', self.serial secret auth)
self.app.define auth handler(

SecCcret or sSecurlity code’

self.secret_or_ security code)
self.app.define route('/ck', self.ok, methods=['GET'])
self.app.define route |

'/usersites’',

zelf.usersites,

methods=["FUT", 'PARTCH'],

auth="secret or security code'}
zelf.app.define route |

"/usersites’,
self.get_usersite,
methods=["GET"],

auth="secret or securitcy code'}

This allows an attacker on the Internet to interact with the router’s HTTP interface when a user
might navigate to the attacker’s website and brute force the credentials. Also since the device’s
server sets up Allow-origin header to “*”, an attacker can easily interact with the JSON payload
returned by the device and steal sensitive information about the device as shown in the images
below.
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OPTIONS hittp://192.168.99.1:3031/usersites HTTP/1.1

Host: 192.168.99.1:3031

Connection: keep-alive

Access—Control-Request-Method: GET

origin: null

User-agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) applewebkit/537.36 (KHTML, like Gecko) Chrome/58.0.3029.110 ¢
Access—Control-Request-Headers: authorization

ACcept: =/=*

Accept-Encoding: gzip, deflate, sdch

Accept-Language: en-uUs,en;g=0.8
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HTTP/1.1 200 OK

server: nginx/1.8.1

Date: wed, 28 Jun 2017 19:30:50 GMT

Content-Type: text/html

Connection: keep-alive

Access—Control-Allow-Headers: Authorization, Content-Type, If-None-Match
Access-Control-Allow-Credentials: true

Access-Control-Allow-0Origin:
Access—Control-Allow-Methods: OPTIONS, PUT, PATCH, HEAD, GET
Content-Length: 33

Allow: OPTIONS,PUT,PATCH,HEAD,GET
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Talse}, “CNannel_z4— b, "QUesl_passwora Heasasis’, Upaarea: Zul/-Ub-28 | 1918 D8.U34L4°, "Upnp_enaniea:rue,
“software_version™ "1.6.0-1", “"port_forwarding_config™. {items™ [{local_ip_address™ "192.168.99.116", "prolocol™. "OTHER", "port”. 8084,
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"_Guest’, "_idk "580f8d04a004280c33ddc41a", "wan_ip_config”. {"static”™ false)}
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Exploitation

It is very easy to execute a command of an attacker’s choice. To exploit the situation an attacker
has to trick a user into navigating to his/her site via a phishing attack .An attacker on the
Internet can then easily interact with the router’s HTTP interface when a user navigates to the
attacker’s website and brute force the credentials. Also since the device’s server sets up Access-
control-Allow-origin header to “*”, an attacker can easily interact with the JSON payload
returned by the device and steal sensitive information about the device as shown in the images
below.

Vulnerability discovery

The vulnerability was discovered simply by performing reverse engineering the firmware and
web application pentest on the web management interface of the Starry router.

Contact

Direct questions to Mandar Satam Sr. Sec Researcher Synopsys SIG, satam@synopsys.com

Remediation

It is necessary for the developers to restrict allow-access from attribute to specific domains that
are allowed to use the flash for making requests to the device. Also the device should not allow
any of the HTTP APIs to be accessed by just using the PIN number.


mailto:satam@synopsys.com

2) SIG-EXT-08-2017-02 (HTML5 CORS ORIGIN set with Wildcard) --
CVE-2017-13717

Introduction

Recently it was identified that a cross domain origin header Access-Control-Allow-Origin was
identified to be set to wildcard which allowed any website on the Internet to interact with the
device. This device acts as a smart wireless router.

Advisory

Overview

Synopsys Software Integrity Group staff identified that a cross domain origin header Access-
Control-Allow-Origin was identified to be set to wildcard which allowed any website on the
Internet to interact with the device.

High Severity Rating

Using CVSS3, it has vector
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:F/RC:C/CR:H/IR:H/AR:H/MAV:N/MAC:L/MPR:
N/MUI:R/MS:U/MC:H/MI:H/MA:H

Base Metrics

e Access Vector (AV): Network (N):

e Attack Complexity (AC): Low (L):

e Privileges Required (PR): None (N):
e User Interaction (Ul): Required (R):
e Scope (S): Unchanged (U):

e Confidentiality Impact (C): High (H)
e Integrity Impact (l): High (H)

e Availability Impact (A): High (H)

e Resulting base score: 8.8 (High)

Temporal Metrics

e Exploit Code Maturity (F):

e Remediation Level (RL): Unavailable (U).
e Report Confidence (RC): Confirmed (C).
e Resulting temporal score: 8.6 (High).

Environmental Metrics



e Confidentiality Requirement (CR): High (H)
o Integrity Requirement (IR): High (H)

e Availability Requirement (AR): High (H)

e Resulting environmental score: 8.6 (High).

The final score is thus 8.6 (High).

Vulnerable Versions

All versions of Starry router up to the latest firmware contain the vulnerability. Also in addition
since the devices share similar code, based on just static firmware analysis, it seems that other
Starry devices up to the latest version should be vulnerable as well.

Steps to Reproduce

1) Navigate to the http://IP_ ADDRESS:3031/usersites
2) Observe that the device sends all the HTTP response headers which has Access-Control-
Allow-Origin set to asterisk *
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OPTIONS http://192.163.99.1:3031/usersites HTTP/1.1

Host: 192.168.99.1:3031

Connection: keep-alive

access—Control-Request-Method: GET

origin: null

User-agent: Mozilla/5.0 (wWindows NT 10.0; Wing4; x64) Applewebkit/537.36 (KHTML, like Gecko) Chrome,/558.0.3029.110 -
Access-Control-Request-Headers: authorization

ACCept: =/*

Accept-Encoding: gzip, deflate, sdch

Accept-Language: en-uUs,en;qg=0.8
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HTTP/1.1 200 OK

Server: nginx/1.8.1

Date: wWed, 2& Jun 2017 19:30:50 GMT

Content-Type: text/html

Connection: keep-alive

Access—Control-Allow-Headers: Authorization, Content-Type, If-None-Match
Access-Control-Allow-Credentials: true

Access—Control-Allow-0Origin: =

Access—Control-Allow-Methods: OPTIONS, PUT, PATCH, HEAD, GET
Content-Length: 33

Allow: OPTIONS,PUT,PATCH,HEAD,GET

Find... (press Ctrl+Enter to highlight al) | viewinnotepad



http://ip_address:3031/usersites

Vulnerability Description

“uxn

The device sets Access-Control-Allow-Origin header to be set to “*”. This allows any hosted file
on any domain to make calls to the device’s webserver and brute force the credentials and pull
any information that is stored on the device. In this case, user’s wifi credentials are stored in
clear text on the device and can be pulled easily.

Exploitation

It is very easy to execute a command of an attacker’s choice. To exploit the situation an attacker
has to trick a user into navigating to his/her site via a phishing attack. After that the website
should be able to interact with the device’s webserver and brute force the PIN on the device.

Vulnerability discovery

The vulnerability was discovered simply by performing reverse engineering the firmware and
web application pentest on the web management interface of the IP-camera.

Contact

Direct questions to Mandar Satam Sr. Sec Researcher Synopsys SIG, satam@synopsys.com

Remediation

It is necessary for the developers to restrict allow-access from attribute to specific domains that
are allowed to use the flash for making requests to the device.
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HTTP/1.1 200 OK

server: nginx,/1.8.1

Date: wed, 28 Jun 2017 19:30:50 GQMT

Content-Type: text/html

Connection: keep-alive

Access—Control-Allow-Headers: Authorization, Content-Type, If-None-Match
Access-Control-Allow-Credentials: true

Access—Control-Allow-Methods: OPTIONS, PUT, PATCH, HEAD, GET
Content-Length: 33

Allow: OPTIONS,PUT,PATCH,HEAD,GET
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Vulnerability discovery




The vulnerability was discovered simply by performing reverse engineering the firmware and
web application pentest on the web management interface of the Starry router.

Contact

Direct questions to Mandar Satam,Sr. Sec Researcher Synopsys SIG, satam@synopsys.com

Remediation

This account timeout policy needs to be implemented even in the ONVIF authentication check.
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