
1) SIG-EXT-07-2017-01 (Registration Functionality not secured) 
 

Introduction 

------------------------------------------------------------------------------------------------- 

Blipcare web services do not protect the registration functionality for the device which allows an 

attacker to use an automated script to register all the devices to an account of his/her choice 

thereby disallowing users of the monitors to register for their devices creating a DOS condition. 

This device acts as a Wireless Blood pressure monitor and is used to measure blood pressure 

levels of a person. 

Advisory  

------------------------------------------------------------------------------------------------- 

 Overview 

 ------------------------------------------------------------------------------------------------- 

Synopsys Software Integrity Group staff identified that Blipcare web services do not protect the 

registration functionality for the device correctly which allows an attacker to use an automated 

script to register all the devices to an account of his/her choice thereby disallowing users of the 

monitors to register for their devices creating a DOS condition. This attack vector will disallow 

the owners of the device from registering their device with Blipcare to use the mobile or web 

applications for storing their blood pressure levels.  

  

 High Severity Rating 

Using CVSS3, it has vector 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:H/RL:U/RC:R/CR:L/IR:L/AR:H/MAV:N/MAC:L/MPR:

N/MUI:N/MS:U/MC:L/MI:L/MA:H 

  Base Metrics 

• Access Vector (AV): Network (N):   

• Attack Complexity (AC): Low (L):   

• Privileges Required (PR): None (N):  

• User Interaction (UI): Required (R):  

• Scope (S): Unchanged (U):  

• Confidentiality Impact (C): Low (L)  

• Integrity Impact (I): Low (L) 

• Availability Impact (A): High (H)  

• Resulting base score: 8.6 (High) 

  Temporal Metrics 



• Exploit Code Maturity (F):    

• Remediation Level (RL): Unavailable (U). 

• Report Confidence (RC): Confirmed (C). 

• Resulting temporal score: 8.3 (High). 

  Environmental Metrics 

• Confidentiality Requirement (CR): Low (L) 

• Integrity Requirement (IR): Low (L) 

• Availability Requirement (AR): High (H) 

• Resulting environmental score: 9.2 (High). 

  The final score is thus 8.7 (High).  

Vulnerable Versions  

------------------------------------------------------------------------------------------------- 

All versions of Blipcare Wifi BP monitors up to the latest firmware BP700 10.1  as of 7/20/17 are 

affected by this vulnerability. 

Steps to Reproduce 

------------------------------------------------------------------------------------------------- 

1) Navigate to Burp Repeater functionality ad copy the HTTPS request below 

POST https://wellness.blipcare.com/BlipServiceInterface/webInterface HTTP/1.1 

User-Agent: Dalvik/2.1.0 (Linux; U; Android 5.1.1; Nexus 7 Build/LMY47V) 

Host: wellness.blipcare.com 

Connection: Keep-Alive 

Accept-Encoding: gzip 

Content-Type: application/x-www-form-urlencoded 

Content-Length: 698 

 

<CmTransaction xmlns="http://www.carematix.com/data/valueObject"> 

  <TransHeader> 

    <TransactionType>Registration Process</TransactionType> 

    <TransactionGUID>15C59B33-4CAA6-CEC2-D48F-EF4C187F0000</TransactionGUID> 

    <TransactionTimeStamp>2017-05-30T10:12:15.691</TransactionTimeStamp> 

    <RecipientId>carematix</RecipientId> 

    <PassPhrase>care123</PassPhrase> 

  </TransHeader> 

  <TransBody> 

    <Request> 

      <RegistrationData> 

        <FirstName>AAA</FirstName> 

        <LastName>AAA</LastName> 



        <EmailId>aaa5@gmail.com</EmailId> 

        <SerialNumber>746A89001289</SerialNumber> 

      </RegistrationData> 

    </Request> 

  </TransBody> 

</CmTransaction>  

2) Observe that the web server responds with Email is registered message which means that 

the Serial number is valid 

3) Next modify the email address to your email address and repeat the request and you should 

see a registration successful message like the one below 

 

 

Vulnerability Description 

------------------------------------------------------------------------------------------------- 

It was identified that Blipcare web services do not protect the registration functionality for the 

device correctly which allows an attacker to use an automated script to register all the devices 

to an account of his/her choice thereby disallowing users of the monitors to register for their 

devices creating a DOS condition. This attack vector will disallow the owners of the device from 

registering their device with Blipcare to use the mobile or web applications for storing their 

blood pressure levels.  The reason for concern is the fact the serial number associated with the 

device is nothing but the MAC address of the network interface which will allow an attacker to 

easily enumerate them as the first 6 digits of the MAC addres belong to a corporation and will 



not change so in this case 746A89 belong to Rezolt corporation which makes the Wifi chip for 

the device. So, an attacker has to enumerate only the last 6 digits and register all of them. 

 

Exploitation 

------------------------------------------------------------------------------------------------- 

It is very easy for an attacker to execute an attack as all an attacker has to do is create a script 

that enumerates serial number of the device and jeep on registering them to his/her choice of 

email address. The problem with this is that device can still connect to Blipcare webservers once 

allowed to use the user’s Wireless network and will record user’s blood pressure levels with 

server. An attacker who has then registered the device serial number will now be able to look at 

the blood pressure readings of another user. Also, the user of the device when trying to register 

will not be able to register the device as the server would indicate that registration has already 

been completed. 

This will result in DOS attack as well. The only way a user can reregister for the device is to 

contact Blipcare support personnel which will increase support costs for the manufacturer if a 

massive attack is launched against this specific webservice. 

 

Vulnerability discovery 

------------------------------------------------------------------------------------------------- 

The vulnerability was discovered simply by observing and analyzing the web service provided by 

Blipcare. 

Contact 

------------------------------------------------------------------------------------------------- 

Direct questions to Mandar Satam Sr. Sec Researcher Synopsys SIG, satam@synopsys.com 

mailto:satam@synopsys.com


Remediation 

------------------------------------------------------------------------------------------------- 

The identified issue can be resolved by using a CAPTCHA to prevent automated enumeration of 

the device serial numbers. Also serial number of the device should be something different than 

the MAC address of the device and there should be some synchronization between a device 

connecting to Blipcare servers and user trying to register the device using the mobile 

application. 

2) SIG-EXT-07-2017-02 (No Account lockout is enabled) 
 

Introduction 

------------------------------------------------------------------------------------------------- 

Blipcare web services do not protect the login functionality for the cloud web services which 

allows an attacker to use an automated script to brute-force credentials for logging into the 

mobile cloud application. This device acts as a Wireless Blood pressure monitor and is used to 

measure blood pressure levels of a person. 

Advisory  

------------------------------------------------------------------------------------------------- 

 Overview 

 ------------------------------------------------------------------------------------------------- 

Synopsys Software Integrity Group staff identified Blipcare web services do not protect the login 

functionality for the cloud web services which allows an attacker to use an automated script to 

brute-force credentials for logging into the mobile cloud application. This attack vector will allow 

an attacker to compromise the confidentiality of the data maintained by the blipcare servers ad 

gain access to user’s blood pressure levels and personal information.  

 Critical Severity Rating 

Using CVSS3, it has vector 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N/RL:U/RC:R/CR:H/IR:H/MAV:N/MAC:L/MPR:N/

MUI:N/MS:U/MC:H/MI:H/MA:N 

  Base Metrics 

• Access Vector (AV): Network (N):   

• Attack Complexity (AC): Low (L):   

• Privileges Required (PR): None (N):  

• User Interaction (UI): None (N):  

• Scope (S): Unchanged (U):  

• Confidentiality Impact (C): High (H)  



• Integrity Impact (I): High (H) 

• Availability Impact (A): None (N)  

• Resulting base score: 9.1 (Critical) 

  Temporal Metrics 

• Exploit Code Maturity: Functional (F) 

• Remediation Level (RL): Unavailable (U). 

• Report Confidence (RC): Confirmed (C). 

• Resulting temporal score: 8.5 (High). 

  Environmental Metrics 

• Confidentiality Requirement (CR): High (H) 

• Integrity Requirement (IR): High (H) 

• Availability Requirement (AR): None (N) 

• Resulting environmental score: 9.2 (Critical). 

  The final score is thus 9 (Critical).  

Vulnerable Versions  

------------------------------------------------------------------------------------------------- 

All versions of Blipcare Wifi BP monitor up to the latest firmware BP700 10.1 as of 7/20/17 are 

affected by this vulnerability. 

Steps to Reproduce 

------------------------------------------------------------------------------------------------- 

1) Navigate to Burp Repeater functionality ad copy the HTTPS request below 

POST https://wellness.blipcare.com/BlipServiceInterface/webInterface HTTP/1.1 

User-Agent: Dalvik/2.1.0 (Linux; U; Android 5.1.1; Nexus 7 Build/LMY47V) 

Host: wellness.blipcare.com 

Connection: Keep-Alive 

Accept-Encoding: gzip 

Content-Type: application/x-www-form-urlencoded 

Content-Length: 468 

 

<CmTransaction xmlns="http://www.carematix.com/data/valueObject"> 

  <TransHeader> 

    <TransactionType>User Data</TransactionType> 

    <TransactionGUID>15C59B52-FA514-29F6-035B-8DCD137F0000</TransactionGUID> 

    <TransactionTimeStamp>2017-05-30T10:14:25.445</TransactionTimeStamp> 

    <RecipientId>[Use your email address]</RecipientId> 

    <PassPhrase>Use incorrect password</PassPhrase> 

  </TransHeader> 



  <TransBody> 

    <Request></Request> 

  </TransBody> 

</CmTransaction>  

2) Repeat the request more than 15 times with an incorrect password 

3) Now replace the password with the valid value for your account 

4) Observer that the request goes through indicating that user’s account is not locked out 

 

 

Vulnerability Description 

------------------------------------------------------------------------------------------------- 

Synopsys Software Integrity Group staff identified Blipcare web services do not protect the login 

functionality for the cloud web services which allows an attacker to use an automated script to 

brute-force credentials for logging into the mobile cloud application. This attack vector will allow 

an attacker to compromise the confidentiality of the data maintained by the blipcare servers ad 

gain access to user’s blood pressure levels and personal information 

Exploitation 

------------------------------------------------------------------------------------------------- 

It is very easy for an attacker to execute an attack as all an attacker has to do is create a script 

that enumerates the email addresses registered with the web server using the registration 

request and having a valid serial number as below. 

POST https://wellness.blipcare.com/BlipServiceInterface/webInterface HTTP/1.1 

User-Agent: Dalvik/2.1.0 (Linux; U; Android 5.1.1; Nexus 7 Build/LMY47V) 

Host: wellness.blipcare.com 



Connection: Keep-Alive 

Accept-Encoding: gzip 

Content-Type: application/x-www-form-urlencoded 

Content-Length: 698 

 

<CmTransaction xmlns="http://www.carematix.com/data/valueObject"> 

  <TransHeader> 

    <TransactionType>Registration Process</TransactionType> 

    <TransactionGUID>15C59B33-4CAA6-CEC2-D48F-EF4C187F0000</TransactionGUID> 

    <TransactionTimeStamp>2017-05-30T10:12:15.691</TransactionTimeStamp> 

    <RecipientId>carematix</RecipientId> 

    <PassPhrase>care123</PassPhrase> 

  </TransHeader> 

  <TransBody> 

    <Request> 

      <RegistrationData> 

        <FirstName>AAA</FirstName> 

        <LastName>AAA</LastName> 

        <EmailId>aaa5@gmail.com</EmailId> 

        <SerialNumber>746A89001589</SerialNumber> 

      </RegistrationData> 

    </Request> 

  </TransBody> 

</CmTransaction>  

 

 

Once a collection of email addresses is completed. Then an attacker can easily brute force the 

credentials of the cloud application and get access to user’s sensitive information and the blod 

pressure level measurements. 



 

Vulnerability discovery 

------------------------------------------------------------------------------------------------- 

The vulnerability was discovered simply by observing and analyzing the web service provided by 

Blipcare. 

Contact 

------------------------------------------------------------------------------------------------- 

Direct questions to Mandar Satam Sr. Sec Researcher Synopsys SIG, satam@synopsys.com 

Remediation 

------------------------------------------------------------------------------------------------- 

The identified issue can be resolved by using a CAPTCHA to prevent automated enumeration of 

the device serial numbers. Also, web service should not allow to identify if a user email address 

is registered with the servers by providing valid error messages. 

 

3) SIG-EXT-07-2017-03 (HTTP requests/responses travels in clear text) 

-- CVE-2017-11578 
 

Introduction 

------------------------------------------------------------------------------------------------- 

Recently, it was discovered as a part of the research on IoT devices in the most recent firmware 

for Blipcare device that the device allows to connect to web management interface on a non-SSL 

connection using plain text HTTP protocol. The user uses the web management interface of the 

device to provide the user’s Wifi credentials so that the device can connect to it and have 

Internet access. This device acts as a Wireless Blood pressure monitor and is used to measure 

blood pressure levels of a person. 

Advisory  

------------------------------------------------------------------------------------------------- 

 Overview 

 ------------------------------------------------------------------------------------------------- 

Synopsys Software Integrity Group staff discovered as a part of the research on IoT devices in 

the most recent firmware for Blipcare device that the device allows to connect to web 

management interface on a non-SSL connection using plain text HTTP protocol. The user uses 

the web management interface of the device to provide the user’s Wifi credentials so that the 
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device can connect to it and have Internet access. This device acts as a Wireless Blood pressure 

monitor and is used to measure blood pressure levels of a person. This allows an attacker who is 

connected to the Blipcare’s device wireless network to easily sniff these values using a MITM 

attack. 

 High Severity Rating 

Using CVSS3, it has vector 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:L/A:N/RL:U/RC:R/CR:H/IR:L/MAV:A/MAC:L/MPR:N/M

UI:N/MS:U/MC:H/MI:L/MA:N 

  Base Metrics 

• Access Vector (AV): Adjacent Network (A):   

• Attack Complexity (AC): Low (L):   

• Privileges Required (PR): None (N):  

• User Interaction (UI): None (N):  

• Scope (S): Unchanged (U):  

• Confidentiality Impact (C): High (H)  

• Integrity Impact (I): Low (L)  

• Availability Impact (A): None (N)  

• Resulting base score: 7.1 (High) 

  Temporal Metrics 

• Exploit Code Maturity (P)   

• Remediation Level (RL): Unavailable (U). 

• Report Confidence (RC): Confirmed (C) 

• Resulting temporal score: 6.9 (Medium). 

  Environmental Metrics 

• Confidentiality Requirement (CR): High (H)  

• Integrity Requirement (IR): Low (L)  

• Availability Requirement (AR): None (N) 

• Resulting environmental score: 8.1 (High). 

  The final score is thus 7.3 (High).  

Vulnerable Versions  

------------------------------------------------------------------------------------------------- 

All versions of Blipcare Wifi BP monitors up to the latest firmware BP700 10.1  as of 7/20/17 are 

affected by this vulnerability. 

Steps to Reproduce 

------------------------------------------------------------------------------------------------- 



1) Connect to the Blipcare device’s wireless network called “Blip” 

2) Ensure that browser is configured to use a man in the middle proxy tool such as burpsuite or 

fiddler 

3) Navigate to http://192.168.10.1 

4) Enter the value of your Wireless SSID and its password  

5) Observe that the value is sent in clear text 

 

 

Vulnerability Description 

------------------------------------------------------------------------------------------------- 

It was discovered as a part of the research on IoT devices in the most recent firmware for 

Blipcare device that the device allows to connect to web management interface on a non-SSL 

connection using plain text HTTP protocol. The user uses the web management interface of the 

device to provide the user’s Wifi credentials so that the device can connect to it and have 

Internet access. This device acts as a Wireless Blood pressure monitor and is used to measure 

blood pressure levels of a person. This allows an attacker who is connected to the Blipcare’s 

device wireless network to easily sniff these values using a MITM attack. 

Exploitation 

------------------------------------------------------------------------------------------------- 

An attacker that is in vicinity of the Wifi signal provided by Blipcare device can connect to the 

wireless network provided by that device and easily perform an ARP spoofing attack to establish 

a MITM position. This will allow an attacker to easily steal the credentials for user’s Wifi 

network. Also since the Blipcare device uses Open Wifi network requiring no 

authentication/encryption an attacker can use open source Wireless sniffing tools such as 

Kismet and a cheap laptop or mobile device and easily sniff this data very without even 

needing to establish the MITM position. 

Vulnerability discovery 

------------------------------------------------------------------------------------------------- 

The vulnerability was discovered simply by performing a web application pentest against the 

web management interface of the device. 

http://192.168.10.1/


Contact 

------------------------------------------------------------------------------------------------- 

Direct questions to Mandar Satam Sr. Sec Researcher Synopsys SIG, satam@synopsys.com 

Remediation 

------------------------------------------------------------------------------------------------- 

It is necessary that the device only allows to communicate on SSL enabled ports. 

 

 

 

 

 

4) SIG-EXT-07-2017-04 (Device provides Open Wifi for 

communication) -- CVE-2017-11579 
 

Introduction 

------------------------------------------------------------------------------------------------- 

Recently, it was discovered as a part of the research on IoT devices in the most recent firmware 

for Blipcare device that the device provides an open Wireless network called “Blip” for 

communicating with the device. The user connects to this open Wireless network and uses the 

web management interface of the device to provide the user’s Wifi credentials so that the 

device can connect to it and have Internet access. This device acts as a Wireless Blood pressure 

monitor and is used to measure blood pressure levels of a person. 

Advisory  

------------------------------------------------------------------------------------------------- 

 Overview 

 ------------------------------------------------------------------------------------------------- 

Synopsys Software Integrity Group staff discovered as a part of the research on IoT devices in 

the most recent firmware for Blipcare device that the device provides an open Wireless network 

called “Blip” for communicating with the device. The user connects to this open Wireless 

network and uses the web management interface of the device to provide the user’s Wifi 

credentials so that the device can connect to it and have Internet access. This device acts as a 

Wireless Blood pressure monitor and is used to measure blood pressure levels of a person. This 

allows an attacker who is in vicinity of Wireless signal generated by the Blipcare device to easily 

sniff the credentials. Also an attacker can connect to the open wireless network “Blip” exposed 

by the device and modify the HTTP response presented to the user by the device to execute 
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other attacks such as convincing the user to download and executing a a malicious binary that 

would infect a user’s computer or mobile device with malware. 

 

 

 

 High Severity Rating 

Using CVSS3, it has vector 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:L/A:N/RL:U/RC:R/CR:H/IR:L/MAV:A/MAC:L/MPR:N/M

UI:N/MS:U/MC:H/MI:L/MA:N 

  Base Metrics 

• Access Vector (AV): Adjacent Network (A):   

• Attack Complexity (AC): Low (L):   

• Privileges Required (PR): None (N):  

• User Interaction (UI): None (N):  

• Scope (S): Unchanged (U):  

• Confidentiality Impact (C): High (H)  

• Integrity Impact (I): Low (L)  

• Availability Impact (A): None (N)  

• Resulting base score: 7.1 (High) 

  Temporal Metrics 

• Exploit Code Maturity (P)   

• Remediation Level (RL): Unavailable (U). 

• Report Confidence (RC): Confirmed (C) 

• Resulting temporal score: 6.9 (Medium). 

  Environmental Metrics 

• Confidentiality Requirement (CR): High (H)  

• Integrity Requirement (IR): Low (L)  

• Availability Requirement (AR): None (N) 

• Resulting environmental score: 8.1 (High). 

  The final score is thus 7.3 (High).  

Vulnerable Versions  

------------------------------------------------------------------------------------------------- 

All versions of Blipcare Wifi BP monitors up to the latest firmware BP700 10.1  as of 7/20/17 are 

affected by this vulnerability. 

Steps to Reproduce 



------------------------------------------------------------------------------------------------- 

1) Connect to the Blipcare device’s wireless network called “Blip” 

2) Observe that no password is required to connect to wireless network 

 

 

Vulnerability Description 

------------------------------------------------------------------------------------------------- 

We discovered as a part of the research on IoT devices in the most recent firmware for Blipcare 

device that the device provides an open Wireless network called “Blip” for communicating with 

the device. The user connects to this open Wireless network and uses the web management 

interface of the device to provide the user’s Wifi credentials so that the device can connect to it 

and have Internet access. This device acts as a Wireless Blood pressure monitor and is used to 

measure blood pressure levels of a person. This allows an attacker who is in vicinity of Wireless 

signal generated by the Blipcare device to easily sniff the credentials. Also, an attacker can 

connect to the open wireless network “Blip” exposed by the device and modify the HTTP 

response presented to the user by the device to execute other attacks such as convincing the 

user to download and executing a a malicious binary that would infect a user’s computer or 

mobile device with malware. 

Exploitation 

------------------------------------------------------------------------------------------------- 

Since the Blipcare device uses Open Wifi network requiring no authentication/encryption an 

attacker can use open source Wireless sniffing tools such as Kismet and a cheap laptop or 

mobile device and easily sniff this data very without even needing to establish the MITM 

position. Also an attacker can modify the HTTP response provided by the device to attack the 

user’s systems to be infected by malware or trojan of any kind and thus compromise user’s 

systems as well. 

Vulnerability discovery 

------------------------------------------------------------------------------------------------- 

The vulnerability was discovered simply by performing a web application pentest against the 

web management interface of the device. 

Contact 

------------------------------------------------------------------------------------------------- 

Direct questions to Mandar Satam Sr. Sec Researcher Synopsys SIG, satam@synopsys.com 

Remediation 

------------------------------------------------------------------------------------------------- 

mailto:satam@synopsys.com


It is necessary that the device only allows to communicate on SSL enabled ports. 

 

 

 

5) SIG-EXT-07-2017-05 (Insecure Data Storage: Clear text credentials) 
 

Introduction 

------------------------------------------------------------------------------------------------- 

Recently it was identified that the iOS/Android applications “Blipcare” provided by Blipcare 

Technologies have been storing the credentials of the device clear text which can easily be 

obtained by an attacker who has gained access to the device physically or remotely using some 

kind of malware. This was identified as a part of the research on IoT devices in the most recent 

firmware for Blipcare Wireless blood pressure monitor devices. This device acts as a Wireless 

Blood pressure monitor and is used to measure blood pressure levels of a person. 

Advisory  

------------------------------------------------------------------------------------------------- 

 Overview 

 ------------------------------------------------------------------------------------------------- 

Synopsys Software Integrity Group staff identified that the iOS/Android applications “Blipcare” 

provided by Blipcare Technologies have been storing the credentials of the device clear text 

which can easily be obtained by an attacker who has gained access to the device physically or 

remotely using some kind of malware. This was identified as a part of the research on IoT 

devices in the most recent firmware for Blipcare Wireless blood pressure monitor devices. The 

issue exists in the most recent iOS/Android application installed by the researchers on 7/19/17. 

All the application versions prior to that are vulnerable.  

 High Severity Rating 

Using CVSS3, it has vector 

CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N/E:F/RL:U/RC:R/CR:H/IR:H/MAV:A/MAC:L/MPR:L

/MUI:N/MS:U/MC:H/MI:H/MA:N 

  Base Metrics 

• Access Vector (AV): Adjacent (A)   

• Access Complexity (AC): Low (L)  

• Privileges Required (PR): Low (L) 

• User Interaction (UI): None (N):  

• Scope (S): Unchanged (U):  

• Confidentiality Impact (C): High (H):  



• Integrity Impact (I): High (H):  

• Availability Impact (A): None (N):  

• Resulting base score: 7.3 (High) 

  Temporal Metrics 

• Exploit Code Maturity: Functional (F)    

• Remediation Level (RL): Unavailable (U). 

• Report Confidence (RC): Confirmed (C) 

• Resulting temporal score: 6.8 (Medium). 

  Environmental Metrics 

• Confidentiality Requirement (CR): High (H):  

• Integrity Requirement (IR): High (H):  

• Availability Requirement (AR): None (N) 

• Resulting environmental score: 7.5 (High). 

   The final score is thus 7.2 (High).  

     

Vulnerable Versions  

------------------------------------------------------------------------------------------------- 

All versions of myDlink-Lite application up to the latest version contain the vulnerability.. 

Steps to Reproduce 

------------------------------------------------------------------------------------------------- 

1) Navigate to 

/data/data/com.blipcare.blip/shared_preferences/com.blipcare.blip_preferences.xml file 

2) Observe the clear text in the password and userEmail attributes of the XML file 



 

Vulnerability Description 

------------------------------------------------------------------------------------------------- 

Finally, we decided to focus on the final attack surface which is any data that the mobile 

application stores in the device in clear text that can allow an attacker to take control of the 

device in any way. This specific issue is not new for mobile application developers and we have 

seen that this issue has plagued a large number of mobile devices that range from commercial 

to social network based mobile applications. As IoT manufacturers race to be a part of creating 

mobile applications for their devices, they need to be aware of the risk that is introduced by 

insecurely storing sessions tokens or credentials used to control cloud services by these mobile 

applications. In case of Blipcare mobile application, it was identified that the application stores a 

user’s username and a password in clear text on the device. This is enough for an attacker who 

has physical access to a user’s device or a malware application that is able to root/jailbreak the 

device and is able to grab the file to gain access to user’s credentials without any hindrance. 

Exploitation 

------------------------------------------------------------------------------------------------- 

An attacker who has been able to gain access to the user’s device physically can root the device 

and then be able to access the file com.blipcare.blip_preferences.xml located in 

/data/data/com.blipcare.blip/shared_preferences folder on a iOS device. Also, as discussed 

earlier, a malware application installed by a user accidentally can also allow a remote attacker to 



jailbreak/root the device and then be able to grab the file with clear text credentials which 

would allow an attacker to control the user’s Blipcare cloud account. Also, the application stores 

user’s blood pressure measurements, device serial number and his personal information in the 

database file called “blip_data.sqlite” on the device as well. 

 

Similarly, files stored on an iOS device can also be exploited in the similar fashion.  

Vulnerability discovery 

------------------------------------------------------------------------------------------------- 

The vulnerability was discovered by manual pentesting the mobile application provided by 

Blipcare technologies. 

Contact 

------------------------------------------------------------------------------------------------- 

Direct questions to Mandar Satam, Sr. Sec Researcher Synopsys SIG, satam@synopsys.com 

 

Remediation 

------------------------------------------------------------------------------------------------- 

It is necessary that the application uses PBKDF2 encryption based mechanisms to store the 

credentials of the device. 
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6) SIG-EXT-07-2017-06 (Memory Corruption) -- CVE-2017-11580 
 

Introduction 

------------------------------------------------------------------------------------------------- 

Recently, it was discovered as a part of the research on IoT devices in the most recent firmware 

for Blipcare device that the device suffers from a memory corruption issue after a large HTTP 

request is sent to the device. This device acts as a Wireless Blood pressure monitor and is used 

to measure blood pressure levels of a person. 

Advisory  

------------------------------------------------------------------------------------------------- 

 Overview 

 ------------------------------------------------------------------------------------------------- 

Synopsys Software Integrity Group staff discovered as a part of the research on IoT devices in 

the most recent firmware for Blipcare device that the device suffers from a memory corruption 

issue after a large HTTP request is sent to the device. This device acts as a Wireless Blood 

pressure monitor and is used to measure blood pressure levels of a person. This allows an 

attacker who is connected to the Blipcare’s device wireless network to corrupt the memory 

which can cause the device to become unresponsive or even execute code in the memory. 

 High Severity Rating 

Using CVSS3, it has vector 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:L/A:N/RL:U/RC:R/CR:H/IR:L/MAV:A/MAC:L/MPR:N/M

UI:N/MS:U/MC:H/MI:L/MA:N 

  Base Metrics 

• Access Vector (AV): Adjacent Network (A):   

• Attack Complexity (AC): Low (L):   

• Privileges Required (PR): None (N):  

• User Interaction (UI): None (N):  

• Scope (S): Unchanged (U):  

• Confidentiality Impact (C): High (H)  

• Integrity Impact (I): Low (L)  

• Availability Impact (A): None (N)  

• Resulting base score: 7.1 (High) 

  Temporal Metrics 

• Exploit Code Maturity (P)   

• Remediation Level (RL): Unavailable (U). 

• Report Confidence (RC): Confirmed (C) 



• Resulting temporal score: 6.9 (Medium). 

  Environmental Metrics 

• Confidentiality Requirement (CR): High (H)  

• Integrity Requirement (IR): Low (L)  

• Availability Requirement (AR): None (N) 

• Resulting environmental score: 8.1 (High). 

  The final score is thus 7.3 (High).  

Vulnerable Versions  

------------------------------------------------------------------------------------------------- 

All versions of Blipcare Wifi BP monitors up to the latest firmware BP700 10.1 as of 7/20/17 are 

affected by this vulnerability. 

Steps to Reproduce 

------------------------------------------------------------------------------------------------- 

1) Connect to the Blipcare device’s wireless network called “Blip” 

2) Use the python code below to send the request to the device 

import urllib2 

import urllib 

 

url = 'http://192.168.101.1/'+"A"*5000+”B”*5000+”C”*5000 

 

req = urllib2.Request(url) 

urllib2.urlopen(req) 

 

3) Observe that the device does not respond to any ping requests or web requests as below 

 



Vulnerability Description 

------------------------------------------------------------------------------------------------- 

We believe that medical devices are important aspects in case of patient and people’s lives. It is 

necessary that these devices should be resilient to a lot of attacks that other IoT devices usually 

are susceptible too. Although not as bad as a lot of other devices that we have looked we did 

identify one instance of possible memory corruption that results in Denial of Service. We 

identified that when connected to “Blip” open wireless connection provided by the device, if a 

large string was sent as a part of the HTTP request in any part of the HTTP headers, the device 

could become completely unresponsive. We presume this happens as the memory footprint 

provided to this device is very small. According to the specs from Rezolt the Wifi module only 

has 256k of memory. As a result, an incorrect string copy operation using either memcpy, strcpy 

or any of their other variants could result in filling up the memory space allocated to the 

function executing and this would result in memory corruption. 

To test the theory, we modified the demo application provided by the Cypress WICED SDK and 

introduced an incorrect “memcpy” operation and used the compiled application on the 

evaluation board provided by Cypress semiconductors with exactly the same Wifi SOC. The 

results were identical where the device would completely stop responding to any of the ping or 

web requests. This makes us believe strongly that the issue at hand is memory corruption and 

can allow code execution. 

 

 

https://en.wikipedia.org/wiki/System_on_a_chip


Exploitation 

------------------------------------------------------------------------------------------------- 

In this case, the exploit is trivial, it is very easy for an attacker in the proximity of Wireless signal 

emitted by the device to connect to the Open wireless network “Blip” exposed by the device 

and then send large payload to it which would allow an attacker to corrupt the memory of the 

device. 

Vulnerability discovery 

------------------------------------------------------------------------------------------------- 

The vulnerability was discovered simply by performing a web application pentest against the 

web management interface of the device and observing the responses from the device. 

Contact 

------------------------------------------------------------------------------------------------- 

Direct questions to Mandar Satam Sr. Sec Researcher Synopsys SIG, satam@synopsys.com 

Remediation 

------------------------------------------------------------------------------------------------- 

It is necessary that the device enforces string length requirements for all the data that the 

device consumes. 

 

 

mailto:satam@synopsys.com

