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Summary

Editor: Fortinet
Product: FortiClient
Title: Fortinet FortiClient Windows privilege escalation at logon

CVE ID: CVE-2017-7344 (https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-7344)

Intrinsec ID: ISEC-V2017-01
Risk level: high

Exploitable: Locally, or remotely if the logon screen is exposed (e.g. through RDP without NLA required). Requires non-default configuration on the client (« Enable VPN before

logon »). Requires an invalid certificate on the VPN endpoint side, or a MITM attacker presenting an invalid certificate (e.g. stolen laptop scenario).

Impact: Privilege escalation: from anonymous to SYSTEM, and Windows lock screen bypass

Description

This vulnerability affects the Fortinet FortiClient program. FortiClient is a client program used to connect to SSL/IPsec VPN endpoints.

A setting, disabled by default, enables FortiClient on the logon screen to allow users to connect to a VPN profile before logon. An attacker, with physical, or remote (e.g. through TSE,

VNC...), access to a machine with FortiClient and this feature enabled, can obtain SYSTEM level privileges from the lock screen. No account or prior knowledge is required.

The vulnerability lies in the confirmation dialog shown when the server certificate is not valid (e.g. default auto-signed certificate, or Man-In-The-Middle with SSL/TLS interception

situation).

Versions affected

o FortiClient Windows 5.6.0
o FortiClient Windows 5.4.3 and earlier

Solutions

Upgrade to FortiClient Windows 5.4.4 or 5.6.1.

However, we tested the latest version and we discovered some bypasses of the fix under certain circumstances. We have shared our findings with Fortinet who is working on a more

complete fix. We do not intend to share more details until this issue is fixed.

Enabling the « Do not warn invalid server certificate » option would prevent this issue but it is strongly discouraged since it allows silent Man-in-the-Middle attacks.

Deploying a valid certificate on the VPN endpoint mitigates the issue in standard situations, however when an attacker is in a MITM situation they will present an invalid certificate to
the FortiClient, regardless of the legitimate server certificate. This is not sufficient to resolve the issue.

Credits

Vulnerability discovered by Clément Notin / @cnotin (https:/twitter.com/cnotin).

Vulnerability disclosed in coordination with the CERT-Intrinsec.
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Exploitation details

Setup

Windows 7 Professional x64, English. FortiClient, vulnerable version:

View basic information about your computer

Windows edition
Windows 7 Professional
Copyright © 2009 Microsoft Corporation. All rights reserved.

Service Pack 1
Get more features with a new edition of Windows 7

System
Rating: System rating is not available
Processor: Intel(R) Core(TM) i7-4700MQ CPU @ 2.40GHz 240 GHz (2 processors)
Installed memery (RAM): 4.0 GB
System type: 64-bit Operating System
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WIN- ) Change settings
Full computer name: WIN- Jlan
Computer description:

Domain: dan

Windows activation

Windows is activated [S——""1

File Help

FortiClient

- 5.4.2.0860 (latest version)
Serial: FC
uinz: BC

http:/iwww fortin et com
Copyright ® 2003-2017 Fortinet Inc
The DpenSSL library is copyrighted by Copyright 1988-2011 The OpenSSL
Al ights reserved Sunday, February 19, 2017

Click here to view the license agreement
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Close

Change date and time settings..

Create VPN connection in FortiClient with a FortiGate endpoint (or try with any domain having an invalid certificate, such as expired.badssl.com):

FortiClient =1 ® ==
File Help
i Edit VPN Connection

SSL-VPN L

Connection Name

fpn

Description

Remote Gateway
[] Customize port 442

Authentication
Prompt on login () Save login

[] Client Ceriificate

[] Do notWarn Invalid Server Certificate

Close

Enable the “VPN before logon” setting in FortiClient:



File Help
w System -

Backup or restore full configuration | Backup ] | Restore J [

Software update: () Automatically download and install updates

(@®) Alert when updates are available

¥ Logging
Enable logging for these features: VPN Update
Log Level
Log file Export logs Clear logs

* VPN Options
Enable VPN before logon

w Certificate Management

[ Use local certificate uploads (IPsec only)

* Advanced

[C]Enable Single Sign-On mobility agent
efault tab| Remote Access (] i

ET Click the lock to protect configuration changes L 0K J I Cancel J

£l

Log off. The computer is now in a vulnerable state.

Exploitation steps

On the logon screen, select the VPN profile and type any password for the user. If the certificate is invalid (default certificate on a legitimate FortiGate, MITM attack, usage of the IP

address of the endpoint instead of the hostname...), when connecting the confirmation dialog will appear, then click on “View certificate”:

A secure connection with this site cannot be verfied. Would you still ke
to proceed?

The certificate you are viewing does not match the name of the site you
are trying to view.

w. Windows 7/ Professional

Go to “Details” tab then click on “Copy to file":



Connecting to VPN (i

| General | Details | certification Path

erial number
ignature algorithm
ignature hash algorithm

Edit Properties ‘Copy to File

Learn more about certificate details

[ o |

Click next until the screen with “Browse” button:

Connecting to VPN (v}
Secusite Alert

Certificate

General | Detalls | Certification Path

File to Export
Specify the name of the file you want to export

File name:

<Back || et

Browse to “C:\Windows\System32”, type a wildcard “*" in filename to show every files. Find cmd.exe, right click then click “Open":

e
Certif
| oo
@'“ W Computer » Local Disk (C) » Windows » System32 » | v [ ¢ ][ Search System32 o]
a Organize v New folder @
- Name . Date modified Type Size o
cmcfg32.dil 7/14/20093:15 AM  Application extens.. 36 KB
23 Libraries B cmd PL/20104:24 AM _ Application 206 KB o
cmdial /2009315 AM  Application extens... 473KkB
8 Computer [ cmdke /2009314 AM  Application 14 KB
B cma3 /2009344 M Application TLKE
@ Network cmicryl  Pin to Taskbar /2009315 AM  Application extens.. 63 KB
1 cmifw,  PintoStart Menu /2009315 AM  Application extens.. 57KB
cmipn]  Restore previous versions /2000315 AM  Application extens... 208 KB
cmlua, /2009315 AM  Application extens... 348
Sendto » !
25 crmo /2009314 AM  Application 428
&) cmpbl Cut /2009315 AM  Application edens... 268
P PP o
. copy
File name: cmd -
e e (e I Ceeie st -
& Delete
uo & Rename
(= Hide Folders
Properties
[ <Bsck ] Wexis ||

You get a shell with SYSTEM privileges:




er pun

ecting to VPN (vpn)...

*

Organize

i Favontes
4 Libraries
& Computer

€ Network

4 Hide Folders

b Computer » Local Disk (C) » Windows » Systern32 »

New folder

%] emdial32.dll

CE| cmdkey

@ cmdi32

%, emicryptinstall.dil
%] emifw.dll

|% emipnpinstall.dll

Date modified
7/14/2009 3:15 AM

11/21/2010 4:24 AM

1/14/2009 3:14
1/14/2009 3:15
7/14/2009 315

7/14/2009 315

']‘fH 5

Type Size
Application extens..

lication

ication extens.,
Application
Application
Application extens..
Application extens..

Application extens..

1 [x)@

%] emlua.di 7/14/2009315AM  Application extens..
& cmmon3z 7/14/20093:14 AM  Applicaticn
% empbl32.dil 7/14/2009 315 AM  Application extens.. 26 KB .
File name:  cmd -
Save as type: lDER Encoded Binary X.509 (*.cer) v]
Save Cancel ]

<Back |

The attacker can create a local administrator user account and use it to login:
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Fortinet PSIRT Advisory: FG-IR-17-070 (https://fortiguard.com/psirt/FG-IR-17-070)

CERT-FR: CERTFR-2017-AVI-471 (https://www.cert.ssi.gouv.fr/avis/CERTFR-2017-AVI-471/)

SecurityFocus: BID 102176 (http://www.securityfocus.com/bid/102176)

Mitre: CVE-2017-7344 (https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-7344)

History

o 2017-02-27: Vulnerability discovery, advisory sent to Fortinet that acknowledges the reception.

o 2017-03-15: Intrinsec asks for status update

o 2017-05-04: Fortinet confirms the vulnerability, assigns CVE-2017-7344 and plans the fix for the future 5.6 version.
o 2017-06-08: ETA for fixed versions set in June

o 2017-07-05: Intrinsec asks for status update

o 2017-07-11: Intrinsec discovers that FortiClient 5.6.0.1075, that was supposed to include the fix, is still vulnerable
o 2017-08-25: Fortinet clarifies the purpose of the fix and confirms that it is incomplete. New ETA is set to end of September for FortiClient 5.6.1.
o 2017-12-07: Intrinsec asks for status update

o 2017-12-11: Fortinet is finalizing the advisory and plans to publish it during the week

o 2017-12-13: Fortinet publishes the advisory

o 2017-12-13: Intrinsec advises against some proposed mitigations

o0 2017-12-13: Fortinet updates the advisory

o 2017-12-18: Intrinsec finds bypasses of the published fix and shares the details with Fortinet

o 2017-12-21: Fortinet confirms the bypasses

o 2017-12-22: Intrinsec publishes its advisory with detailed explanations, with Fortinet's approval

— Clément Notin
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This vulnerability was aprove with SO Windows 8, 8.1 and 10, or only with windows 7
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