Counterfeit with CISCO IP COMMUNICATOR

Author: Suman Sah — Sumanssah@gmail.com
Date — 23/May/2016

Introduction:

Cisco IP Communicator is a Windows PC-based softphone application provided by
Cisco that lets you use your personal computer to make premium voice and video calls.
Mostly used by moving users of organization to make voice & video calls.

With a USB headset or USB speakerphone and Cisco IP Communicator, you can easily
access your corporate phone number and voicemail. All you need is an Internet
connection and remote access to your corporate network, whether you are working from
home, supporting a contact center, or traveling on business.

By exploiting this bug/vulnerability, we are able to make calls/receive calls from User
number (Number allotted to user by organizations to make & receive calls)

Screenshot for Cisco IP Communicator (Software phone) application is shown below:
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Authentication mechanism with CISCO IP COMMUNICATOR:

Most of the organizations/corporate uses MAC base authentication to login to CISCO IP
COMMUNICATOR. In normal (Hardware) CISCO Phone’s authentication is done with
“User ID & Password”. However, in case of CISCO IP COMMUNICATOR (software
phone) authentication is done with MAC address, i.e. MAC Address of user system is
bind to a its user ID.

In general User ID is assigned to an IP address but in the organizations we generally
don’t a lot static IP for user. So to overcome this MAC based authentication is used for
authentication. Please check below mentioned screenshot of “Cisco Unified CM
Administration” to add a device (Software / Hardware phone)
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Exploiting the BUG of CISCO IP COMMUNICATOR

Prerequisite:

1.

2.

Check for user how Cisco IP communication installed on his system, by any
method have ©.

Get IP address of the user system locally or remotely by performing a network
scan.

Get MAC address of user system locally or remotely (Using tools Nmap, advance
IP scanner, Angry IP scanner etc.).

Suman Sah (Sumanssah@gmail.com)



Exploiting the BUG:

1. For IP based authentication, simply change the IP address of the system to the
IP address assigned to the user using Cisco IP Communicator.
2. For MAC Based authentication, install a

technetium (TMAC), MAC Address Changer etc

MAC changer application e.g

Change your system MAC to the user system MAC Address by cloning

MAC address. Attaching a screenshot for TMAC application for reference.
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Now you are able to login with User (Victim) ID and make and receive calls from
his number (Number allotted to the user by organization). | tried and exploited

this bug and able to call from my HR number © .
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