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1 Summary
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A vulnerability has been discovered in Outlook, which can be exploited by
malicious, anonymous individuals to cause a DoS (Denial of Service).

The vulnerability is caused as a result of the improper handling of email

file attachments with no extension. This can be exploited to cause a DoS
by tricking a user into clicking on an attachment with no file extension in
the reading pane.

2 Affected Versions

This vulnerability is confirmed in the following version:

e Microsoft Outlook 2007 (12.0.6539.5000) SP2 MSO
(12.0.6545.5004)

Other versions may also be affected.

3 Screen-dumps
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MOW ECH, OWORDCPTR SS¢ CAFET]
HOWZ % EB:, NORD. PTR. O5: LECHT
PIISH ESI
¥OR ESI,ESI
TEST AX,AX
JE SHORT S@ZA9ZAB
MOUZE EAX, AR
CHP ERX,BE
JE 3A1ASgaz
CHP EAX,BE
JE 2B1A3IFFS
CHP EfA:, B8
JHE SHORT =@zaszsl
®OR ESILESI

IHC EEX

INC E
nnuzx Enx WORD PTR DS:[ECKI
TEST A
JHE SHDRT 2EZASZES
TEST ESI,ESI
JE SHORT ZB2A9ZAE
MOU EAX,ESI
LER EDX,CERE®E

MOU CH, WORD. PTRNDSECERRD

INC EAR

IHC EHH

TEST C

JHE SHDRT FRZAT294
SUE Enx.Enx
=OR Ef,
JE SHDRT aaznezns
MOu EAX,ESI
POP ESI
FOF EEP

AR FHx. FA-

OUTLOAK . 382A9254 0 guessed Aral, Argz)

Path to attachment

Mowe first byte to ead, zero the rest

Save esi

Clear esi . )

Oo we hawe anwthing in al?
Do we have a "."'7

Oo we hawve 3 "7"°7

Oo we hawe 3 "7

Hexwt char in path to attachment

Again (Unicodel

Mowe nedt char into ead, Zero rest

Got something?

The exdtension, if it edists, 15 in ead
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EEBE BEEZ2CA| JHE SEFS4CES

HrgZ2
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OUTLOOK . SB2A9254

LIl pazzed to
WeCECEpnl)

R
SE4424 @4
65z 8338 @0

Mowe the address of the extension to ead
HULL-pointer

The exception is caused here:l

USH EST
FUSH EDOT

4 Resolution

Turn off the reading pane.

5 Time-line

Vulnerability identified: 03.09.10
Vendor informed: 19.11.10
Vendor response: 24.11.10
Vendor fix: Currently unavailable

PN

6 Credits

Vulnerability identified by Sarid Harper of the CSIS Security Group.

7 References
Turn the Reading Pane off or on:

http://office.microsoft.com/en-us/outlook-help/make-changes-to-the-
reading-preview-pane-HA010118503.aspx?CTT=1#_Toc267389729
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