Abysssec Resecdrch

1) Advisory information

Title : Adobe Acrobat and Reader 'newfunction' Remote Code Execution Vulnerability
Version : Adobe Reader 9.3.2

Analysis : http://www.abysssec.com

Vendor : http://www.adobe.com

Impact : Critical

Contact : shahin [at] abysssec.com , info [at] abysssec.com

Twitter : @abysssec

CVE : CVE-2010-2168

2) Vulnerable version

S.u.S.E. SUSE Linux Enterprise Desktop 11 SP1

+ Linux kernel 2.6.5

S.u.S.E. SUSE Linux Enterprise Desktop 11
S.u.S.E. SUSE Linux Enterprise Desktop 10 SP3
S.u.S.E. openSUSE 11.2

S.u.S.E. openSUSE 11.1

S.u.S.E. openSUSE 11.0

RedHat Enterprise Linux WS Extras 4

RedHat Enterprise Linux Supplementary 5 server
RedHat Enterprise Linux Extras 4

RedHat Enterprise Linux ES Extras 4

RedHat Enterprise Linux Desktop Supplementary 5 client
RedHat Enterprise Linux AS Extras 4

RedHat Desktop Extras 4

Adobe Reader 9.3.2

Adobe Reader 9.3.1

Adobe Reader 9.1.3

Adobe Reader 9.1.2

Adobe Reader 9.1.1



http://www.abysssec.com/
http://www.adobe.com/

Adobe Reader 8.2.2

Adobe Reader 8.2.1

Adobe Reader 8.1.7

Adobe Reader 8.1.6

Adobe Reader 8.1.5

Adobe Reader 8.1.4

Adobe Reader 8.1.3

Adobe Reader 8.1.2

Adobe Reader 8.1.1

Adobe Reader 7.1.4

Adobe Reader 7.1.3

Adobe Reader 7.1.2

Adobe Reader 7.1.1

Adobe Reader 7.0.9

Adobe Reader 7.0.8

Adobe Reader 7.0.7

Adobe Reader 7.0.6

Adobe Reader 7.0.5

Adobe Reader 7.0.4

Adobe Reader 7.0.3

Adobe Reader 7.0.2

Adobe Reader 7.0.1

Adobe Reader 7.0

Adobe Reader 9.3

Adobe Reader 9.2

Adobe Reader 9.1

Adobe Reader 9

Adobe Reader 8.2

Adobe Reader 8.1.2 Security Update
Adobe Reader 8.1

Adobe Reader 8.0

Adobe Reader 7.1

Adobe Acrobat Standard 9.3.2
Adobe Acrobat Standard 9.3.1
Adobe Acrobat Standard 9.1.3
Adobe Acrobat Standard 9.1.2
Adobe Acrobat Standard 8.2.2
Adobe Acrobat Standard 8.2.1
Adobe Acrobat Standard 8.1.7
Adobe Acrobat Standard 8.1.6
Adobe Acrobat Standard 8.1.4
Adobe Acrobat Standard 8.1.3
Adobe Acrobat Standard 8.1.2
Adobe Acrobat Standard 8.1.1
Adobe Acrobat Standard 7.1.4
Adobe Acrobat Standard 7.1.3
Adobe Acrobat Standard 7.1.1
Adobe Acrobat Standard 7.0.8




Adobe Acrobat Standard 7.0.7
Adobe Acrobat Standard 7.0.6
Adobe Acrobat Standard 7.0.5
Adobe Acrobat Standard 7.0.4
Adobe Acrobat Standard 7.0.3
Adobe Acrobat Standard 7.0.2
Adobe Acrobat Standard 7.0.1
Adobe Acrobat Standard 7.0
Adobe Acrobat Standard 9.3
Adobe Acrobat Standard 9.2
Adobe Acrobat Standard 9.1
Adobe Acrobat Standard 9
Adobe Acrobat Standard 8.2
Adobe Acrobat Standard 8.1
Adobe Acrobat Standard 8.0
Adobe Acrobat Standard 7.1
Adobe Acrobat Professional 9.3.2
Adobe Acrobat Professional 9.3.1
Adobe Acrobat Professional 9.1.3
Adobe Acrobat Professional 9.1.2
Adobe Acrobat Professional 8.2.2
Adobe Acrobat Professional 8.2.1
Adobe Acrobat Professional 8.1.7
Adobe Acrobat Professional 8.1.6
Adobe Acrobat Professional 8.1.4
Adobe Acrobat Professional 8.1.3
Adobe Acrobat Professional 8.1.2
Adobe Acrobat Professional 8.1.1
Adobe Acrobat Professional 7.1.4
Adobe Acrobat Professional 7.1.3
Adobe Acrobat Professional 7.1.1
Adobe Acrobat Professional 7.0.9
Adobe Acrobat Professional 7.0.8
Adobe Acrobat Professional 7.0.7
Adobe Acrobat Professional 7.0.6
Adobe Acrobat Professional 7.0.5
Adobe Acrobat Professional 7.0.4
Adobe Acrobat Professional 7.0.3
Adobe Acrobat Professional 7.0.2
Adobe Acrobat Professional 7.0.1
Adobe Acrobat Professional 7.0
Adobe Acrobat Professional 9.3
Adobe Acrobat Professional 9.2
Adobe Acrobat Professional 9.1
Adobe Acrobat Professional 9
Adobe Acrobat Professional 8.2
Adobe Acrobat Professional 8.1.2 Security Updat
Adobe Acrobat Professional 8.1




Adobe Acrobat Professional 8.0
Adobe Acrobat Professional 7.1
Adobe Acrobat Professional 6.0
Adobe Acrobat 9.3.2

Adobe Acrobat 9.3.1

Adobe Acrobat 9.1.1

Adobe Acrobat 8.2.2

Adobe Acrobat 7.0.9

Adobe Acrobat 7.0.3

Adobe Acrobat 7.0.2

Adobe Acrobat 7.0.1

Adobe Acrobat 7.0

Adobe Acrobat 6.0.5

Adobe Acrobat 6.0.4

Adobe Acrobat 6.0.3

Adobe Acrobat 6.0.2

Adobe Acrobat 6.0.1

Adobe Acrobat 6.0

Adobe Acrobat 9.3

Adobe Acrobat 9.2

3) Vulnerability information

Class
1- Code execution

Impact

Attackers can exploit this issue to execute arbitrary code or cause denial-of-
service conditions.

Remotely Exploitable
Yes

Locally Exploitable
Yes




4) Vulnerabilities detail

authplay.dll is responsible for processing flash contents in pdf files. Through processing of the
newfunction(bytecode 0x40) command it faces some problem because of memory corruption error.

By running newfunction command, an object of the new function is created. This command takes an
argument. The value of this argument is an index from method_info structure.(for further information
about this command refer to ActionScript Virtual Machine 2 (AVM2) Overview.

Here is part of the code in the sub_30292F10 function that process this command:

.text:30242D54 lea eax, [esp+18h+arg_4]; jumptable 30242ACB cases 60,64
.text:30242D58 push eax

.text:30242D59 call sub_301C82B0

.text:30242D5E mov  ecx, [esp+1Ch+arg_10]

.text:30242D62 mov  edx, [ecx+78h]

.text:30242D65 mov ebx, [edx+eax*4]

.text:30242D68 mov edi, [esp+1Ch+arg_0]

.text:30242D6C add esp, 4

At the beginning of this code sub_301C82B0 is called. This function takes a pointer to the buffer that
contains newfunction command as an argument:

.text:301C82B0 push esi

.text:301C82B1 mov  esi, [esp+4+arg_0]
.text:301C82B5 mov  ecx, [esi]
.text:301C82B7 movzx eax, byte ptr [ecx]
.text:301C82BA test al, al

.text:301C82BC js  shortloc_301C82C3
.text:301C82BE inc  ecx

.text:301C82BF mov [esi], ecx
.text:301C82C1 pop esi

.text:301C82C2 retn

.text:301C82C3

.text:301C82C3 loc_301C82C3: ; CODE XREF: sub_301C82B0+Cj
.text:301C82C3 movzx edx, byte ptr [ecx+1]
.text:301C82C7 shl  edx, 7




.text:301C82CA and eax, 7Fh
.text:301C82CD or edx, eax
.text:301C82CF test edx, 4000h
.text:301C82D5 jnz  short loc_301C82E0
.text:301C82D7 add ecx, 2
.text:301C82DA mov  [esi], ecx
.text:301C82DC mov  eax, edx
.text:301C82DE pop esi

.text:301C82DF retn

In this function the first byte after bytecode 40 which is equal to newfunction command is read. If it is
greater than zero the next bytes also will be read. The value of the second byte is multiplied by 128 and
added with the value of the first byte. If the result is greater than 16384 it will go on the third byte. This
process is continued until the fifth bye after bytecode 0x40.

There problem here is not properly checking the value. sub_301C82B0 function return the above result.
After executing the sub_301C82B0 function remaining code will be followed in sub_30292F10 function.
then value of edx is added to the return value of sub_301C82B0 function and is stored in a buffer.

The value that is stored in the buffer and is under our control is used in the next instructions that can
cause memory corruption.

.text:30242D92 cmp esi, 44h
.text:30242D95 jnz  short loc_30242DB8
.text:30242D97 lea ecx, [esp+18h+arg_4]

.text:30242D9B
.text:30242DSC
.text:30242DB8
.text:30242DBB
.text:30242DBD
.text:30242DBF
.text:30242DC1
.text:30242DC2
.text:30242DC7
.text:30242DCC
.text:30242DCE

push ecx

call sub_301C82B0

mov  eax, [ebx+38h]
mov  ecx, edi

test eax, eax

jz  shortloc_30242DDD
push eax

push offset asc_30362C14 ;" "
call sub_3025BF20

mov  ecx, eax

call sub_3025C210




“ Immunity Debugger - AcroRd32.exe - [CPU - main thread, module authplay]
File View Debug Pluging Immlib  ©Options Window Help Jobs
OB EE «x b I M T emtwhcPEkbzrT ..
30242DAR - 8BCF I X.EDI ~ Registers (FPU)
. E8 6F918100 a EAX 1007E018
_ sBe8 L ECX 0813073C
_ E8 48938100 play 30250180 authplay 36250108 EDX 08088681
8843 38 : ORD PTR DS:[EBX+38] EBX 80800808
~ 8BCF i D1 ESP 08130718
_ 85c6 EBP 1807E808
T thplay.302420DD ESI 08080848
o s0 PUSH EfX EDI 1807E818
_ 68 14203630 PUSH authplay.38362C14
- E8 54818168 authplay.3625BF26 EIP 7COQEN8E ntdll.7COGELS0
- 8Bc8 10U ECX,EAX €1 ES 0623 32bit B(FFFFFFFF)
- E8 3D9u4@100 authplay.3025C210 €S 861B 32bit B(FFFFFFFF)
POP EDI SS 623 32bit O(FFFFFFFF)
POP ESI DS 6623 32bit B(FFFFFFFF)
POP EBP FS 03B 32bit 7FFDEBOB(FFF)
POF EBX €5 6000 NULL
ADD ESP,8
- t2 1400 1
68 4C732030 PUSH autnplay.303D73uC ASCIT * null”
? T8 39010100 uthplay.30250F20 EFL 00240297 (NO,B,NE,BE,S,PE,L,LE)
POP EDI STO enpty -0.0
%

0 0 LastErr ERROR_SUCCESS (00000000)

POP ESI
POP EBP
PoP EBX ST3 enpty -1.0000800000000000000
ADD ESP,8 ST4 enpt 060000006000000
STS empty
ST6 enpty 1 680000000006000
ST7 empty 0.
ESPUDZDI
00130720 xN.
00409000 58 56 40 00 00 00 00 00 50 56 4G 00 44 56 40 O _.PUE.DU@. 0813D73C <xN.
i il co000005
00000000
00000000
@. 30242088 ,-$8 RETURN to authplay.3e2
9C 54 40 68 | | . 00000002
34 54 40 68 Q. 00000000
BC 53 40 68 . 00000038
. 0001003F
00409090 FO 52 40 00 D4 52 40 60 B8 52 40 . . 26256280 Entry address
004090A0 58 56 40 00 BB 65 40 60 94 65 4O . 60000000
00409080 64 66 41 @ 60000000
004090C0 2E 3F 41 56 62 61 64 5F 61 6C 6C 6F 63 40 73 74 .?AUbad_allo 08000000
00409000 64 40 40 00 78 73 40 00 00 00 00 00 2E 3F 41 56 dEA.xs ? FFFFOFFO
0B4090ED 65 78 63 65 70 74 69 6F 6E 40 73 74 64 40 40 00 except . 00000000 ...
004090F0 78 73 40 00 06 00 D0 80 2E 3F 41 56 6C 6F 67 60 xs@... i [ 00130758 FFFFO27F W

[09:09:36] Access vilation when reading 00000038 - use Shift+F7/FB/F9 to pass exception to program Paused

Exploit

Exploiting this bug is difficult but possible because the DEP (permanent) in Adobe Reader. According to
the above explanation | will present the way of exploitation.

As we discussed sub_301C82B0 function return some controllable value:

.text:30242DF5 push edx

.text:30242DF6 call sub_301C82B0
.text:30242DFB mov  ecx, [esp+1Ch+arg_10]
.text:30242DFF mov edx, [ecx+9Ch]
.text:30242E05 mov  eax, [edx+eax*4]

We should set values after bytecode 0x40 which in result the return value of sub_301C82B0 and finally
result of [edx+eax*4] expression direct us to our controllable code. Then take the advantages of other
codes that use this value to gain control of the program. After gaining control of the execution we
should take the stack and bypassing the DEP by implementing the ROP method to execute the shellcode.




