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  [at]	
  abysssec.com	
  ,	
  info	
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  abysssec.com	
  
	
  	
  Twitter	
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  :	
  CVE-­‐2010-­‐3000	
  
	
  

2)	
  Vulnerable	
  version	
  

RealPlayer   11.0 – 11.1  

RealPlayer SP   1.0 – 1.1.4	
  
	
  

3)	
  Vulnerability	
  information	
  
	
  

Class	
  
	
  	
  	
  	
  	
  	
  	
  	
  1-­‐	
  Code	
  execution	
  
Impact	
  
Successfully exploiting this issue allows remote attackers to cause denial-of-
service conditions.	
  
Remotely	
  Exploitable	
  

Yes	
  
Locally	
  Exploitable	
  

Yes	
  



	
  

4)	
  Vulnerabilities	
  detail	
  
	
  

The	
  flaw	
  exists	
  when	
  processing FLV files. The module responsible for processing FLV files is called 
flvff.dll.  this module has a class called CHXFLVAMFPacket, in which FLV files’ AMF class packets are 
processed. A function called ParseKnownType exists in this class which processes various AMF data. 
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Two of these data are HX_FLV_META_AMF_TYPE_MIXEDARRAY (0x8) and 
HX_FLV_META_AMF_TYPE_ARRAY (0xA). While processing any of these data, an integer overflow 

might occur. 

 In the first stage of processing data type HX_FLV_META_AMF_TYPE_MIXEDARRAY, 
UnpackUINT32BEinc function is called. Executing this function, an FLV file data related to onMetaData, 

will be read.	
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The Important Point is that the read value from the file, will  not be controlled by this function; this is 
the exact vulnerable point.  

	
  



	
  

Further ahead, this value shall be multiplied by 35 (0x23), then added to 4 and the result shall be passed 
to new function to allocate space.	
  	
  

	
  

...	
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Next, a function for initializing the allocated space will be called.	
  

...	
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The body of unknown_libname_2 function contains a loop, in which the internal function which acts as 
memset, will be called. This function, will initialize 35 byte from the allocated space (equals them to 
zero). 

...	
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The number of loops in this function determines the exact read value of the file. which is the very point in 
which the vulnerability exposes itself. In this case, if the read value from the file is bigger or equal to 



	
  

0x07507508, the multiplication of this number by 0x23 and its addition to 4 will be 0x10000001C, and 
that means integer overflow  because the result is bigger than 32 bit values. As a result 1C value shall be 
used as the result of the previous operation. Which means 1C value shall be passed to new function for 
memory allocation. But the value passed to the unknown_libname_2 function as loop number, is equal to 
0x07507508, which will lead to memory corruption.  

 

 

	
  


