SatOri Advisory

SATA020110



Summary

A vulnerability has been discovered in Crimson Editor, which can be exploited by
malicious, anonymous individuals to compromise a vulnerable system.

The vulnerability is caused as a result of improper bounds checking when reading words
from dictionary files. This can be exploited to cause a stack-based buffer overflow by
tricking a user into using a maliciously constructed dictionary file.

Successful exploitation of this vulnerability enables execution of arbitrary code.



Affected Versions
This vulnerability is confirmed in the following versions:

* Crimson Editor SVN263 English
* Crimson Editor 3.70 Release (Freeware)

Other versions may also be affected.

Screen-dumps

[SEEEE SESS MO EDT, ODWORD FTR D= TEAR=T ]

BEI34AS4 4F OEC EDOI —— [AY If [ean] == B we end up with a big numbe

EEZ234025 | - 2950 B2 CHMF CARG.11,EEX

HEZE4H3E ] . 8918 Aol OWORD PIR 0S: CER®I,EEX

HEZ24AZA[] .~ F5_BE Ji2 SHORT MSUCIRT.BE234A48

BEZZ4AZC| | *  SEBE MOL ER, DWORD PTR DS:[ESI]

BE334H3E SE4lE A4 MOWL EAX,OWORD PTR DS: [ERAK+4]

BE334041 204438 [ LEA_EQx, OWORD PTR DS: [ERX+ESI+2]

BHEZS4H4E 23R8 n2 OF_DWoRD_PTR 05: [EAR], =

HEz24R42(| .~ EB_EB JHP_SHORT MSUCIRT.BE354AES

BEZ34A4H || *  BEFE TEST EDI.EDI

BE334A4C|] .~ 76 _EE JEE SHORT MSUCIRT.e8334A20

BEZ34H4E || > +BEQE rMOU ER:, OWORD PTE DS:[ESI]

HEZS4HEE || o | SE48_B4 Moy EFX,. DWORD FTRE D5:[EAK+4]

BHEZS4HES SE4C3H_Hd ot ECH, OWORD FTR DS: [CEAX+ESI+4]

BEZZ4HET ES Cdzonamng CALE FSUCIRT. rsgeto@streambu f BEIREHRT —— Bead DIC word

BE334H5C 83F2 FF CHP EAK,—1 —— Perform check

BE234H5F 2945 FC I o= e B P ==

HEIZ4AHED || ] 74 2A JE "SHORT MSUCIRT.B8334ASE —— Jump out if unable to read

HEZS4HES =1 FUSH ER% [c

HEZZ4AEE FE15 A41@3300 | CALL DWORD _PTR DOS: [<&mswcrt. isspacer] isspace

BEZ24A5E SECH TEST ERX,ERHX

HE334H50 59 FOF E

HEZZ4ASE[] | FE 3R JHE SHDRT HSUEIHT BBSS4HHH

HEZ34H7E 2H4L FC raL AL T SS:[EEFP-41 == Mowve byte to lower ean

HEZIZ4AFS SEB40 _B= Mo ECQ —— ecH used as an lndEH

BEI24A7E 2204 6E Hau BVTE PTR DS [EEX+ECH], AL —— eby used asz an offs

HE334H 79 SE[E MOU ERX,OMORD ETR DS:LESI] —— Copy bute to stack- based buffer

HEZ24HTE SE4E_iAd Moy EFX, DWORD PTR D5: [EAK+4]

HEZS4HTE SE4C3A_Hg Moy ECH, DWORD FTR D5: [ERX+ESI+4]

BESS4AEE ES SAZ90E0E CALE_FSUCIRT. Pstossolstreanbu fEERAERHT

BEI24AST 43 1M EBH

HEZ24052 (] o | SBOF CHP —— Compare with the huge number abowe (A
2GR L.E: SHDRT HSUEIRT HEIS4A4E —— Of course it"s below

urmp LS taken
HH334H4E=MSLICIRT . DAZ34H4E
MEUCIRT, ?7EistreanBEIAERAVSEPADEE +7C

Address |Hex dum ASCII N R
BOIZFE0C] B 00 OB 00 00 G5 00 00| ........ Beiskold|] 414141
BEISFEI4|41 41 41 4141 41 41 41| AAAAARAA| | 2alzFels )| 4141414
BEIZFEIC| 41 41 41 41)41 41 41 41|AAaaaaaa) | 2alzFeltif 4141414
BE1ZFE24(41 41 41 41|41 41 41 41|ARAARARA| | BE1SEREY|) 414141
i HEEEEEREL R e
BEIZFESC( 41 41 41 41|41 41 41 41|AAgAAAaAl | BR1SEect ) 41414l Multiple return addresses are
|l G =ns Ea\ G B A ) TG ol Ba1ZFE4|| 41414141 owerwritten as well as the SE further
Gleclcl o e e o e B i crenmitien,
= I =
gislesgmaag g e el
BEIZFEEC| B0 08 BA A8 B3 B oo oefll11I000| | galsFedd %E?i‘ S 0BG Lo BRI
SRR g e
BP1FECd| Ba 6 Ba o8 68 A gn 8 ...ii..| |2E1ZFESE|NFLSEPPEH RETURN to ntdl 1. 70327784 From ntdl L. PC3BEDAE
291=FeaC] 08 BE B9 00] 28 99 00 BE|........ pr1EEREs | | ARTEFENS

Update to Crimson Editor SVN286

Timeline

* Vulnerability identified: 02.01.10
* Vendor informed: 25.03.10
* Vendor fix: 02.04.10

References

* http://blog.satOri.com/?p=414
* http://www.crimsoneditor.com/
* http://forum.emeraldeditor.com/index.php?topic=361.0
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