
 
 

Security Advisory TISA2007-08-Public 
 
Birokrat heap corruption (heap overflow) 
 
 
Release date:  31.07.2007 
Severity:  Less critical 
Impact:  Heap Corruption / Heap Overflow 
Status:  Unpatched 
Software:  Birokrat (version 7.4) 
Tested on:  Microsoft Windows Professional XP SP2 
Vendor:  http://www.andersen.si 
   http://www.birokrat.si 
Disclosed by:  Edi Strosar (TeamIntell) 
 
 
Summary: 
Birokrat is subject to heap corruption bug that may lead to local arbitrary code execution. 
The application fails to perform adequate boundary checks on user supplied input before 
copying it to an insufficiently sized memory buffer. 
 
 
Analysis: 
Birokrat is Slovenian business management software. The main application birokrat.exe 
is prone to heap-based overflow caused by improper bounds checking. Submitting overly 
long argument into affected input field, local users could overflow heap memory segment 
and possibly execute arbitrary code in the context of currently logged on user. 
 
The bug is confirmed in Birokrat version 7.4.0797. Other versions may be affected. 
 
 
Debugger output: 

 



 

 
 
Solution: 
Unpatched. Vendor not informed. 
 
Note: Accordingly to our disclosure policy, we do not report bugs to Andersen. 
 
 
Contact: 
Maldin d.o.o. 
Tržaška cesta 2 
1000 Ljubljana - SI 
tel: +386 (0)590 70 170 
fax: +386 (0)590 70 177 
gsm: +386 (0)31 816 400 
web: www.teamintell.com 
e-mail: info@teamintell.com 
 
 



Disclaimer: 
The content of this report is purely informational and meant for educational purposes 
only. Maldin d.o.o. shall in no event be liable for any damage whatsoever, direct or 
implied, arising from use or spread of this information. Any use of information in this 
advisory is entirely at user's own risk. 


